Cybersecurity-Practitioner32E & #¢. Cybersecurity-
Practitioner & #% i R ££

Practitioner

ol s Thamans MATEMALS

rr'}-‘ﬁ REAL DA LINE BMULATTR
:'.l'-,;'_\ A R THONS & ARSWIRS csx-P
!;‘ r:\:'m.nmmsnm{

(=

) o smsrmacTon susrcas =
-'g- e : .

E-Book + PRACTICE TEST G-smu_h

Z < DBERRIE . Bt D Cybersecurity-Practitioner;A B E D g i R 2 LT 2B EMNH Y £ 3. AEKIE.
b OB EEZEOMTHBRIZGELS T, BY s 2. MBS MHED 26Dz D
D2HBIETHY. Zhik %€ R Cybersecurity-Practitioner® Y ¥ — A ¥ —E R, T —XBR Wi CET 3
ERALTCWET, RBEBECBEREF—CELET. Lo T, H5 2FERREL T 0. 14
1z Cybersecurity-Practitioner® B ] & FI& #2E HC AT 2 &\ 50%DE5 2% 22 &8 TE ¥ KK TR
mE. Zh. Cybersecurity-Practitioner¥ff # 4 F %1 § 2 AT T,

Cybersecurity-Practitionerfifft 7 2 b &+ ¥ 5 /3 2 DZAEF & Palo Alto Networks# i & REOBFOERB L THH
AV OBEMRC L > THFT SN EREORBTHY . SEAVEELIV T Y YOEBRERET T3 8T
EZ2EDERER TRy &> T & T BEARMT. Cybersecurity-Practitioner b L —=> 7 BT
i& + Cybersecurity-Practitionersd 5% % 52 (F 2 B (2 20~30R M OB % 3 27200 CTHA & 9. —77+ Cybersecurity-
PractitionersX 5% D B i % & 3 & . Palo Alto Networks Cybersecurity PractitionersRBE D £ i a3k b 3 & % LS
TEA2UNEEIHY EEA.

>> Cybersecurity-PractitionersZ B & #% <<

Cybersecurity-Practitioner & ¥% Bl JEE . Cybersecurity-Practitioner & ¥ 18
B7* R b

Palo Alto NetworksC DR DOMF T H % 1= DFF LO B2 HE T 2RRO TR . —HREOFRE, 4%
EpEAEIpexamT DE Y H 248 . & 5.12id HFF TR 5 h T % Cybersecurity-Practitioners® 72 & #% 1 « B
FEEHEAL. BETOToE—Y a Y2 KBEHLKRT 2O ILE T ZOHFE. Xt D Cybersecurity-
Practitioner®# & b (& @ V) 4 e & &R S C THRAEL £ 743, Palo Alto Networks Cybersecurity Practitioner®
Cybersecurity-Practitioner i # XN T T Y — M B B 1D MIEIC > T B ABBEZ THWET,

Palo Alto Networks Cybersecurity-Practitioner 55 X & 5 O H &8 #i fH .

bEY 2 HH R o P

¢ Cloud Security: This domain covers cloud architectures, security challenges across application security,
cloud posture, and runtime security, protection technologies like CSPM and CWPP, Cloud Native
Application Protection Platforms, and Cortex Cloud functionality.
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o Secure Access: This domain examines SASE and SSE architectures, security challenges for data and
applications including Al tools, and technologies like Secure Web Gateway, CASB, DLP, Remote

ey 72
7 Browser Isolation, SD-WAN, and Prisma SASE solutions.

¢ Security Operations: This domain focuses on security operations including threat hunting, incident response,
SIEM and SOAR platforms, Attack Surface Management, and Cortex solutions including XSOAR,

FEY Z 3
7 Xpanse, and XSIAM.

o Network Security: This domain addresses network protection through Zero Trust Network Access,
firewalls, microsegmentation, and security technologies like IPS, URL filtering, DNS security, VPN, and
SSL

o TLS decryption, plus OT

¢ JoT concerns, NGFW deployments, Cloud-Delivered Security Services, and Precision AL
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e Endpoint Security: This domain addresses endpoint protection including indicators of compromise,
limitations of signature-based anti-malware, UEBA, EDR

bEY 7S ¢ XDR, Behavioral Threat Prevention, endpoint security technologies like host firewalls and disk encryption,

and Cortex XDR features.
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HA #222
Which activity is a technique in the MITRE ATT&CK framework?

A. Account discovery

B. Credential access

C. Lateral movement

D. Resource development

EfE: A

R :

Account discovery is a technique in the MITRE ATT&CK framework under the Discovery tactic. It involves adversaries attenpting
to identify user accounts on a system or network.

Credential access, lateral movement, and resource development are tactics - high-level objectives an attacker is trying to achieve.

H #223
What is a key method used to secure sensitive data in Software-as-a-Service (SaaS) applications?

A. Allow users to choose their own applications to access data.

B. Leave data security in the hands of the cloud service provider.

C. Allow downloads to both managed and unmanaged devices.

D. Allow downloads to managed devices but block them from unmanaged devices.

Ef#: D

A -

Ore of'the best practices for securing sensitive data in SaaS applications is to control the access and usage of data based on the
device type. Managed devices are those that are enrolled and monitored by the organization's IT departiment, and have security
policies and controls applied to them. Unmanaged devices are those that are not under the organization's control, such as personal
laptops or mobile phones. Allowing downloads to managed devices but blocking them from unmanaged devices prevents data
leakage and unauthorized access to sensitive data. This can be achieved by using a cloud access security broker (CASB) solution,
such as Prisma SaaS from Palo Alto Networks, which can enforce granular policies based on device posture, user identity, and data
sensitivity 12. Reference: 1: Securing SaaS applications on the cloud is a critical aspect of protecting sensitive data and maintaining
the trust of customers. By implementing best practices, such as enhanced authentication, data encryption, Break Glass, and
oversight, organizations can mitigate the security risks associated with SaaS applications2: Prisma SaaS - Palo Alto Networks



R #224
Which two statements apply to the SSL/TLS protocol? (Choose two.)

A. Tt contains password characters that users enter to access encrypted data.

B. It ensures the data that is transferred between a client and a server remains private.

C. It provides administrator privileges to manage and control the access of network resources.
D. It is a method used to encrypt data and authenticate web-based commumication.

IEf#: B. D
RN -

SSI/TLS encrypts and authenticates web-based communication to ensure secure data transmission over networks. It ensures
privacy by encrypting the data exchanged between a client and a server, protecting it from interception or tampering, It doesn't
handle user input like passwords directly.

HM #225

A doctor receives an email about her upcoming holiday in France. When she clicks the URL website link in the enmail, the connection
is blocked by her office firewall because it's a known malware website. Which type of attack includes a link to a malware website in
an email?

A. whaling
B. phishing
C. pharming
D. spam

Ef#: B

A :

Phishing is a type of attack that mvolves sending fraudulent emails that appear to be from legitimate sources, such as banks,
companies, or individuals, in order to trick recipients into clicking on malicious links, opening malicious attachments, or providing
sensitive information]2. The link to a malware website in the emmil is an example of a malicious link, which may lead to the
mstallation of malware, ransomware, spyware, or other malicious software on the user's device, or the redirection to a fake website
that mimics a legitimate one, where the user may be asked to enter their credentials, personal information, or financial details34.
Phishing emails often use social engineering techniques, such as creating a sense of urgency, curiosity, or fear, to persuade the user to
click on the link or attachment, or to reply to the emailS. Phishing emails may also spoof'the sender's address, domain, or logo, to
make them look more authentic and trustworthy6.

‘Whaling, pharming, and spam are not the correct answers for this question. Whaling is a specific type of phishing that targets high-
profile individuals, such as executives, celebrities, or politicians, with the aim of stealing their confidential information or influencing
their decisions7. Pharming is a type of attack that involves redirecting the user's web browser to a fake website, even if they enter
the correct URL, by modifying the DN server or the user's hosts file. Spam is the unsolicited or unwanted electronic messages,
such as emails, texts, or instant messages, that are sent in bulk to a large number of recipients, usually for advertising, marketing, or
scamming purposes. Reference:

What is phishing? | Malwarebytes

Phishing - Wikipedia

Don't Panic! Here's What To Do If You Clicked On A Phishing Link

How can Malware spread through Email and How to Protect

What is phishing? How this cyber attack works and how to prevent it ...

Identifying Illegitimate Emmail Links | Division of Information Technology What is whaling? | NortonLifeLock

[What is pharming? | NortonLifeLock]

[What is spam? | NortonLifeLock]

R #226
Which SOAR feature coordinates across technologies, security tearrs, and external users for centralized data visibility and action?

e A. Case management
¢ B. Integrations
e C. Playbooks



¢ D. Ticketing system
EfE: C

A -

Playbooks are collections of workflows that automate and orchestrate tasks, alerts, and responses to incidents. Playbooks are
triggered by rules or incidents and can coordinate across technologies, security tears, and external users for centralized data
visibility and action. Playbooks can help improve the efficiency and effectiveness of security operations by reducing manual work,
streamlining processes, and enhancing collaboration. Reference: What Is SOAR? - Palo Alto Networks, What Is SOAR?
Technology and Solutions | Microsoft Security, How SecOps can help solve these 6 key MSSP conundruns - Google Cloud
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