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for individuals who want to demonstrate their ability to design and implement advanced networking solutions in the AWS cloud.

Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q257-Q262):

NEW QUESTION # 257

A company needs to protect against potential botnet command and control traffic from any Amazon EC2 instances that is in in the
company's AWS Environment.

‘Which solution will meet these requirements?

e A. Use Amazon Route 53 Resolver DNS Firewall. Add a rule to a rule group to use the
AWSManagedDomainsBotnetCommandandControl managed domain list with an action to block botnet traffic.

e B. Use AWS Systerms Manager. Run a Systems Manager Autoration runbook on the EC2 instances to configure the
mstances to block botnet traffic.

e C. Use AWS Shield Advanced. Activate Shield Advanced protections on the EC2 instances to filter and block botnet traffic.

e D. Use AWS WAF Bot Control. Configure a managed rule group that uses an AWS managed rule set to block botnet traffic.

Answer: A

NEW QUESTION # 258

An organization is deploying an application is a VPC that requires SSL mutual authentication with a client-side certificate, as that is
the primary method of identifying clients. The Network Engineer has been tasked with defining the mechanism used within AWS to
provide the SSL mutual authentication.

Which of'the following options meets the organization's requirements?

Response:

¢ A Perform SSL mutual authentication of the client-side certificate there.

e B. Use a Classic Load Balancer and upload the client certificate private keys to it.

e C. Use a Network Load Balancer with a TCP listener on port 443, and pass the request through to the SSL mutual
authentication to be handled by a backend instance

e D. Front the application with Amazon API Gateway, and use its client-side SSL mutual authentication feature that uses the
backend instances too verify the source of the request

¢ E. Use an Application Load Balancer and upload the client certificate private keys to it by using the native server name
indication (SNI) features with smart certification selection to handle multiple calling applications.

Answer: A

NEW QUESTION # 259

An organization with a growing ecommerce presence uses the AWS CloudHSM to offload the SSL/TLS processing of its web
server fleet. The company leverages Amazon EC2 Auto Scaling for web servers to handle the growth.

What architectural approach is optimal to scale the encryption operation?

Response:

A. Enable Auto Scaling on the CloudHSM instance, with similar configuration to the web tier Auto Scaling group.
B. Use nuttiple CloudHSM instances, and load balance them using an Application Load Balancer.

C. Use multiple CloudHSM instances, and load balance them using a Network Load Balancer.

D. Use multiple CloudHSM instances to the cluster; request to it will automatically load balance.

Answer: D

NEW QUESTION # 260
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You have EC2 instances in a private subnet that need to access resources in an S3 bucket, and you need to keep this traffic from
flowing over the Internet. Instances on the public subnet should access S3 over the Internet. Which configuration tasks must be
conpleted?

(Choose two.)

Response:

A. Configure a default route to the VPC peering connection for the public subnet

B. Configure the Private subnet to route S3 traffic over the VPC Endpoint

C. Configure the Private subnet to route S3 traffic over the VPC Peering connection
D. Configure a VPC peering connection to S3 in the correct region

E. Configure a default route to the VPC Endpoint for the public subnet

F. Configure a VPC endpoint for S3 in the correct region

Answer: B,F

NEW QUESTION # 261

A company is developing a new application that is deployed in multiple VPCs across multiple AWS Regions.

The VPCs are connected through AWS Transit Gateway. The VPCs contain private subnets and public subnets.

All outbound internet traffic in the private subnets must be audited and logged. The company's network engmneer plans to use AWS
Network Firewall and must ensure that all traffic through Network Firewall is completely logged for auditing and alerting.

How should the network engineer configure Network Firewall logging to meet these requirements?

e A Configure Network Firewall logging by configuring VPC Flow Logs for the firewall endpoint. Send the logs to a log group
in Amazon CloudWatch Logs.

¢ B. Configure Network Firewall logging in Network Firewall to capture all alerts and flow logs.

e C. Configure Network Firewall logging in Amazon CloudWatch to capture all alerts. Send the logs to a log group in Amazon
CloudWatch Logs.

e D. Configure Network Firewall logging by configuring AWS CloudTrail to capture data events.

Answer: B

NEW QUESTION # 262
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