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EAE #493
A company wants to quantify and communicate the effectiveness of its security controls but must establish measures. Which of the
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following is MOST likely to be included in an effective assessment roadmap for these controls?

A. Create an integrated master schedule.
B. Create a change management process.
C. Develop a communication plan.

D. Establish key performance indicators.
E. Performa security control assessment.

HE: D

MY
Key Performance Indicators are a formal mechanism designed to measure the effectiveness of a cybersecurity program by defining
the crucial goals and desired outcomes of the program.

HE #494

A company is outsourcing to an MSSP that performs managed detection and response services. The MSSP requires a server to be
placed inside the network as a log aggregate and allows remote access to MSSP analyst. Critical devices send logs to the log
aggregator, where data is stored for 12 months locally before being archived to a multitenant cloud. The data is then sent from the
log aggregate to a public IP address in the MSSP datacenter for analysis.

A security engineer is concerned about the security of the solution and notes the following,

* The critical devise send cleartext logs to the aggregator.

* The log aggregator utilize full disk encryption.

* The log aggregator sends to the analysis server via port 80.

* MSSP analysis utilize an SSL VPN with MFA to access the log aggregator remotely.

* The data is compressed and encrypted prior to being achieved i the cloud.

Which of'the following should be the engineer's GREATEST concern?

A. Encryption of data in transit

B. Network bridging from a remote access VPN

C. Hardware vulnerabilities introduced by the log aggregate server
D. Multinancy and data remnants in the cloud

e A
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Encryption of data in transit should be the engineer’s greatest concern regarding the security of the solution. Data in transit refers to
data that is being transferred over a network or between devices. If data in transit is not encrypted, it can be intercepted, modified,
or stolen by attackers who can exploit vulnerabilities in the network protocols or devices. The solution in the question sends logs
from the critical devices to the aggregator in cleartext and from the aggregator to the analysis server via port 80, which are both
insecure methods that expose the data to potential attacks. Verified Reference: https://www.comptia.org/training/books/casp-cas-
004-study-guide , https:/us-cert.cisa.gov/ncas/tips/ST04-019

EE #495

A company's human resources department recently had its own shadow IT department spin up ten VMs that host a mixture of
differently labeled data types (confidential and restricted) on the same VM.

Which of the following cloud and visualization considerations would BEST address the issue presented in this scenario?

A. Vulnerabilities associated with a single platform hosting multiple data types on VMs should have been considered
B. Vulnerabilities associated with a single server hosting multiple data types should have been considered.

C. Vulnerabilities associated with shared hosting services provided by the IT department should have been considered.
D. Type 1vs Type 2 hypervisor approaches should have been considered
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EE #496

The Chief information Officer (CIO) of a large bank, which uses muiltiple third-party organizations to deliver a service, is concerned
about the handling and security of customer data by the parties. Which of the following should be implemented to BEST manage the
risk?



Y-

ME:

A. Establish a governance program that rates suppliers based on their access to data, the type of data, and how they access
the data Assign key controls that are reviewed and managed based on the supplier's rating. Report finding units that rely on
the suppliers and the various risk teans.

B. Establish a review committee that assesses the importance of suppliers and ranks them according to contract renewals. At
the time of contract renewal, incorporate designs and operational controls into the contracts and a right-to-audit clause.
Regularly assess the supplier's post-contract renewal with a dedicated risk management team.

C. Establish an audit program that regularly reviews all suppliers regardless of the data they access, how they access the data,
and the type of data, Review all design andoperational controls based on best practice standard and report the finding back to
upper management.

D. Establish a team using members from first line risk, the business unit, and vendor management to assess only design
security controls of all suppliers. Store findings from the reviews in a database for all other business units and risk teams to
reference.

A

A governance program that rates suppliers based on their access to data, the type of data, and how they access the data is the best
way to manage the risk of handling and security of customer data by third parties. This allows the company to assign key controls
that are reviewed and managed based on the supplier's rating and report findings to the relevant units and risk teams. Verified
References:

https//www.comptia.org/training/books/casp-cas-004-study- guide
Jhttps//www.isaca.org/resources/isaca-journal/issues/2018/volume- 1/third-party-risk-management

AE #497
An analyst reviews the following output collected during the execution of a web application security assessment:
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Which of the following attacks would be most likely to succeed, given the output?

Y-

A. NULL and unauthenticated cipher downgrade attack

B. On-path forced renegotiation to insecure ciphers

C. Availability attack from manipulation of associated authentication data
D. Padding oracle attack

D



MH.

Based on the output in the image, which shows weak cipher suites and vulnerabilities related to encryption padding, the padding
oracle attack is the most likely. This type of attack exploits the way padding errors are handled during decryption, potentially
allowing an attacker to decrypt sensitive information. The weak cipher suites and lack of forward secrecy further increase the
likelihood of such an attack succeeding. CASP+ highlights padding oracle attacks as critical vulnerabilities, particularly in
environments where weak encryption protocols are used.

References:

* CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Encryption and Padding Oracle Attacks)
* CompTIA CASP+ Study Guide: Cryptographic Attacks and Cipher Vulnerabilities
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