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B #62
How can a SAML metada file be used?

A. To import the required IDP configuration

B. To defined a list of trusted user names

C. To correlate the IDP address to its hostname
D. To resolve the IDP realm for authentication

EfE: A
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M #63

When a local root CA is created on FortiAuthenticator, the option to export the key and certificate is not available, however the
option to export the certificate is.

Why is this the case?

A. The certificate includes the private key for a local root certificate.

B. There should never be a need to export the private key.

C. A private key is not generated for a local root certificate.

D. For security reasons, a local root certificate includes OCSP responder information for automatic key retrieval.

Ef#: B
RN -

For security reasons, FortiAuthenticator does not allow exporting the private key of a local root CA, as the root private key must
remain protected to maintain the integrity and trust of the entire PKI hierarchy.

HM #064
What is the advantage of using FortiToken for two-factor authentication?

A. Tt doesn't require user interaction for authentication

B. It's a physical token made of solid gold

C. It can be easily integrated with any third-party authentication service
D. It can generate unlimited tokens for free

Ef: A

HR #65
‘When configuring two-factor authentication (2FA) in FortiAuthenticator, which of the following factors can be used together?

A. Something a user is and something a user does

B. Something a user knows and something a user has
C. Two biometric factors

D. Something a user has and something a user does

F
R

: B

E Y # 66
Which three of the following can be used as SSO sources? (Choose three)

A. RADIUS accounting

B. FortiClient SSO Mobility Agent

C. SSH Sessions

D. Fortigate

E. FortiAuthenticator in SAML SP role

IEf@#: A. B. D
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