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nachdem Sie unsere Schulungsunterlagen zur ISQI CT-GenAl Priifing gekauft haben.
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13. Frage
‘What does an embedding represent in an LLM?

e A A setoftest cases for validation
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¢ B. Logical rules for reasoning
¢ C. Tokens grouped into context windows
¢ D. Numerical vectors capturing semantic relationships

Antwort: D

Begriindung;

Embeddingsare a fndamental concept in modern Natural Language Processing (NLP) and LLMs. They are high-dimensional
numerical vectors-essentially lists of numbers-that represent the meaning (semantics) of a piece of text (a word, sentence, or
document). Unlike traditional keyword matching, which looks for identical strings of characters, embeddings allow the model to
understand the "closeness" of concepts. For example, in a vector space, the word "bug" would be mathematically closer to "defect”
or "error" than to

"feature" or "requirement." This captures the semantic relationship between terms. This technology is the backbone of Retrieval-
Augmented Generation (RAG) used in testing: when a tester queries a documentation set, the system converts the query into an
embedding and looks for other chunks of text with similar vector values. This allows the Al to retrieve relevant context even if the
exact keywords do not match. It is not about logical rules (Option C) or groups of tokens (Option A), but rather a mathematical
representation of language that enables machines to process human meaning.

14. Frage
Which statement about data privacy risks in GenAl-assisted testing is INCORRECT?

A. GenAl outputs can accidentally reveal sensitive information present in imputs
B. Some GenAl tools may store/process data without explicit consent

C. Strict GDPR compliance eliminates all privacy risk

D. Using GenAl without regulatory compliance can lead to legal exposure

Antwort: C

Begrindung;

The statement that "Strict GDPR compliance eliminates all privacy risk" isincorrectbecause compliance is a legal and procedural
framework, not a foolproof technical shield against all possible risks. Even within a GDPR-compliant environment, risks such as
"model inversion" attacks, accidental data leakage through

"membership inference," or the unintentional generation of Sensitive Personally Identifiable Information (SPII) can still occur. Data
privacy in GenAl is complex because LLMs function by processing and sometimes retaining patterns from the data they are fed. As
noted in the CT-GenAl syllabus, some tools may process data in ways that are not fully transparent (Option A), and outputs can
nadvertently include snippets of sensitive data used during the prompting or training phase (Option B). Furthermore, failing to adhere
to regulations like GDPR or the EU Al Act certainly leads to legal and financial exposure (Option D). Therefore, while compliance
frameworks significantly mitigate risk, they do not "eliminate" it; a robust GenAl strategy requires ongoing technical controls, data
masking, and human oversight to manage residual privacy threats effectively.

15. Frage
Consider applying the meta-prompting technique to generate automated test scripts for API testing, You need to test a REST API
endpoint that processes user registration with validation rules. Which one of the following prompts is BEST suited to this task?

e A Role: Act as a test autormation engineer with API testing experience. | Context: You are verifying user registration that
enforces field and format validation. | Instruction: Generate pytest scripts using requests for both positive (valid) and negative
(invalid email, weak password, missing fields) cases. | Input Data: POST /api/register with validation rules for email and
password length. | Constraints:

Include fixtures, clear assertions, and naming consistent with pytest. | Output Format: Return complete Python test files.

e B. Role: Act as a software engineer. | Context: You are testing registration logic. | Instruction: Create Python scripts to verify
endpoint behavior. | Input Data: POST /api/register with test users. | Constraints: Add checks for status codes. | Output
Format: Deliver finctional scripts.

e C. Role: Act as an automation tester. | Context: You are validating an API endpoint. | Instruction: Generate Python test scripts
that send POST requests and validate responses. | Input Data: User credentials. | Constraints: Include basic scenarios with
asserts. | Output Format: Provide organized scripts.

e D. Role: Act as a test autormation engineer. | Context: You are creating tests for a registration endpoint. | Instruction: Generate
Python test scripts using pytest covering both valid and nvalid inputs. | Input Data: POST /api/register with email and
password. | Constraints: Follow pytest structure. | Output Format: Provide scripts.



Antwort: A

Begrindung;

Option A is the superior choice because it strictly adheres to thestructured prompting patternrecommended in the CT-GenAl
syllabus. This pattern divides the prompt into six distinct components:Role, Context, Instruction, Input Data, Constraints, and Output
Format.By specifying theRole(Senior Test Automation Engineer), the model accesses relevant technical knowledge. Thelnstructionis
specific about using pytest and the requests library, and it explicitly lists both positive and negative scenarios. Most importantly, the
Constraintssection provides the necessary "guardrails” for the code structure, such as the use of fixtures and clear assertions. Options
B, C, and D are increasingly vague and fail to provide the model with the necessary technical boundaries to produce "production-
ready" testware. Structured prompting reduces the "probabilistic drift" of the model, ensuring the output is not just functional code,
but a script that follows industry-standard testing patterns (like modularity and clean naming conventions), making it directly usable
within a CI/CD pipeline.

16. Frage
You are tasked with applying structured prompting to perform impact analysis on recent code changes. Which of the following
improverments would BEST align the prompt with structured prompt engineering best practices for comprehensive impact analysis?

A. Include references to version control systens like Git in the constraints.

B. Add a step to review the change log for syntax errors before analysis.

C. Specify that the role is a test architect specializing in CI/CD pipelines.

D. Include mapping code changes to affected modules, identifying test cases, prioritizing by risk level and change complexity

Antwort: D

Begrindung;

The most effective way to improve an LLM's performance on complex tasks likeimpact analysisis to provide a detailed, multi-
stepInstructionorChain-of- Thoughtstructure. Option D is the best improvement because it breaks the "impact analysis" task into
logical sub-tasks: mapping changes to modules, identifying related test cases, and prioritizing them based on risk and complexity.
This structured approach guides the LM through the "reasoning” steps a human expert would take, significantly reducing the
likelihood of a superficial or incorrect analysis. While specifying a specialized role (Option B) or adding technical references (Option
A) can help set the tone, they do not provide the model with the logical framework required to execute the task accurately. By
explicitly defining theprocessthe LM should follow, the tester ensures that the model evaluates the "depth" of the change rather than
Just listing files. This results in a more robust and actionable regression test suite, which is the primary goal of impact analysis in a
modern software development lifecycle.

17. Frage
Which competency MOST helps testers steer LLMs to produce useful, on-policy testware?

A. Configuring network routers
B. Designing custom CPU instructions

C. Writing low-level device drivers
D. Mastering prompt engineering

Antwort: D

Begriindung;

As Generative Al becomes integrated into the software testing lifecycle, the role of the tester shifts firom manual authoring to the
"orchestration" of Al models. Mastering prompt engineering is the primary competency required to effectively steer LLMs. Prompt
engineering involves the deliberate design of inputs- incorporating roles, context, instructions, and constraints-to elicit the most
accurate and "on-policy" outputs from the model. In a testing context, "on-policy" refers to testware that adheres to organizational
standards, security protocols, and specific project requirements. While technical skills like network configuration or low- level
programming (Options B, C, and D) are valuable in specific engineering domains, they do not directly influence the commumicative
mterface between the human and the Al. A tester proficient in prompt engineering can utilize techniques like "Chain-of- Thought" or
"Few-shot prompting" to ensure the LM understands the nuances of a test plan, thereby reducing hallucinations and ensuring the
generated test cases are actionable, relevant, and compliant with the project's quality gates.

18. Frage
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