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CrowdStrike CCFR-201b Exam Syllabus Topics:

Topic Details

Topic 1
ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
applying its tactics and techniques within Falcon to provide context to detections.

Topic 2
Event Investigation: This domain covers analyzing Process and Host Timelines, pivoting to Process
Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.

Topic 3
Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
Domain Search to gather intelligence during investigations.

Topic 4
Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing
hash management actions like blocking, allowlisting, and exclusions.

CrowdStrike Certified Falcon Responder Sample Questions (Q138-Q143):
NEW QUESTION # 138 
A responder is analyzing a file's prevalence. If the data shows 'Local: High' and 'Global: Unique', which of the following is the most
likely conclusion?

A. The file is common off-the-shelf malware seen globally.
B. The file is a standard Windows system component.
C. The file is a known commodity tool used by many different actors.
D. The file is internally developed software unique to the organization.

Answer: D

NEW QUESTION # 139 
What is an advantage of using a Process Timeline?

A. Process related events can be filtered to display specific event types
B. Processes responsible for spikes in CPU performance are displayed overtime
C. A visual representation of Parent-Child and Sibling process relationships is provided
D. Suspicious processes are color-coded based on their frequency and legitimacy over time

Answer: A

NEW QUESTION # 140 
Where can you find hosts that are in Reduced Functionality Mode?

A. Host Search
B. Executive Summary dashboard
C. Installation Tokens
D. Event Search

Answer: B

NEW QUESTION # 141 
In the "Full Detection Details", which view will provide an exportable text listing of events like DNS requests. Registry Operations,
and Network Operations?

https://www.easy4engine.com/CCFR-201b-test-engine.html


A. View as Process Activity
B. Thedata is unable to be exported
C. View as Process Timeline
D. View as Process Tree

Answer: A

NEW QUESTION # 142 
In the Falcon console, detections can be automated or manual. Which of the following options represents a manual detection?

A. A detection based on a Custom IOA.
B. A Falcon Overwatch-pushed detection.
C. A detection matched against a known Intelligence IOC.
D. A detection triggered by the Machine Learning engine.

Answer: B

NEW QUESTION # 143
......
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