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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q69-Q74):
NEW QUESTION # 69 
Refer to the exhibit.
What is the IOC threat and URL in this STIX JSON snippet?

A. stix;
'http://x4z9arb.cn/4712/'
B. malware;
'http://x4z9arb.cn/4712/'
C. malware; malware--162d917e-766f-4611-b5d6-652791454fca
D. x4z9arb backdoor;http://x4z9arb.cn/4712/
E. malware; x4z9arb backdoor

Answer: B

Explanation:
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This STIX (Structured Threat Information eXpression) JSON snippet provides two key elements relevant for IOC (Indicator of
Compromise) analysis:
* The indicator pattern shows a suspicious URL:#
"pattern": "[url:value = 'http://x4z9rb.cn/4712/']"
This is the actual IOC that can be used for detection.
* The type of object that the indicator relates to:# "type": "malware"# "name": "x4z9arb backdoor"This indicates the nature of the
threat associated with the IOC is malware.
Therefore,
the threat is "malware" and the associated indicator (IOC) is the URL: http://x4z9rb.cn/4712/ Option A correctly captures both the
IOC category ("malware") and the indicator value ("http://x4z9rb.cn/4712/").
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on "Understanding Threat Intelligence Platforms,"
including the use of STIX/TAXII for representing threat data.

NEW QUESTION # 70 
Data has been exfiltrated and advertised for sale on the dark web. A web server shows:
* Database unresponsiveness
* PageFile.sys changes
* Disk usage spikes with CPU spikes
* High page faults
Which action should the IR team perform on the server?

A. Review the database.log file in the program files directory for database errors
B. Analyze the PageFile.sys file in the System Drive and the Virtual Memory configuration
C. Check the Memory.dmp file in the Windows directory for memory leak indications
D. Examine the system.cfg file in the Windows directory for improper system configurations

Answer: B

Explanation:
The combination of CPU spikes, disk usage peaks, and fluctuating PageFile.sys indicates excessive virtual memory paging, which
may be a sign of malicious memory or file access behavior. PageFile.sys is part of the virtual memory system, and analyzing it can
reveal which processes or payloads are consuming unusual amounts of memory, especially during exfiltration events.

NEW QUESTION # 71 
Refer to the exhibit.
After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection system. The attack exploited a
vulnerability in a business-critical, web-based application and violated its availability.
Which two mitigation techniques should the engineer recommend? (Choose two.)

A. encapsulation
B. data execution prevention
C. heap-based security
D. address space randomization
E. NOP sled technique

Answer: B,D

Explanation:
The alert indicates aWebDAV Stack Buffer Overflow, which is amemory corruptionattack targeting the stack, a common vector
forremote code executionordenial-of-service (DoS).
To mitigate such exploits, two effective system-hardening techniques are:
* C. Address Space Layout Randomization (ASLR):Randomizes memory addresses used by system and application processes,
making it difficult for attackers to predict where their malicious code will be executed.
* E. Data Execution Prevention (DEP):Prevents execution of code from non-executable memory regions such as the stack, thus
stopping buffer overflow attacks from successfully executing payloads.
Both are well-established protections against stack-based buffer overflow attacks and are strongly recommended in the Cisco
CyberOps Associate guide and general security best practices.



NEW QUESTION # 72 
Refer to the exhibit.
Which element in this email is an indicator of attack?

A. attachment: "Card-Refund"
B. IP Address: 202.142.155.218
C. content-Type: multipart/mixed
D. subject: "Service Credit Card"

Answer: A

Explanation:
According to the Cisco Certified CyberOps Associate guide (Chapter 5 - Identifying Attack Methods), attachments in emails-
especially with file extensions like.xlsm-are high-risk indicators when analyzing suspicious or phishing emails. Malicious actors often
use macro-enabled Excel files (.xlsm) as a payload delivery mechanism for malware or other exploits. These attachments are
typically disguised as legitimate content such as refunds or invoices to trick the recipient into opening them.
The presence of"Card_Refund_18_6913.xlsm"is a strongIndicator of Compromise (IoC), as.xlsmfiles can contain VBA macros
capable of executing malicious code. This matches exactly with examples provided in the study material discussing how macro-
based payloads are delivered and recognized.
Hence,option Cis the most direct indicator of attack in this email.

NEW QUESTION # 73 
An engineer is analyzing a ticket for an unexpected server shutdown and discovers that the web-server ran out of useable memory
and crashed.
Which data is needed for further investigation?

A. /var/log/messages.log
B. /var/log/access.log
C. /var/log/httpd/access.log
D. /var/log/httpd/messages.log

Answer: A

NEW QUESTION # 74
......
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