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HE#73

Which alerts do you see in the repository's Security tab? (Each answer presents part of the solution. Choose three.)

IEf@#: C. D. E
fiR .-

A. Repository permissions
B. Security status alerts

C. Secret scanning alerts
D. Code scanning alerts
E. Dependabot alerts

In a repository'sSecuritytab, you can view:

* Secret scanning alerts: Exposed credentials or tokens

* Dependabot alerts: Vulnerable dependencies from the advisory database

* Code scanning alerts: Vulnerabilities in code detected via static analysis (e.g., CodeQL) Youwon't seegeneral "security status
alerts" (not a formal category) or permission-related alerts here.

HR #74

Which key is required in the update settings of the Dependabot configuration file?




A. commit-message

B. rebase-strategy

C. package-ecosystem
D. assignees

Ef: C

R

In a dependabot.yml configuration file,package-ecosystemis arequired key. It defines the package manager being used in that update
configuration (e.g., npm, pip, maven, etc.).

Without this key, Dependabot cannot determine how to analyze or update dependencies. Other keys like rebase-strategy or
commit-message are optional and used for customizing behavior.

B #75
What is the first step you should take to fix an alert in secret scanning?

A. Archive the repository.

B. Revoke the alert if the secret is still valid.

C. Update your dependencies.

D. Remove the secret in a commit to the main branch.

Ef#: B
fEE -

Thefirst stepwhen you receive a secret scanning alert is torevoke the secretif it is still valid. This ensures the secret can no longer be
used maliciously. Only after revoking it should you proceed to remove it from the code history and apply other mitigation steps.
Simply deleting the secret from the code doesnotremove the risk if it hasn't been revoked - especially since it may already be
exposed in commit history.

E #76
When secret scanning detects a set of credentials on a public repository, what does GitHub do?

A. Tt notifies the service provider who issued the secret.

B. It displays a public alert in the Security tab of the repository.
C. It scans the contents of the commits for additional secrets.
D. It sends a notification to repository members.

EE: A

R -

‘When apublic repositorycontains credentials that match known secret formats, GitHub willautomatically notify the service
providerthat issued the secret. This process is known as"secret scanning partner notification”. The provider may then revoke the
secret or contact the userdirectly.

GitHub doesnotpublicly display the alert and does not send internal repository notifications for public detections.

HE#77
Youare a maintainer of a repository and Dependabot notifies you of a vulnerability. Where could the vulnerability have been
disclosed? (Each answer presents part of the solution. Choose two.)

A. Inthe dependency graph

B. In manifest and lock files

C. In the National Vulnerability Database

D. In security advisories reported on GitHub

Ef@E: C. D

A -
Comprehensive and Detailed Explanation:



Dependabot alerts are generated based on data from various sources:

National Vulnerability Database (NVD): A comprehensive repository of known vulnerabilities, which GitHub integrates into its
advisory database.

GitHub Docs

Security Advisories Reported on GitHub: GitHub allows maintainers and security researchers to report and discuss vulnerabilities,
which are then included in the advisory database.

The dependency graph and manifest/lock files are tools used by GitHub to determine which dependencies are present in a repository
but are not sources of vulnerability disclosures themselves.
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