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Sind Sie neugierig, warum so viele Menschen die schwierige Linux Foundation KCNA Priifung bestehen konnen? Ich kénnen Sie
beantworten. Der Kunstgriff ist, dass Sie haben die Prifimgsunterlagen der Linux Foundation KCNA von unsere EchteFrage
benutzt. Wir bieten [hnen: reichliche Priifimgsaufgaben, professionelle Untersuchung und emjahrige kostenlose Aktualisierung nach
dem Kauf. Mit Hilfe der Linux Foundation KCNA Priifingsunterlagen kénnen Sie wirklich die Erhohung Threr Fahigkeit empfinden.
Sie koénnen auch das echte Zertifikat der Linux Foundation KCNA erwerben!

Die Linux Foundation KCNA Zertifizierung ist den IT-Fachleute eine unentbehrliche Priifing, weil sie thres Schicksal bestimimt. Die

Fragenkataloge zur Linux Foundation KCNA Priifing brauchen alle Kandidaten. Mit thr kann der Kandidat sich gut auf die KCNA
Priifung vorbereiten und nicht so sehr unter Druck stehen. Und die Fragenkataloge in EchteFrage sind einzigartig, Mit ihr konnen Sie
die Linux Foundation KCNA Priifing ganz miihlos bestehen.

>> KCNA Testantworten <<

KCNA Testfagen - KCNA Trainingsunterlagen

Sie konnen im Internet teilweise die Fragenkatalogen zur Linux Foundation KCNA Zertifizierungspriifing von EchteFrage kostenlos
herunterladen. Dann werden Sie mehr Vertrauen in unsere Produkte haben. Sie kénnen sich dann gut auf Thre Linux Foundation
KCNA Zertifizierungspriifing vorbereiten. Schicken bitte schnell die Produkte von EchteFrage in den Warenkorb.

Linux Foundation Kubernetes and Cloud Native Associate KCNA
Priifungsfragen mit Losungen (Q78-Q83):

78. Frage
Which of the following is a good habit for cloud native cost efficiency?

A. Keep your legacy workloads unchanged, to avoid cloud costs.

B. Use only one cloud provider to simplify the cost analysis.

C. Follow an autormated approach to cost optimization, including visibility and forecasting.
D. Follow manual processes for cost analysis, including visibility and forecasting.

Antwort: C

Begriindung;

The correct answer is A. In cloud-native environments, costs are highly dynamic: autoscaling changes compute footprint, ephemeral
environments come and go, and usage-based billing applies to storage, network egress, load balancers, and observability tooling.
Because of this variability, automation is the most sustainable way to achieve cost efficiency. Automated visibility (dashboards,
chargeback/showback), anomaly detection, and forecasting help teams understand where spend is coming from and how it changes
over time. Automated optimization actions can include right-sizing requests/limits, enforcing TTLs on preview environments, scaling
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down idle clusters, and cleaning unused resources.

Manual processes (B) don't scale as complexity grows. By the time someone reviews a spreadsheet or dashboard weekly, cost
spikes may have already occurred. Automation enables fast feedback loops and guardrails, which is essential for preventing runaway
spend caused by misconfiguration (e.g,, excessive log ingestion, unbounded autoscaling, oversized node pools).

Option C is not a cost-efficiency "habit." Single-provider strategies may simplify some billing views, but they can also reduce
leverage and may not be feasible for resilience/compliance; it's a business choice, not a best practice for cloud-native cost
management. Option D is counterproductive: keeping legacy workloads unchanged often wastes money because cloud efficiency
typically requires adapting workloads-right-sizing, adopting autoscaling, and using managed services appropriately.

In Kubernetes specifically, cost efficiency is tightly linked to resource management: accurate CPU/memory requests, limits where
appropriate, cluster autoscaler tuning, and avoiding overprovisioning. Observability also matters because you can't optimize what
you can't measure. Therefore, the best habit is an automated cost optimization approach with strong visibility and forecasting-A.

79. Frage
What are the key differences between a PersistentVolume (PV) and a PersistentVolumeClaim (PVC) in Kubernetes?

A. PV is arequest for storage, while PVC represents the actual storage provisioned.

B. PVC is a resource that can be shared by multiple pods, while PV is always associated with a single pod

C. PVC 1s a resource that can be shared by muiltiple pods, while PV is always associated with a single pod

D. PV represents a request for storage, while PVC represents the actual storage provisioned.

E. PV is a persistent storage resource defined in Kubernetes while PVC is a request for a PV by a pod or application.

Antwort: E

Begrindung;

PVs are persistent storage resources defined in Kubernetes that can be used to provision storage to pods. PVCs are requests for a
PV by a pod or application, specifying the required storage size, access modes, and other attributes. PVs can be shared among
multiple pods, but each pod needs a PVC to access the PV.

80. Frage
What is the order of 4C's in Cloud Native Security, starting with the layer that a user has the most control over?

A. Contamer -> Cluster -> Code -> Cloud
B. Code -> Container -> Cluster -> Cloud
C. Cloud -> Container -> Cluster -> Code
D. Cluster -> Container -> Code -> Cloud

Antwort: B

Begriindung;

The Cloud Native Security "4C's" model is commonly presented as Code, Container, Cluster, Cloud, ordered from the layer you
control most directly to the one you control least-therefore D is correct. The idea is defense-in-depth across layers, recognizing that
responsibilities are shared between developers, platform teans, and cloud providers.

Code is where users have the most direct control: application logic, dependencies, secure coding practices, secrets handling
patterns, and testing. This includes validating mputs, avoiding vulnerabilities, and scanning dependencies. Next is the Container layer:
building secure images, minimizing image size/attack surface, using non-root users, setting file permissions, and scanning images for
known CVEs. Container security is about ensuring the artifact you run is trustworthy and hardened.

Then comes the Cluster layer: Kubernetes configuration and runtime controls, including RBAC, admission policies
(OPA/Gatekeeper), Pod Security standards, network policies, runtime security, audit logging, and node hardening practices. Cluster
controls determine what can run and how workloads interact. Finally, the Cloud layer includes the infrastructure and provider
controls-IAM, VPC/networking, KMS, managed control plane protections, and physical security-which users influence through
configuration but do not fully own.

The model's value is prioritization: start with what you control most (code), then harden the container artifact, then enforce cluster
policy and runtime protections, and finalty ensure cloud controls are configured properly. This layered approach aligns well with
Kubernetes security guidance and modern shared-responsibility models.




81. Frage
‘What can you use to add new resource types to your cluster?

A. CRI-O

B. CustomResourceDefinitions
C. mit container

D. Flux

E. start container

Antwort: B

Begrindung;
https:/kubernetes.io/docs/concepts/extend-kubernetes/api-extension/customresources/

CustomResourceDefinitions «

The CustomResourceDefinition API resource allows you to define custom resources.
Defining a CRD object creates a new custom resource with a name and schema that
you specify. The Kubernetes API serves and handles the storage of your custom
resource. The name of a CRD object must be a valid.DNS'subdeaiain name.

This frees you from writing your own APl'serverto handle the custom resource, but
the generic nature of the implementation means you have less flexibility than with
APl server aggregation.

Refer to the custom controller example for an example of how to register a new
custom resource, work with instances of your nemwsresource type, and use a
controller to handle events.

82. Frage
‘Which of'the following cloud native proxies is used for ingress/egress in a service mesh and can also serve as an application

gateway?

A. Reverse proxy
B. Kube-proxy

C. Envoy proxy
D. Frontend proxy

Antwort: C

Begrindung;

Envoy Proxy is a high-performance, cloud-native proxy widely used for ingress and egress traffic management in service mesh
architectures, and it can also function as an application gateway. It is the foundational data-plane component for popular service
meshes such as Istio, Consul, and AWS App Mesh, making option C the correct answer.

In a service mesh, Envoy is typically deployed as a sidecar proxy alongside each application Pod. This allows Envoy to transparently
intercept and manage all inbound and outbound traffic for the service. Through this model, Envoy enables advanced traffic
management features such as load balancing, retries, timeouts, circuit breaking, mutual TLS, and fine-grained observability without
requiring application code changes.

Envoy is also commonly used at the mesh boundary to handle ingress and egress traffic. When deployed as an ingress gateway,
Envoy acts as the entry point for external traffic into the mesh, performmng TLS termination, routing, authentication, and policy
enforcement. As an egress gateway, it controls outbound traffic from the mesh to external services, enabling security controls and
traffic visibility. These capabilities allow Envoy to serve effectively as an application gateway, not just an internal proxy.

Option A, "Frontend proxy," is a generic term and not a specific cloud-native component. Option B, kube- proxy, is responsible for
implementing Kubernetes Service networking rules at the node level and does not provide service mesh features or gateway
functionality. Option D, "Reverse proxy," is a general architectural pattern rather than a specific cloud-native proxy implementation.



Envoy's extensibility, performance, and deep integration with Kubernetes and service mesh control planes make it the industry-
standard proxy for modern cloud-native networking, Its ability to function both as a sidecar proxy and as a centralized ingress or
egress gateway clearly establishes Envoy proxy as the correct and verified answer.
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