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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q81-Q86):

NEW QUESTION # 81

A company has a total of 30 VPCs. Three AWS Regions each contain 10 VPCs. The company has attached the VPCs in each
Region to a transit gateway in that Region. The company also has set up inter-Region peering connections between the transit
gateways.

The company wants to use AWS Direct Connect to provide access fromits on-premises location for only four VPCs across the
three Regions. The company has provisioned four Direct Connect connections at two Direct Connect locations.

‘Which combination of steps will meet these requirements MOST cost-effectively? (Choose three.)

e A Create four private VIFs on each Direct Connect connection to the Direct Connect gateway.
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B. Create an association between the Direct Connect gateway and the transit gateways.

C. Create four transit VIFs on each Direct Connect connection. Associate the transit VIFs with the Direct Connect gateway.
D. Create four transit VIFs on each Direct Connect connection. Associate the transit VIFs with the four virtual private
gateways.

¢ E. Create a Direct Connect gateway. Associate the four virtual private gateways with the Direct Connect gateway.

¢ F. Create four virtual private gateways. Attach the virtual private gateways to the four VPCs.

Answer: AJE,F

Explanation:

TGW for inter VPC peering within AWS. From on-prem access to only 4 VPCs is required. Hence DXGW and VGW via private
VIF. Peering TGW with DXGW would be possible for on-prem connectivity but is more costly.
https:/docs.aws.amazon.comywhitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi- regions-and-aws-public-
peering. html

NEW QUESTION # 82

A financial company that is located in the us-east-1 Region needs to establish secure connectivity to AWS.

The company has two on-premises data centers, each located within the same Region. The company's network team needs to
establish hybrid connectivity to its AWS environment with reliable and consistent connectivity.

The connection must provide access to the company's private resources inside its AWS environment. The resources are located in
the us-east-1 and us-west-2 Regions. The connection must allow resources from the corporate networks to send large amounts of
data to Amazon S3 over the same connection. To meet compliance requirements, the connection must be highly available and must
provide encryption for all packets that are sent between the on-premises location and any services on AWS.

‘Which combination of steps should the network team take to meet these requirements? (Choose two.)

e A. Setup an AWS Direct Connect connection to each of the company's data centers.

e B. Setup a private VIF to send data to Amazon S3. Use an AWS Site-to-Site VPN connection over the private VIF to
encrypt data in transit to the VPCs in us-east-1 and us-west-2.

e C. Setup an AWS Direct Connect connection from one of the company's data centers to us-east-1 and us- west-2.

e D. Setup a transit VIF for an AWS Direct Connect gateway to send data to Amazon S3. Create a transit gateway.
Associate the transit gateway with the Direct Connect gateway to provide secure commumications from the company's data
centers to the VPCs in us-east-1 and us-west-2.

e E. Setup a public VIF to send data to Amazon S3. Use an AWS Site-to-Site VPN connection over the public VIF to
encrypt data in transit to the VPCs in us-east-1 and us-west-2.

Answer: ALE

NEW QUESTION # 83

AnyCompany has acquired Example Corp. AnyCompany's infrastructure is all on premises, and Example Corp's infrastructure is
completely in the AWS Cloud. The companies are using AWS Direct Connect with AWS Transit Gateway to establish connectivity
between each other.

Example Corp has deployed a new application across two Availability Zones in a VPC with no internet gateway. The CIDR range
for the VPC is 10.0.0.0/16. Exanple Corp needs to access an application that is deployed on premises by AnyCompany. Because
of compliance requirements, Example Corp must access the application through a limited contiguous block of approved IP
addresses (10.1.0.0/24).

A network engineer needs to implement a highly available solution to achieve this goal. The network engineer starts by updating the
VPC to add a new CIDR range of

10.1.0.0/24.

What should the network engmneer do next to meet the requirements?

e A Inthe VPC, create a subnet that uses the allowed IP address range. Create a public NAT gateway in the new subnet.
Update the route tables that are associated with other subnets to route application traffic to the public NAT gateway. Add a
route to the route table that is associated with the subnet of the public NAT gateway to send traffic destined for the
application to the transit gateway.

¢ B. In each Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range. Create a private
NAT gateway in each of the new subnets. Update the route tables that are associated with other subnets to route application
traffic to the private NAT gateway in the corresponding Availability Zone. Add a route to the route table that is associated
with the subnets of the private NAT gateways to send traffic destined for the application to the transit gateway.

e (. Inthe VPC, create a subnet that uses the allowed IP address range. Create a private NAT gateway in the new subnet.



Update the route tables that are associated with other subnets to route application traffic to the private NAT gateway. Add a
route to the route table that is associated with the subnet of the private NAT gateway to send traffic destined for the
application to the transit gateway.

e D. Ineach Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range. Create a public NAT
Sateway in each of the new subnets. Update the route tables that are associated with other subnets to route application traffic
to the public NAT gateway in the corresponding Availability Zone. Add a route to the route table that is associated with the
subnets of the public NAT gateways to send traffic destined for the application to the transit gateway.

Answer: B

Explanation:

The correct answer is B. In each Availability Zone in the VPC, create a subnet that uses part of the allowed IP address range.
Create a private NAT gateway in each of the new subnets. Update the route tables that are associated with other subnets to route
application traffic to the private NAT gateway in the corresponding Availability Zone. Add a route to the route table that is
associated with the subnets of the private NAT gateways to send traffic destined for the application to the transit gateway.

This solution meets the requirements because:

* It uses a private NAT gateway, which can route traffic to other VPCs or on-premises networks through a transit gateway or a
virtual private gatewayl.

* It creates a subnet in each Availability Zone that uses part of the approved IP address range, which ensures high availability and
compliance.

* It updates the route tables to send traffic from the other subnets to the private NAT gateway in the same Availability Zone, which
reduces latency and improves performance.

* It adds a route to the route table of the private NAT gateway subnets to send traffic destined for the application to the transit
gateway, which enables connectivity to the on-premises network.

The other options are incorrect because:

* Option A uses a public NAT gateway, which is not necessary for connecting to other VPCs or on-premises networks. A public
NAT gateway also requires an elastic IP address, which is not part of the approved IP address range.

* Option C creates only one subnet and one private NAT gateway, which does not provide high availability across muiltiple
Auvailability Zones.

* Option D uses a public NAT gateway, which is not necessary for connecting to other VPCs or on-premises networks. A public
NAT gateway also requires an elastic IP address, which is not part of the approved IP address range. Additionally, option D creates
only one subnet and one public NAT gateway, which does not provide high availability across multiple Availability Zones.

NEW QUESTION # 84
‘Which Amazon Virtual Private Cloud (Amazon VPC) feature allows you to create a dual homed instance?
Response:

A. Customer gateways

B. Multiple security groups
C. Elastic network interface
D. Elastic IP address

Answer: C

NEW QUESTION # 85

An insurance company is planning the migration of workloads from its on-premises data center to the AWS Cloud. The company
requires end-to-end domain name resolution. Bi-directional DN resolution between AWS and the existing on-premises
environments must be established. The workloads will be migrated into multiple VPCs. The workloads also have dependencies on
each other, and not all the workloads will be migrated at the same time.

Which solution meets these requirements?

e A Configure a public hosted zone for each application VPC, and create the requisite records. Create a set of Amazon Route
53 Resolver mbound and outbound endpoints in an egress VPC. Define Route 53 Resolver rules to forward requests for the
on-premises domains to the on-premises DNS resolver. Associate the application VPC private hosted zones with the egress
VPC. and share the Route 53 Resolver rules with the application accounts by using AWS Resource Access Manager.
Configure the on-premises DNS servers to forward the cloud domains to the Route 53 inbound endpoints.

¢ B. Configure a private hosted zone for each application VPC, and create the requisite records. Create a set of Amazon Route
53 Resolver inbound and outbound endpoints in an egress VPDefine Route 53 Resolver rules to forward requests for the on-



premises domains to the on-premises DNS resolver. Associate the application VPC private hosted zones with the egress
VPand s

¢ C. Configure a private hosted zone for each application VPC, and create the requisite records. Create a set of Amazon Route
53 Resolver inbound and outbound endpoints in an egress VPC. Define Route 53 Resolver rules to forward requests for the
on-premises domains to the on-premises DN resolver. Associate the application VPC private hosted zones with the egress
VPC, and share the Route 53 Resolver rules with the application accounts by using AWS Resource Access Manager.
Configure the on-premises DNS servers to forward the cloud domains to the Route 53 inbound endpoints.

Answer: C

Explanation:

Creating a private hosted zone for each application VPC and creating the requisite records would enable end-to-end domain name
resolution for the resources. Creating a set of Amazon Route 53 Resolver inbound and outbound endpoints in an egress VPC would
enable bi-directional DN resolution between AWS and the existing on-premises environments. Defining Route 53 Resolver rules to
forward requests for the on-premises domains to the on-premises DNS resolver would enable DNS queries from AWS resources
to on-premises resources. Associating the application VPC private hosted zones with the egress VPC and sharing the Route 53
Resolver rules with the application accounts by using AWS Resource Access Manager would enable DNS queries among different
VPCs and accounts. Configuring the on-premises DNS servers to forward the cloud domains to the Route 53 inbound endpoints
would enable DNS queries from on-premises resources to AWS resources|.

NEW QUESTION # 86
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