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Fortinet NSE 6 - FortiEDR 7.0 Administrator Sample Questions (Q26-Q31):

NEW QUESTION # 26
You are asked to create a playbook to isolate a device with a collector. Which action category does isolating a device with a
collector fall under? (Choose one answer)

A. Custom

B. Remediation
C. Notifications
D. Investigation

Answer: D

Explanation:

The correct answer is A. Investigation .

The FortiEDR 7.0.0 Administration Guide states that Investigation actions enable administrators to isolate a device or assignit to a
high-security Collector Group for further nvestigation of the device's activity. Under the Investigation section, the guide lists the
available mvestigation action types, including "Isolate device with Collector," "Isolate device with NAC," and "Move device to High
Security Group." For Isolate device with Collector , the guide explains that the action blocks communication to and from the affected
Collector, and it applies only to endpoint Collectors. If the Playbook policy is configured to isolate a device for a malicious event,
then when a malicious security event is triggered, the device is isolated from commumicating with the outside world for both sending
and receiving,

So, this is not a Remediation , Custom, or Notification action. In FortiEDR Playbook policy termmology, Isolate device with
Collector belongs under Investigation .

NEW QUESTION # 27
A collector attempts to access a known malicious website. FortiEDR is configured for eXtended detection with FortiAnalyzer. What
two roles does Fortinet Cloud Services (FCS) perform in this process? (Choose two answers)

A. FCS correlates and analyzes the collected logs.

B. FCS identifies if a malicious event has taken place and reports the detection incident.
C. FCS sends OS metadata to the FortiEDR manager.

D. FCS sends a log record to FortiAnalyzer.

Answer: A,B

Explanation:

The correct answers are C and D .

The guide states that for eXtended Detection Source integration, FortiEDR connects to external systems to collect activity logs. The
aggregated data is then sent to Fortinet Cloud Services (FCS) , where it is correlated and analyzed to detect malicious indications.
Those malicious indications result in security events for eXtended Detection policy rule violations .

For FortiAnalyzer/FortiAnalyzer Cloud specifically, the guide states that this integration is used to correlate data between FortiEDR
and the Fortinet Security Fabric and issue eXtended Detection alerts .

Option A is wrong because FCS does not send the original log record to FortiAnalyzer. FortiAnalyzer is the external source whose
data is correlated with FortiEDR data. Option B is wrong because OS metadata is collected by the Collector and handled through
FortiEDR components; the FCS role here is cloud-side enrichment, correlation, and detection, not sending OS metadata back to the
manager.

NEW QUESTION # 28
Refer to the exhibit.
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An event exception is shown. Which two statements about the'exception are true? (Choose two answers)

A. The system owner can modify the trigger rules parameters.
B. FCS playbooks are enabled by Fortinet support.

C. A partial exception is applied to this event.

D. The exception is applied only on device C8092231196.

Answer: A,B

Explanation:

The correct answers are C and D .

The exhibit shows an exception created/updated by FortinetCloudServices after the file Update.exe was classified as Good . This
aligns with the FortiEDR Cloud Service behavior described in the guide. The guide states that once FCS is connected, it can enable
Tuning , which means automated security event exception

/allowlisting, After a triggered security event is reclassified as Safe, an automated cross-environment exception can be pushed
downstream and the event expires, preventing it from triggering again.

Option C is correct because the Event Exceptions window includes Triggered Rules , and the guide states that when editing an
exception, the administrator can modify the Collector Groups , Destinations , Users , and the pairs of rules and processes that define
the exception in the Triggered Rules area.

Option D is the Fortinet/FCS-related statement supported by the guide's FCS behavior. The guide says FCS can enable follow-up
actions, including Tuning through automated exceptions and Playbook Actions , and that playbook policy remediation actions are
based on the final FCS determination.

Option A is wrong because the exhibit explicitly states "All the Raw Data Iterns are covered." A partial exception would mean not all
raw data items are covered. The guide explains that if an exception does not cover all raw data items, FortiEDR displays a different
indicator and distinguishes covered from non-covered raw data items.

Option B is wrong because the exception scope in the exhibit is set to All groups , All destinations , and All users . The comment
references device C8092231196, but that is not the same as saying the exception applies only to that device.

NEW QUESTION # 29
Refer to the exhibit.
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‘What observation can you make about the Connectivity TestAppNew.exe incident? (Choose one answer)

A. A rule assigned action is set to block but the policy is in simulation mode.

B. The incident was archived from the console unhandled.

C. The incident was handled automatically by the commumication control policy.
D. The incident has not been handled by a console administrator.

Answer: D

Explanation:

The correct answer is B .

In the exhibit, the incident status clearly shows Unhandled at the incident level and also on the event rows.

The FortiEDR guide explains that every detected security event is initially marked as unread and unhandled

, and these statuses help multiple FortiEDR Central Manager users track whether anyone has read and handled the message.
The guide also states that when a FortiEDR Central Manager user marks a security event as Handled , all users see it as handled.
The process is performed by selecting the event and clicking Handle Incident or the flag icon, then saving the incident handling
details.

So the valid observation from the exhibit is that the incident has not been handled by a console admnistrator .

Option A is not supported by the exhibit. There is no visible evidence that the policy is in Simulation mode.

Option C is wrong because the incident is still visible, not archived or deleted. Option D is wrong because the status is explicitly
Unhandled ; it was not handled automatically by a Communication Control policy.

NEW QUESTION # 30
Refer to the exhibit:
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You configured an execution prevention exclusion with both File Name = app.exe and Path = C:\Tools. What will FortiEDR do?
(Choose one answer)

¢ A Exclude app.exe whenever it appears.
¢ B. Exclude only app.exe when it is running from C:\Tools.
e C. Exclude all files in CA\Tools.



¢ D. Exclude only signed versions of app.exe.
Answer: B

Explanation:

The correct answer is B. Exclude only app.exe when it is running from C:\Tools.

The FortiEDR 7.0.0 Administration Guide explains that the Exclusion Manager is used to define which processes, files, or domains
are excluded from Security Policies monitoring, For Process Exclusions, FortiEDR does not inspect actions performed by specific
processes, and those processes are identified by the attributes defined by the administrator.

The guide further explains that process/source attributes can include File Name, Path, Hash, and Signer. It also states that when an
exclusion contains multiple conditions, an AND relationship exists between the conditions. If an OR relationship is required, a
separate exclusion must be created.

In this exhibit, both conditions are selected:

File Name = app.exe

Path = C:\Tools

Because FortiEDR applies an AND relationship between multiple exclusion conditions, the exclusion applies only when both
conditions match. Therefore, FortiEDR excludes app.exe only when it is located/running from C\Tools.

Option A is wrong because no Signer condition is selected. Option C is wrong because that would apply if only the file name were
used broadly. Option D is wrong because FortiEDR is not excluding every file in C:

\Tools; it is excluding the process that matches both the file name and path conditions.

NEW QUESTION # 31
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