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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q49-
Q54):
NEW QUESTION # 49 
The BIG-IP Administrator has to provide encrypted communication between the users and the virtual server they access. Multiple
hostnames are configured in DNS with the same IP address. Which profile type and setting in the profile should be used?

A. Client SSL, Client Name
B. Server SSL, Client Name
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C. Server SSL, Server Name
D. Client SSL, Server Name

Answer: D

Explanation:
When a single IP address (Virtual Server) must host multiple hostnames (e.g., site1.com, site2.com) over HTTPS, the BIG-IP must
be able to present the correct SSL certificate for each site during the initial handshake. This requirement is handled by a technology
called Server Name Indication (SNI).
To implement this on the BIG-IP, the administrator must use a Client SSL profile because the encryption is occurring between the
user (Client) and the Virtual Server. Within the Client SSL profile settings, there is a field called Server Name. By creating multiple
Client SSL profiles-each with a different "Server Name" (the hostname) and its corresponding certificate-and attaching them all to
the same Virtual Server, the BIG-IP can inspect the SNI extension in the client's "Client Hello" packet. It then selects the specific
profile that matches the requested hostname.
Option A is incorrect because "Client Name" is not the standard field name used for SNI hostname matching in the profile. Options
B and C refer to Server SSL profiles, which manage the connection between the BIG- IP and the backend servers. While Server
SSL profiles also have a "Server Name" field (used to send SNI to a backend server), the requirement here is to provide encrypted
communication for "users" accessing the virtual server, which definitively requires a Client-side SSL configuration.

NEW QUESTION # 50 
All pool members are online and all other settings are default.
What might alter the load balancing behavior?

A. Adding a persistence profile
B. Enabling SNAT Automap
C. Adding a OneConnect profile
D. Enabling an HTTP fallback host

Answer: A

Explanation:
Persistence overrides load balancing decisions by maintaining client-to-server affinity.

NEW QUESTION # 51 
In a pool there are 2 pool members (older servers) that can handle fewer connections than the other 3 newer servers.
Which load balancing method would allow more traffic to be directed to the newer servers? (Choose one answer)

A. Global Availability
B. Round Robin
C. Weighted Least Connections (member)
D. Least Connections (member)

Answer: C

Explanation:
This scenario requires unequal load distribution based on server capacity. The newer servers must receive more connections than the
older ones, while still dynamically accounting for active connection counts.
According to BIG-IP Administration: Data Plane Configuration documentation:
Weighted Least Connections (member) combines:
Connection awareness (least connections)
Administrator-defined weights (ratios) to reflect server capacity
Pool members with higher weights receive proportionally more new connections than members with lower weights, even when using
the same load balancing algorithm.
Why B is correct:
Allows assigning higher weights to newer servers and lower weights to older servers Ensures smarter traffic distribution based on
both capacity and real-time load Why the other options are incorrect:
A . Global Availability
Used for disaster recovery and site failover, not intra-pool load distribution.
C . Round Robin



Distributes connections evenly without considering server capacity.
D . Least Connections (member)
Balances only by current connection count and does not account for differences in server performance or capacity.
Correct Resolution:
Use Weighted Least Connections (member) and assign higher weights to newer servers so they receive more traffic while protecting
older servers from overload.

NEW QUESTION # 52 
Due to a change in application requirements, a BIG-IP Administrator needs to modify the configuration of a Virtual Server to include
a Fallback Persistence Profile.
Which persistence profile type should the BIG-IP Administrator use?

A. SSL
B. Universal
C. Hash
D. Source Address Affinity

Answer: D

Explanation:
Fallback persistence is used when the primary persistence method fails. Source Address Affinity is a Layer 4 persistence method
and is fully supported as a fallback option for most virtual server types.

NEW QUESTION # 53 
Refer to the exhibit.

A BIG-IP Administrator needs to configure health monitors for a newly configured server pool named Pool_B. Which health
monitor settings will ensure that all pool members will be accurately marked as available or unavailable?

A. HTTPS, HTTP, FTP, and ICMP, with the Availability Requirement of all health monitors
B. HTTPS, HTTP, FTP, and SSH with the Availability Requirement of all health monitors
C. HTTPS and HTTP with the Availability Requirement of at least one health monitor
D. HTTPS, HTTP, FTP, and SSH, with the Availability Requirement of at least one monitor

Answer: D

Explanation:
The pool member list in the exhibit shows servers listening on four distinct service ports: 80 (HTTP), 21 (FTP), 443 (HTTPS), and
22 (SSH). To accurately monitor a pool where members provide different services, the administrator must apply monitors that
correspond to each of those specific services.
The key to this configuration is the Availability Requirement (also known as "Monitor Rule"). If the administrator sets the requirement
to "All health monitors," every single monitor (HTTP, HTTPS, FTP, and SSH) must pass for a member to be marked "Up." This
would cause an immediate failure: for example, a server listening only on port 80 would fail the HTTPS, FTP, and SSH checks,
resulting in the member being marked "Down" even if the HTTP service is healthy.
To ensure accuracy, the administrator should apply all four relevant monitors and set the Availability Requirement to at least one
monitor. With this setting, the BIG-IP marks a member as "Up" if any of the assigned monitors return a successful response.
Therefore, the member at 10.200.50.210:80 will stay "Up" as long as the HTTP monitor passes, even though it fails the FTP,
HTTPS, and SSH monitors. This configuration allows a single pool to contain diverse service types while ensuring that the specific
port defined for each member is verified correctly. Option C is incorrect because ICMP only checks if the IP is alive, not if the
specific service port is functioning.
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