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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q100-Q105):
NEW QUESTION # 100 
A bank built a new version of its banking application in AWS using containers that content to an on-premises database over VPN
connection. This application version requires users to also update their client application. The bank plans to deprecate the earlier
client version. However, the company wants to keep supporting earlier clients through their on-premises version of the application to
serve a small portion of the customers who haven't yet upgraded.
What design will allow the company to serve both newer and earlier clients in the MOST efficient way?

A. Use an Application Load Balancer for the new application. Register both the new and earlier application backends as
separate target groups. Use header-based routing to route traffic based on the application version.
B. Use an Application Load Balancer for the new application. Register both the new and earlier applications as separate
target groups and use path-based routing to route traffic based on the application version.
C. Use a Classic Load Balancer for the new application. Route all traffic to the new application by using an Elastic Load
Balancing (ELB) load balancer DNS. Define a user-agent-based rule on the backend servers to redirect earlier clients to the
on-premises application.
D. Use an Amazon Route 53 multivalue answer routing policy to route older client traffic to the on- premises application
version and the rest of the traffic to the new AWS based version.

Answer: A

Explanation:
User-Agent is a HTTP Header which Contains a characteristic string that allows the network protocol peers to identify the
application type, operating system, software vendor or software version of the requesting software user agent. ALB has the
capability to route based on headers, no other ELB has that capability.

NEW QUESTION # 101 
A real estate company is using Amazon Workspaces to provide corporate managed desktop service to its real estate agents around
the world. These Workspaces are deployed in seven VPCs. Each VPC is in a different AWS Region.
According to a new requirement, the company's cloud-hosted security information and events management (SIEM) system needs to
analyze DNS queries generated by the Workspaces to identify the target domains that are connected to the Workspaces. The SIEM
system supports poll and push methods for data and log collection.
Which solution should a network engineer implement to meet these requirements MOST cost-effectively?

A. Create VPC flow logs in each VPC that is connected to the Workspaces instances. Publish the log data to a central
Amazon S3 bucket. Configure the SIEM system to poll the S3 bucket periodically.
B. Configure Amazon Route 53 query logging. Set the destination as an Amazon Kinesis Data Firehose delivery stream that is
configured to push data to the SIEM system.
C. Configure VPC Traffic Mirroring to copy network traffic from each Workspace and to send the traffic to the SIEM
system probes for analysis.
D. Configure an Amazon CloudWatch agent to log all DNS requests in Amazon CloudWatch Logs.
Configure a subscription filter in CloudWatch Logs. Push the logs to theSIEM system by using Amazon Kinesis Data
Firehose.

Answer: B

NEW QUESTION # 102 
A corporate network routing table contains 624 individual RFC 1918 and public IP prefixes. You have two AWS Direct Connect
connectors. You configure a private virtual interface on both connections to a virtual private gateway.
The virtual private gateway is not currently attached to a VPC. Neither BGP session will maintain the Established state on the
customer router. The AWS Management Console reports the private virtual interf aces as Down.
What could you do to address the problem so that the AWS Management Console reports the private virtual interface as Available?
Response:
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A. Filter the public IP prefixes on the corporate network from the private virtual interface.
B. Attach the second virtual interface to an alternative virtual private gateway.
C. Change the BGP advertisements from the corporate network to only be a default route.
D. Attach the virtual private gateway to a VPC and enable route propagation.

Answer: C

NEW QUESTION # 103 
A network engineer must develop an AWS CloudFormation template that can create a virtual private gateway, a customer gateway,
a VPN connection, and static routes in a route table. During testing of the template, the network engineer notes that the
CloudFormation template has encountered an error and is rolling back.
What should the network engineer do to resolve the error?

A. Add the DependsOn attribute to the resource declaration for the route table entry. Specify the virtual private gateway
resource.
B. Change the order of resource creation in the CloudFormation template.
C. Add the DependsOn attribute to the resource declaration for the virtual private gateway. Specify the route table entry
resource.
D. Add a wait condition in the template to wait for the creation of the virtual private gateway.

Answer: A

NEW QUESTION # 104 
You may specify which of the following when creating a Virtual Private Cloud (VPC)?
Response:

A. AWS data centers to use
B. Virtual Local Area Network (VLAN) tags
C. IPv4 address range
D. 802.1x authentication methods

Answer: C

NEW QUESTION # 105
......
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