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Amazon AWS Certified Developer - Associate Sample Questions (Q50-Q55):
NEW QUESTION # 50 
A developer has written a distributed application that uses microservices. The microservices are running on Amazon EC2 instances.
Because of message volume, the developer is unable to match log output from each microservice to a specific transaction. The
developer needs to analyze the message flow to debug the application.
Which combination of steps should the developer take to meet this requirement? (Choose two.)

A. Set up Amazon CloudWatch metric streams to collect streaming data from the microservices.
B. Enable AWS X-Ray. Configure Amazon CloudWatch to push logs to X-Ray.
C. Download the AWS X-Ray daemon. Install the daemon on an EC2 instance. Ensure that the EC2 instance allows UDP
traffic on port 2000.
D. Configure an interface VPC endpoint to allow traffic to reach the global AWS X-Ray daemon on TCP port 2000.
E. Add the AWS X-Ray software development kit (SDK) to the microservices. Use X-Ray to trace requests that each
microservice makes.

Answer: C,E

NEW QUESTION # 51 
A company wants to share information with a third party. The third party has an HTTP API endpoint that the company can use to
share the information. The company has the required API key to access the HTTP API.
The company needs a way to manage the API key by using code. The integration of the API key with the application code cannot
affect application performance.
Which solution will meet these requirements MOST securely?

A. Store the API credentials in an Amazon DynamoDB table. Restrict access to the table by using resource- based policies.
Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.
B. Store the API credentials in a local code variable. Push the code to a secure Git repository. Use the local code variable at
runtime to make the API call.
C. Store the API credentials as an object in a private Amazon S3 bucket. Restrict access to the S3 object by using IAM
policies. Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.
D. Store the API credentials in AWS Secrets Manager. Retrieve the API credentials at runtime by using the AWS SDK. Use
the credentials to make the API call.

Answer: D

Explanation:
AWS Secrets Manager is a service that helps securely store, rotate, and manage secrets such as API keys, passwords, and tokens.
The developer can store the API credentials in AWS Secrets Manager and retrieve them at runtime by using the AWS SDK. This
solution will meet the requirements of security, code management, and performance. Storing the API credentials in a local code
variable or an S3 object is not secure, as it exposes the credentials to unauthorized access or leakage. Storing the API credentials in
a DynamoDB table is also not secure, as it requires additional encryption and access control measures.
Moreover, retrieving the credentials from S3 or DynamoDB may affect application performance due to network latency.
References:
* [What Is AWS Secrets Manager? - AWS Secrets Manager]
* [Retrieving a Secret - AWS Secrets Manager]

NEW QUESTION # 52 
A company is developing an ecommerce application that uses Amazon API Gateway APIs. The application uses AWS Lambda as
a backend. The company needs to test the code in a dedicated, monitored test environment before the company releases the code
to the production environment.
When solution will meet these requirements?

A. Use a single stage in API Gateway. Configure a API client to send a query parameter that indicated the environment. Add
different code blocks tor afferent environments in the Lambda Junction to match the value of the query parameter.
B. Use a single stage in API Gateway. Create a Lambda function for each environment. Configure API clients to send a query



parameter that indicates the endowment and the specific lambda function.
C. Use multiple stages in API Gateway. Create a Lambda function for each environment. Configure API Gateway stage
variables to route traffic to the Lambda function in different environments.
D. Use multiple stages in API Gateway. Create a single Lambda function for all environments. Add different code blocks for
different environments in the Lambda function based on Lambda environments variables.

Answer: C

Explanation:
Explanation
The solution that will meet the requirements is to use multiple stages in API Gateway. Create a Lambda function for each
environment. Configure API Gateway stage variables to route traffic to the Lambda function in different environments. This way, the
company can test the code in a dedicated, monitored test environment before releasing it to the production environment. The
company can also use stage variables to specify the Lambda function version or alias for each stage, and avoid hard-coding the
Lambda function name in the API Gateway integration. The other options either involve using a single stage in API Gateway, which
does not allow testing in different environments, or adding different code blocks for different environments in the Lambda function,
which increases complexity and maintenance.

NEW QUESTION # 53 
A bookstore has an ecommerce website that stores order information in an Amazon DynamoDB table named BookOrders. The
DynamoDB table contains approximately one million records.
The table uses OrderID as a partition key. There are no other indexes.
A developer wants to build a new reporting feature to retrieve all records from the table for a specified customer, based on a
CustomerID property.

A. Create a DynamoDB global secondary index (GSI) on the table. Use CustomerID as the sort key. Use a filter expression
to perform a scan operation on the table to match on the specified CustomerID value.
B. Create a DynamoDB global secondary index (GSI) on the table. Use CustomerID as the partition key.
Use the specified CustomerID value to run a query on the table.
C. Create a DynamoDB local secondary index (LSI) on the table. Use CustomerID as the sort key. Run a PartiQL query on
the table with a SELECT statement where CustomerID equals the specified CustomerID value.
D. Create a DynamoDB local secondary index (LSI) on the table. Use CustomerID as the partition key.Use the specified
CustomerID value to run a query on the table.

Answer: B

Explanation:
Comprehensive and Detailed Step-by-Step Explanation:
The requirement is to query records by CustomerID, which is not the current partition key (OrderID). To achieve this efficiently:
* Option A: Create a GSI with CustomerID as the Partition Key:
* A Global Secondary Index (GSI) allows developers to create a different partition key and optional sort key for querying the data.
* By creating a GSI with CustomerID as the partition key, the developer can query the table efficiently using CustomerID as the
primary lookup key.
* This avoids scanning the entire table and matches the requirement.
* Why Other Options Are Incorrect:
* Option B:Using CustomerID as a sort key for the GSI and performing a scan operation is inefficient. Queries are optimized, but
scans are not.
* Option C and D:Local Secondary Indexes (LSI) are only valid when the partition key remains the same as the base table. Since
OrderID is the base table's partition key, using CustomerID as the partition key or sort key in an LSI is not valid.

NEW QUESTION # 54 
A company hosts its application on AWS. The application runs on an Amazon Elastic Container Service (Amazon ECS) cluster that
uses AWS Fargate. The cluster runs behind an Application Load Balancer The application stores data in an Amazon Aurora
database A developer encrypts and manages database credentials inside the application The company wants to use a more secure
credential storage method and implement periodic credential rotation.
Which solution will meet these requirements with the LEAST operational overhead?

A. Migrate the credentials to ECS Fargate environment variables. Encrypt the credentials by using an AWS Key
Management Service (AWS KMS) key Turn on secret rotation. Use 1AM policies and roles to grant Amazon ECS Fargate



permissions to access to AWS Secrets Manager.
B. Migrate the credentials to AWS Secrets Manager. Encrypt the credentials by using an AWS Key Management Service
(AWS KMS) key Turn on secret rotation Use 1AM policies and roles to grant Amazon ECS Fargate permissions to access
to AWS Secrets Manager by using keys.
C. Migrate the secret credentials to Amazon RDS parameter groups. Encrypt the parameter by using an AWS Key
Management Service (AWS KMS) key Turn on secret rotation. Use 1AM policies and roles to grant AWS KMS
permissions to access Amazon RDS.
D. Migrate the credentials to AWS Systems Manager Parameter Store. Encrypt the parameter by using an AWS Key
Management Service (AWS KMS) key. Turn on secret rotation. Use 1AM policies and roles to grant Amazon ECS Fargate
permissions to access to AWS Secrets Manager

Answer: B

NEW QUESTION # 55
......
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