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CERTIFICATE

Tempo Audits Ltd certifies that

BEC(SYSTEMSINTEGRATION)LTD (TRADING A

Blakewater House, Blakewater Road,

BB SRW Blackbumn, United Kingdom

had its information security management system auditstland If mesets the
requirements of standard

1SO/IEC 27001:2022

Scope of certification

Development and supply of real-tima wpplychnindntnﬂplmanhﬁqﬂs_w the: supply and
support of associated hardware, ineluding mabile scanning voice-directed workfows, RFID,
and label printing.

20265EXhs1991 D FHISO-IEC-27001-Lead- Auditor-CN PDFX > 7* 8 & UFISO-IEC-27001-Lead- Auditor-CNR Bk = >
Uy OEBILH: hitps/drive.google.comlopen?id=10LStq4h8K SLF600Gm8pyx.LD3YG ISDQu

A5DE L DITERSML T 2Bk . PECBDISO-IEC-27001-Lead- Auditor-CNzR £ 38 5% [ PECB Certified
ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-Auditorsf SCAR) | 8¢ T NRAH B3 —D &L T, T 2
Fe W BE M BB A DETT. PECBOISO-IEC-27001-Lead-Auditor-CNERE R B c T 3 8B Y — %
IS EZ2L NI ED FHATL L) XISIOIEED Lo & b FWBIRTT &, BLITHC LAY 20
12 PECBDISO-IEC-27001-Lead- Auditor-CNFR BRI B ¢ 2 MEE 2 BE L TE D £ 4. BRXHVLKEHECKED
ITOHEMMFBEMAESI R TV E T,

LHOY 279 A PXSIVIOBAFHEEELETT. £y —F, A YA b=, BLPFHELETH
D, BMRCTANVABLELI EEFIEL £7. REOY—E X & B DISO-IEC-27001-Lead- Auditor- CNER B b
LY bEREL. BEOREFREFTHBZ I E#RAEL £ §. BFHLISO-IEC-27001-Lead-Auditor-CN A4 A F
MUY MRV ANVRAEHIBTE20TELROLELRTIANREL. VAV REE> THRETZEMRTE L2V
T7YFIANVAY 7 b7 FHT 2N 0 ET, 4 —E R EISO-IEC-27001-Lead- Auditor-CN 22 B #itf & &
55 BN TE Y. HHPECBDPECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead- Auditortt 3¢
OB E Y27 H A PETANVABEL THHITICHETDH B EELEZTLES L,


https://drive.google.com/open?id=1OLStq4h8KSLF6ooGm8pyxLD3YG_ISDQu
https://www.passtest.jp/ISO-IEC-27001-Lead-Auditor-CN-mondaishuu.html
https://www.xhs1991.com/ISO-IEC-27001-Lead-Auditor-CN.html

>>ISO-IEC-27001-Lead-Auditor-CN¥ ¥ Y 7 /8 X <<

ISO-IEC-27001-Lead-Auditor-CN& # st Bk & ISO-IEC-27001-Lead-
Auditor-CNZ % & 4h o4

CHMO & 512, ISO-IEC-27001-Lead-Auditor-CNAEBAE & . 7 o — AW CEFCHVIHiiZ2 B TE Y. K
ELMENER/H-o-TWET. LHL. PECBAEIZEZWMB T2 HEEZLOANR > THBORBIC A L
7z ISO-IEC-27001-Lead-Auditor-CN2E #ibtid & % 72w LS % R4 L £ . ISO-IEC-27001-Lead- Auditor-CNzR
BOEMEZIRIRT 2L, Ho02B0RVDH 24— AFRMTCEZ2LIICHEELRLLET. BHOHG
EBEROBA»RFTSNTB Y. WAL LEMEMNET 2 MBS U TISO-IEC-27001-Lead- Auditor-
CN® PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead- Auditort 3R )2 3 #ik4 % B L . I1SO-
IEC-27001-Lead- Auditor-CN2 B # M O = E # R L £ ¥ .

PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditord XX hR) 25 ISO-IEC-27001-Lead-Auditor-CN =& B IR (Q256-
Q261):

H R #256

TR-KHREER ISMS #ZEBEE, HEZBRMEEIEE. MY EBRENEBNER, LERER
AbAPHR AL T T B A A A8 B0 AR 0 S

NSRS B 4 TH A B T ) B R B R AR 2 — A

BEHRRE, B - TEHERSNTAES, FHUAIARBER, AR THMRERZ -TEARF. &
&, AT LR (R TR R B E N AR 4.

‘A process by which the nature of the risk is determined along with its probability and impact

I process by which a risk is controlled at all stages of its life cycle by means of the application of
\
lorganisational policies, procedures and practices

1{& process by which a risk is recognised and described

| process by which the impact and /or probability of a risk is compared against risk criteria to
{determine if it is tolerable
/A process by which the impact and/or probability of 2 risk is reduced by'means of the application of

icontrols
;A process by which a risk is passed to a third party, for example through obtaining appropriate %ﬁc
insurance
i Risk transfer ’ ‘ Risk analysis \ ‘ Risk identification | Risk management ‘ ‘ Risk mitigation J t Risk evaluation 1
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A process by which the nature of the risk is determined along with its probability and impact Risk analysis

IA process by which a risk is controlled at all stages of its life cycle by means of the application of

organisational policies, procedures and practices Risk management

A process by which a risk is recognised and described Risk

identification

IA process by which the impact and /or probability of a risk is compared againshrisk cnteﬁa to
determine if it is tolerable

Risk evaluation

A process by which the impact and/or probability of a risk is reduced bypmteans of the application of

|| Risk mitigation
controls 9

\A process by which a risk is passed to a third party, for example thragigh obtaining appropriate

I‘I

Risk transfer

insurance
|
3 — [
Risk transfer ” H Risk analysis “ [RISKIdEI‘IUfICEUOI’! H lRlSk management“ ’ Risk mitigation ” l Risk evaluation l |
"' . |
Reference:

ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
ISO/IEC 27005:2022 Information technology - Security techniques - Information security risk management
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In the context of a third-party certification audit, the management responsibilities of the audit team leader in managing the audit and
the audit team include adopting a risk-based approach to planning the audit and establishing contact with the auditee. A risk-based
approach to planning the audit means that the team leader should consider the risks and opportunities that may affect the
achieverment of the audit objectives, the scope and criteria, the audit methods and techniques, the allocation of resources and the
assignment of tasks to the audit team members. Establishing contact with the auditee means that the team leader should commumicate
with the auditee before, during and after the audit, to confirm the audit arrangements, to obtain relevant information, to address any
issues or concerns, to provide feedback and to report the audit results and conclusions. References: = ISO 19011:2022, clauses
6.4.1 and 6.4.2; PECB Candidate Handbook ISO 27001 Lead Auditor, pages 24 and 25.
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i : Resolution/

Type of report | Description ' Resolution/Recovery Actions Recovery
‘ Time
, The human resources managers mobile L
Information security [IT department suggeis r.'hno&'son ‘ 1)
phone was hacked by ransomware, i | g
weakness, report ID: | shall pay the tansom % uniocgt Zﬁto&rs
asklng for $1000 to unlock (decrypt) the e U
056 phone No further action is needed
data
[The medical staff's company mobile jIT department suggests the company
Information security |
phone (with patient data) was hacked, shall pay the ransom to unlock the
weakness, report ID: | ' 24 hours

by ransomware, asking for §5000t0 |company phone. No further action is

Iunlock (decrypt) the data needed
Information security [The cloud server does mot respond and |
event, report ID: 090 healthcaremonitoring stops for 8 hours.

078

lT department reboots the cloud
iserver remotely. No further action is 24 hours

needed.
Information security :*rhe cloud Server does not respond and IT department reboots thencloud
incident, report ID: healthcare monitoring stops for 48 iserver remotely. No further action is 24 hours
012 hours. needed.
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According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), clause 4.2 requires an organization to determine the needs and
expectations of interested parties that are relevant to its ISMS1. This includes identifying the legal, regulatory, contractual and other
requirements that apply to its information security activities 1. Therefore, collecting more evidence on what the service requirements
of healthcare monitoring are may not be relevant to verifying the mformation security incident management process, as it is not
directly related to the audit objective or criteria. This option will not be in the audit trail.
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Based on the understanding of follow-up audits, especially in the context of Information Security Management Systens (ISMS) and
the guidelines provided by ISO 19011:2018, here are the four questions from your list that the auditor in training has answered
correctly:

B: Q: Should follow-up audits seek to ensure nonconformities have been effectively addressed? A: YES This is correct. The primary
purpose of follow-up audits is to verify that nonconformities identified in previous audits have been effectively addressed and the
corrective actions taken are suitable and effective.

D: Q: Is the purpose of a follow-up audit to verify the completion of corrections, corrective actions, and opportunities for
improverment? A: YES Yes, the follow-up audit ains to verify the completion and effectiveness of corrections and corrective actions.
It may also consider the implementation of opportunities for improvement identified during the initial audit.

E: Q: Are follow-up audits required for all audits? A: NO This is correct. Follow-up audits are not automatically required for all
audits. They are typically conducted when nonconformities or other significant issues were identified in an earlier audit and there's a
need to verify the implementation and effectiveness of the corrective actions.

H: Q: Could an outcome froma follow-up audit be another follow-up audit if required? A: YES Yes, this is a possible outcome. If
the follow-up audit finds that the corrective actions have not been fully effective, or if new issues are identified, it may be necessary
to conduct another follow-up audit.

The other responses provided by the auditor in training require some clarification or correction. For instance, while a follow-up audit
primarily focuses on previously identified nonconformities and corrective actions, it can still identify new nonconformities if observed
(A). Opportunities for improvement are generally considered in the scope of regular audits more so than in follow-up audits, which
are more narrowly focused on corrective actions (C). Also, the outcomes of follow-up audits should typically be reported to both
the audit team leader and the audit client (F and G), ensuring transparency and accountability.

The four questions that the auditor in training has answered correctly are B, D, E, and H. These questions and answers are
consistent with the definition and purpose of a follow-up audit as specified in ISO 19011:2018, Clause 6.712. A follow-up audit is
conducted to verify the completion and effectiveness of corrective actions taken as a result of a previous audit (B, D). Follow-up
audits are not mandatory for all audits, but they may be required by the audit program, the audit client, or other interested parties
(E). The outcome of a follow-up audit may be another follow-up audit if the corrective actions are not satisfactory or not completed
within the agreed time frame (H). The other questions and answers are either incorrect or irrelevant. A follow-up audit should not
seek to identify new nonconformities, as this is not its objective (A). Follow-up audits should consider agreed opportunities for
improvement as well as corrective actions, as they are both outputs of a previous audit . The outcome of a follow-up audit should be
reported to the audit client, as well as to other relevant parties, such as the audit team leader who carried out the previous audit (F,
Q). References: 1: ISO

1901122018, Guidelines for auditing management systens, Clause 6.7 \n2: PECB Certified ISO/IEC 27001 Lead Auditor Exam
Preparation Guide, Domain 6: Closing an ISO/IEC 27001 audit
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Comprehensive and Detailed In-Depth

A preventive control is a security measure implemented to prevent security incidents or risks from occurring. It proactively protects
information systems and mitigates potential threats.

A . Using an application that prioritized orders based on its prior knowledge - This is an operational enhancement but not a security
control. It improves efficiency but does not directly prevent security breaches or risks.

B.. Signing a confidentiality agreement - This is a preventive control because it ensures that sensitive business information remains
protected from unauthorized disclosure before transitioning to an outsourced service provider. It mitigates the risk of intellectual
property theft or data misuse by legally binding the parties to confidentiality.

C . Expanding the capacity of the in-house data center - This is a corrective or operational control, as it addresses the issue of
insufficient infrastructure but does not prevent security-related threats.
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