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¢ Endpoint Security: This domain is aimed at an Endpoint Security Analyst and covers identifying indicators
of compromise (IOCs) and understanding the limits of signature-based anti-malware. It includes concepts
like User and Entity Behavior Analytics (UEBA), endpoint detection and response (EDR), and extended

bEY 71 detection and response (XDR). It also describes behavioral threat prevention and endpoint security

technologies such as host-based firewalls, intrusion prevention systems, device control, application control,

disk encryption, patch management, and features of Cortex XDR.

¢ Security Operations: This final section measures skills of a Security Operations Analyst and covers key
characteristics and practices of threat hunting and incident response processes. It explains functions and
benefits of security information and event management (SIEM) platforns, security orchestration,

hEY 72 automation, and response (SOAR) tools, and attack surface management (ASM) platforms. It also

highlights the functionalities of Cortex solutions, including XSOAR, Xpanse, and XSIAM, and describes

services offered by Palo Alto Networks’ Unit 42.

o Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private

FEy 23 apps, SaaS, and Al tools. It examines security technologies including secure web gateways, enterprise

browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers

(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma

SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.
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o Cybersecurity:This section of the exam measures skills of a Cybersecurity Practitioner and covers
fundamental concepts of cybersecurity, including the components of the authentication, authorization, and
accounting (AAA) framework, attacker techniques as defined by the MITRE ATT&CK framework, and

NEw 24 key principles of Zero Trust such as continuous monitoring and least privilege access. It also addresses

understanding advanced persistent threats (APT) and common security technologies like identity and

access management (IAM), multi- factor authentication (MFA), mobile device and application
management, and email security.

¢ Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, fnctions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies
such as intrusion prevention systems (IPS), URL filtering, DNS security, VPNs, and SSL

e TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and IoT, cloud-delivered
security services, and Al-powered security functions like Precision Al
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R #41
What are the two most prominent characteristics of the malware type rootkit? (Choose two.)

¢ A It takes control of the operating system.

¢ B. It encrypts user data.

e (. It steals personal information.

e D. It cannot be detected by antivirus because of its masking techniques.

IE%: A\ D

TR

A rootkit is a type of malware that enables cyber criminals to gain access to and infiltrate data from machines without being detected.
It covers software toolboxes designed to infect computers, give the attacker remote control, and remain hidden for a long period of
time1 One of the most prominent characteristics of a rootkit is that it cannot be detected by antivirus because of its masking
techniques. A rootkit may be able to subvert the software that is intended to find it, such as by hooking system calls, modifying
kernel objects, or tampering with the registry2 Another prominent characteristic of a rootkit is that it takes control of the operating
system

A rootkit may install itself in the kernel or the firmware of the device, giving it the highest level of privilege and access. A rootkit may
also replace the bootloader or the BIOS of the machine, making it difficult to remove. A rootkit can use its control over the
operating system to launch other malware, such as ransomware, bots, keyloggers, or trojans34 References:

* 1: What Is a Rootkit? How to Defend and Stop Them? | Fortinet

* 2: Rootkit - Wikipedia

* 3: What Is a Rootkit? - Microsoft 365

* 4: What is Rootkit? Attack Definition & Exanmples - CrowdStrike

H #42
Which statement describes a host-based intrusion prevention system (HIPS)?
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A. It scans a Wi-Fi network for unauthorized access and removes unauthorized devices.
B. It analyzes network traffic to detect unusual traffic flows and new malware.

C. It is installed on an endpoint and inspects the device.

D. It is placed as a sensor to monitor all network traffic and scan for threats.

Ef: C

fEE N -
A Host-Based Intrusion Prevention System (HIPS) is installed directly on an endpoint device (such as a server or workstation) and
monitors local system activity, including processes, file access, and system calls, to detect and prevent malicious behavior.

H #43
Which IoT connectivity technology is provided by satellites?

e A VLF

e B. L-band
e C.2G2.5G
e D.4G/LTE

Ef#: B

A -

2G/2.5G: 2G connectivity remains a prevalent and viable IoT connectivity option due to the low cost of 2G modules, relatively long
battery life, and large installed base of

2G sensors and M2M applications.

# 3G: 10T devices with 3G modules use either Wideband Code Division Multiple Access (W-CDMA) or Evolved High Speed
Packet Access (HSPA+ and Advanced HSPA-+) to achieve data transfer rates of 384Kbps to 168Mbps.

# 4G/Long-Term Evolution (LTE): 4G/LTE networks enable real-time IoT use cases, such as autonomous vehicles, with 4G LTE
Advanced Pro delivering speeds in excess of

3Gbps and less than 2 milliseconds of latency.

# 5G: 5G cellular technology provides significant enhancements compared to 4G/LTE networks and is backed by ultra-low latency,
massive connectivity and scalability for [oT devices, more efficient use of the licensed spectrum, and network slicing for application
traffic prioritization.

B #44

A high-profile company executive receives an urgent email containing a malicious link. The sender appears to be from the IT
department of the company, and the email requests an update of the executive's login credentials for a system update.
Which type of phishing attack does this represent?

A. Whaling

B. Pharming

C. Vishing

D. Angler phishing

IEfE: A
R -
Whaling is a targeted phishing attack aimed at high-profile individuals, such as executives. The attacker impersonates a trusted entity

(e.g., IT department) to trick the executive into revealing sensitive credentials. This is a form of spear phishing specifically focused on
"big fish" targets.

HH #45
Which of the Cloud-Delivered Security Services (CDSS) will detect zero-day malware by using inline cloud machine learning (ML)
and sandboxing?

e A loT security
e B. Advanced Threat Prevention
e (. Advanced WildFire



Ef#:
A -

D. DNS security
C

Advanced WildFire is a Cloud-Delivered Security Service (CDSS) that detects zero-day malware using inline cloud machine
learning (ML) and sandboxing techniques. It analyzes unknown files in real-time to identify and block new threats before they can
cause harm
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