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Case Study 1 - Litware inc

General Overview

Litware, Inc. is an international manufacturing company that has 3,000 employees. The company has sales, marketing, research,
human resources (HR), development, and IT departments.

Litware has two main offices in New York and Los Angeles. Litware has five branch offices in Asia.

Existing Environment

Current Business Model

The Los Angeles office has 500 developers. The developers work flexible hours ranging from 11 AM to 10 PM.

Litware has a Microsoft Endpoint Configuration Manager deployment.

During discovery, the company discovers a process where users are emailing bank account information of its customers to internal
and external recipients.

Current Environment

The network contains an Active Directory domain that is synced to Microsoft Azure Active Directory (Azure AD). The functional
level of the forest and the domain is Windows Server 2012 R2. All domain controllers run Windows Server 2012 R2.

Litware has the computers shown in the following table.

Department T:r:::? Manannqﬁié piatfornt ﬁ ‘Domain-joined

Marketing 8.1 Endpoint Configuration Hybrid Azure-AD
Manager joined

Research 10 EndpointConfiguration Hybrid Azure-AD
Manager joined

HR 8.1 Endpoint Configuration Hybrid Azure-AD
Manager joined

Developers | 10 Microsoft Intune Azure AD-joined

Sales 10 Microsoft Intune Azure AD-joined

The development department uses projects in Azire DevOps to build applications. Most of the employees in the sales department
are contractors. Each contractor is assigned a computer that runs Windows 10. At the end of each contract, the computer is
assigned to different contractor.

Currently, the computers are re-provisioned manually by the I'T department.

Problem Staterments

Litware identifies the following issues on the network:

- Employees in the Los Angeles office report slow Internet performance when updates are downloading, The employees also report
that the updates frequently consume considerable resources when they are installed. The Update settings are configured as shown in
the Updates exhibit. (Click the Updates button.)

- Management suspects that the source code for the proprietary applications in Azure DevOps in being shared externally.

- Re-provisioning the sales department computers is too time consuming.

Requirements

Business Goals

Litware plans to transition to co-management for all the company-owned Windows 10 computers.

Whenever possible, Litware wants to minimize hardware and software costs.

Device Management Requirements

Litware identifies the following device management requirements:

- Prevent the sales department employees from forwarding email that contains bank account information.

- Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in.

- Prevent employees in the research department from copying patented information from trusted applications to untrusted
applications.

Technical Requirements

Litware identifies the following technical requirements for the planned deployment:

- Re-provision the sales department computers by using Windows AutoPilot.

- Ensure that the projects in Azure DevOps can be accessed from the corporate network only.

- Ensure that users can sign in to the Azare AD-joined conputers by using a PIN. The PIN must expire every 30 days.

- Ensure that the company name and logo appears during the Out of Box Experience (OOBE) when using Windows AutoPilot.



Create Windows 10 update ring

Wirdhows 10
o Batics (3 Update fing settings 1

Update settings

Servicing channel © Semi-Annual Channel

Microsoft product updates * ©

Windows drivers * ©

Quality update deferral period (days) *® | 7

Feature update deferral period (days) *@ | 14

Set feature update uninstall period (2 - 60 [ 10
days) * ©

User experience settings 6
Automatic update behavior @ A I at mainkenance fime

Active hours start@'ee 8 AM
Activ |sPM
Restart checks ©
Option to pause Windows updates @ T T ) Disable
Option to check for Windows updates © Disable

Require user's approval to restart outside of ( Required Not configured
work hours ©

Remind user prior to required auto-restart | Number of hours 2, 4, 8, 12, or 24
with dismissible reminder (hours) ©

Remind user prior to required auto-restart | Number of minutes 15, 30, or 60
with permanent reminder (minutes) ©

Hotspot Question

You need to recommend a solution to meet the device management requirements.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

For the Research department employees: N/
An app configuration policy

An app protection policy

Azure information Protection

i0S app provisioning profiles

For the Sales department employees:

An app configuration policy
An app protection policy
Azure information Protection
iOS app provisioning profiles

Ef#:
it e«
Answer Area
For the Research department employees: 4
An app configuration policy
An app protection policy
Azure information Protection
iOS app provisioning profiles
For the Sales department employees: - i

An app configuration policy
An app protection policy
Azure information Protection
iOS app provisioning profiles

Explanation:

Box 1:

Employees in the research department must be prevented from copying patented nformation from trusted applications to untrusted
applications. This requires an App protection policy.

App protection policies make sure that the app-layer protections are in place. For example, you can:

- Require a PIN to open an app in a work context

- Control the sharing of data between apps

Prevent the saving of company app data to a personal storage location

Box 2:

Employees in the sales department must be prevented from forwarding email that contains bank account information.

Azure Information Protection is a cloud-based solution that helps an organization to classify and optionally, protect its documents
and emails by applying labels.

Labels can be applied automatically by administrators who define rules and conditions, manually by users, or a combination where
users are given recommendations.

Reference:

https7//docs.microsoft.comyen-us/intune/app-protection-policy
https/docs.microsoft.comyen-us/azure/mformation-protection/what-is-information-protection
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Your company standardizes on Windows 10 Enterprise for all users.

Some users purchase their own computer froma retail store. The computers run Windows 10 Pro.

You need to recommend a solution to upgrade the computers to Windows 10 Enterprise, join the computers to Azure AD, and
nstall several Microsoft Store apps. The solution must meet the following requirements:

* Ensure that any applications installed by the users are retained.

* Minimize user intervention.

What is the best recommendation to achieve the goal?

More than one answer choice may achieve the goal.

Select the BEST answer.

A. Windows Autopilot
B. a Windows Configuration Designer provisioning package

C. Microsoft Deployment Toolkit (MDT)
D. Windows Deployment Services (WDS)

EfE: A
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You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User]1. User] has a user
principal name (UPN) of userl @contoso.com

Youjoin a Windows 10 device named Client] to contoso.com

Youneed to add Userl] to the local Administrators group of Client].

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Administrators /add " \userl@contoso.com”

net accounts AzureAD
net localgroup CONTOSO
net user UPN
Z1 5
Ef#:
fiR N«

Administrators /add %! :
AzureAD |
COMO&)

net user UPN

\userl@contoso.com

Explanation:
Answer Area
Ptk et BT AR I L | 4‘-’\
. net localaroup IRt Adminzstqamr?,(agﬂ “ fa o) v | \useri@contoso.com”
!“' Padl A B |\ w e H;H:
\ Huw i-h ‘:3
= o _
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What is the maximum number of devices that User1 and User2 can enroll in Intune? To answer, select the appropriate options in the
answer area.
NOTE: Each correct selection is worth one point.



User1 can enroll a maximum of:

User2 can enroll a maximum-of:

e

> devices

10 devices

15 devices
1,000 devices

An unlimited numbér of devices

5 devices
10 devices
+ | 15 devices
Lo
V11 (b6 devics

An unlimited number of devices

Microso

:u:m can enroll amaximu
?t |

10 devices I
15 devices

1,000 devices .
An unlimited numbeér of devices

User2 can enroll a maximum of:

N

5 devices

10 devices

evices

| 1,000 devices

An unlimited number of devices
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You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

““Platform

Member of

Device1l

Windows 10

Group1

Device?2

Android

Group1

10S

Device3
From Intune, you create and send a

Group?2

custom notification named Notification] to Groupl.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE:Each correct selection is worth one point.




Statements Yes
User1 receives Notification1 on Device1. O
User2 receives Notification1 on Device?2. ©
User1 receives Notification1 on Device3. O
Ef#:
R
Statements Yes No
User1 receives Notification1'on Device1. O 1__C_)_|
User2 receives Notification1 on Device2. O LC_S:
User1 receives Néification) idn Device3. 0] |0
i’fﬁ?ﬁﬂfﬁ& ofa computer Description autormatically generated with medium confidence
Statements Yes!
User1 receives Notificationt or:Device1. O

User2 receives Notification1 on Device?2.

User1 receives Notification1 on Device3.

Reference:
httpsz/docs.microsoft.com/en-us/menvintune/remote-actions/custom-notifications
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