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NEW QUESTION # 20
What types of permissions can be assigned to a Group or Role in NIOS? (Select all that apply.)

¢ A. Object permissions
¢ B. Grid permissions
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¢ C. Member permissions
¢ D. Global permissions

Answer: A,B,D

Explanation:

Comprehensive and Detailed In-Depth ExplanationNIOS uses a granular permission model for admin groups/roles (Administration
> Administrators). Here's what applies:

* A (Global Permissions):Broad privileges across all objects (e.g., "AIl DNS Zones" read/write).

Applies to groups/roles for universal access. Correct.

* B (Object Permissions):Specific to individual objects (e.g., read-only on "zonel.example.com'').

Assignable to groups/roles for fine control. Correct.

* C (Grid Permissions):Control Grid-wide settings (e.g., backup, upgrade permissions). Assignable to groups/roles, distinct from
member-specific rights. Correct.

* D (Member Permissions):Permissions are tied to Grid members (e.g., restart services on "Member1"), but NIOS documentation
classifies these under object or Grid permissions, not a separate "Member" category. Incorrect in this context.

* Setup:In Grid Manager, you assign these via group/role propetties, selecting scopes (global, object- specific, Grid-level).

* Practical Example:In an INE lab, you'd assign a group global DNS write access and Grid backup rights, testing restricted
troubleshooting scenarios.References:Infoblox NIOS Administrator Guide - Permissions; INE Course Objective: NIOS DDI Grid
Deployment.

NEW QUESTION # 21

You have DHCPw4 failover, and one of the peers lost power, triggering the COMMUNICATIONS- INTERRUPTED state.
Power will be restored in 1 hour. In the meantime, there are several new devices coming online. What must you do to ensure DHCP
service runs smoothly for everyone?

e A Immediately increase lease time on affected networks to 4 hours or more

¢ B. Nothing, All existing clients can renew with the remaining peer. The remaining peer can likely service a few new clients
even with the reduced new client capacity

e C. Contact Infoblox Support and be ready to place the remaining peer or member into PARTNER-DOWN

¢ D. Change DHCP relay or router configuration to only relay to the remaining peer or member

Answer: B

Explanation:

Comprehensive and Detailed In-Depth Explanation:DHCP Failover in NIOS ensures redundancy between two peers (primary and
secondary). When one peer loses power, the state shifts toCOMMUNICATIONS- INTERRUPTED, meaning the remaining peer
continues serving DHCP but with limited capacity for new leases. Let's analyze:

* Failover Mechanics:In NORMAL state, peers split the lease pool (e.g., 50/50 or custom split). In COMMUNICATIONS-
INTERRUPTED, the surviving peer:

* Renews leases for existing clients (using its synced database).

* Assigns new leases from ts portion of the pool, with reduced capacity (e.g, MCLT-Maximum Client Lead Time- limits new lease
duration).

* Scenario:Power is out for 1 hour, and new devices are joining, The remaining peer can handle renewals and has some new lease
capacity (depending on pool size and MCLT, typically 1 hour by defauilt).

* Options:

* A:Contacting support and forcing PARTNER-DOWN gives the surviving peer full pool access, but it's unnecessary for a 1-hour
outage with "a few" new clients. Overkill.

* Bincreasing lease time (e.g., to 4 hours) prevents lease expiration but doesn't address new client capacity and requires manual
reversion. Unneeded complexity.

* C:Reconfiguring relays to point only to the surviving peer is redundant-it's already receiving requests-and risks misconfiguration.
Incorrect.

* D:Doing nothing leverages the failover design: existing clients renew seamlessly, and the remaining peer services new clients within
its capacity. Correct for this short-term, low-impact scenario.

* Practical Example:In an INE lab, you'd monitor the surviving peer's lease usage (via Grid Manager > DHCP > Leases) and
confirm it handles the load, a key troubleshooting skill. References:Infoblox NIOS Administrator Guide - DHCP Failover; INE
Course Content: NIOS DDI DHCP Troubleshooting.

NEW QUESTION # 22



What is the destination IP address of a DHCPDISCOVER packet froma client?

A.0.0.0.0

B. Broadcast address of client subnet
C.224.0.0.52

D. 255.255.255.255

Answer: D

Explanation:

Comprehensive and Detailed In-Depth Explanation.DHCPDISCOVER is the initial broadcast a client sends to find a DHCP server:
* Packet Details:

* Source 1P:0.0.0.0 (client has no IP yet).

* Destination IP:255.255.255.255 (limited broadcast, all devices on the local network).

* Sent via UDP (port 67 server, 68 client).

* Why 255.255.255.255:The client doesn't know the server's IP and broadcasts to all local devices.

Relays may forward it, but the mitial packet targets the universal broadcast address.

* Options:

* A:0.0.0.0 is the source, not destination. Incorrect.

* B224.0.0.52 is a multicast address, not used in DHCPDISCOVER. Incorrect.

* C:Matches DHCP broadcast standard (RFC 2131). Correct.

* D:Subnet-specific broadcast (e.g,, 192.168.1.255) applies post-relay, not the mitial packet.

Incorrect.

* Practical Example:In an INE lab, you'd capture a DHCPDISCOVER with Wireshark, confirm

255.255.255.255, and troubleshoot relay issues.References:RFC 2131 - DHCP; Infoblox NIOS Administrator Guide - DHCP
Basics; INE Course Content: NIOS DDI DHCP Troubleshooting,

NEW QUESTION # 23
‘When defining a Custom Option, what attributes must an administrator provide?

A. Type

B. Code

C. Option Name

D. Allowed Value(s)

Answer: A,B,C

Explanation:

Comprehensive and Detailed In-Depth Explanation:Defining a custom DHCP option in NIOS (Data Management > DHCP >
Option Spaces):

* Required Attributes:

* A (Option Name):User-defined label (e.g., "VoIPConfig"). Mandatory for identification. Correct.

* B (Code):Option number (1-254), matching vendor spec (e.g., 66 for TFTP). Mandatory. Correct.

* C (Type)Data type (e.g,, string, IP), defining format. Mandatory. Correct.

* D (Allowed Value(s)):Optional-constrains values (e.g., "serverl"), but not required for definition. Incorrect here.

* Practical Example:In an INE lab, you'd define Option 66 (Name: "TFTP," Code: 66, Type: string), apply it, and troubleshoot client
uptake.References:Infoblox NIOS Administrator Guide - Custom DHCP Options; INE Course Content: NIOS DDI DHCP
Troubleshooting,

NEW QUESTION # 24
What is one of the prerequisites for configuring Workflow Approval in NIOS?

A. A single admin group with the correct email address configured

B. At least 2 admin groups WITHOUT any email addresses configured
C. At least 2 admin groups with the correct email addresses configured
D. At least 1 admin group with any email address configured

Answer: C



Explanation:

Comprehensive and Detailed In-Depth Explanation:-Workflow Approval in NIOS (Admmnistration > Workflow) enforces a review
process for configuration changes:

* Prerequisites:

* At least two admin groups: one to request changes (Requesters) and one to approve (Approvers).

* Email addresses configured for notification delivery (Grid > Grid Properties > Emnail).

* Why A:The systemrequires distinct roles-requesters submit, approvers review-and email ensures notifications reach approvers.
Two groups with correct emails align with this dual-role design.

* Options:

* A:Matches the need for separate groups and finctional email setup. Correct.

* B:One group can't handle both roles; lacks separation. Incorrect.

* C:"Any" email might not work if misconfigured; vague and insufficient. Incorrect.

* D:No emails defeat notification purpose. Incorrect.

* Practical Example:In an INE lab, you'd set up "DNS_Admins" and "DNS_Approvers" with emails, test a zone change approval,
and troubleshoot email failures. References:Infoblox NIOS Admmistrator Guide - Workflow Approval; INE Course Objective:
NIOS DDI Grid Deployment.

NEW QUESTION # 25
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