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HM #98
Which app allows a user to run Splunk queries from within Phantom?

A. Splunk App for Phantom?

B. Sphunk App for Phantom Reporting,
C. Phantom App for Splunk.

D. The Integrated Splunk/Phantom app.

Ef#: C

L2

Explanation

The Phantom App for Splunk allows a user to run Splunk queries from within Phantom. This app provides actions such as run query,
ingest events, and save search, which enable the user to interact with Splunk from Phantom playbooks or the Phantom UL The other
apps are not relevant for this use case. The Splunk App for Phantomis used to send data from Splunk to Phantom. The Integrated
Splunk/Phantom app is a deprecated app that was replaced by the Splunk App for Phantom. The Splunk App for Phantom
Reporting is used to generate reports on Phantom activity from Sphnk. Reference, page 1.

R #99
Which of'the following is a step when configuring event forwarding from Splunk to Phantom?

A. Create a saved search that generates the JSON for the new container on Phantom.

B. Map CIM to CEF fields.

C. Create a Splunk alert that uses the event forward.py script to send events to Phantom.
D. Map CEF to CIM fields.

ER: C

AR

Explanation

A step when configuring event forwarding from Splunk to Phantom is to create a Splunk alert that uses the event_forward.py script
to send events to Phantom This script will convert the Splunk events to CEF format and send them to Phantom as containers. The
other options are not valid steps for event forwarding,

See Forwarding events from Splunk to Phantom for more details.

E R #100
Which of the following is a best practice for use of the global block?
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A. Declare outputs which will be selectable within playbook blocks.
B. Execute custom code after each run of the playbook.

C. Execute code at the beginning of each run of the playbook.

D. Tmport packages which will be used within the playbook.

Ef#: D

R

The global block within a Splunk SOAR playbook is primarily used to import external packages or define global variables that will
be utilized across various parts of the playbook. This block sets the stage for the playbook by ensuring that all necessary libraries,
modules, or predefined variables are available for use in subsequent actions, decision blocks, or custom code segments within the
playbook. This practice promotes code reuse and efficiency, enabling more sophisticated and powerful playbook designs by
leveraging external functionalities.

B #101
‘Which Phantom API command is used to create a custom list?

A. phantom.include Tist()
B. phantom.create_list()
C. phantom.add_list()
D. phantomnew _list()

Ef#: C

ER #102
‘When configuring a Sphunk asset for SOAR to connect to a Splunk Cloud instance, the user discovers that they need to be able to
run two different on_poll searches. How is this possible?

A. Enter the two queries in the asset as comma separated values.

B. Configure the second query in the Sphunk App for SOAR Export.

C. Install a second Splunk app and configure the query in the second app.
D. Configure a second Splunk asset with the second query.

IEf#: D

fi .-

In Splunk SOAR, when needing to run multiple on_poll searches to a Splunk Cloud instance, the recommended approach is to
configure a second Sphunk asset specifically for the second query. This method allows each Splunk asset to maintain its own settings
and query configurations, ensuring that each search can be managed and optimized independently. This separation also helps in
troubleshooting and maintaining clarity in the configuration.

Option A, installing a second Splunk app, is not necessarily relevant as the app itself does not determine the number of queries but
rather how they are managed and processed through assets.

Option B, configuring the second query in the Splunk App for SOAR Export, does not apply as this app typically handles data
exportation from SOAR to Sphunk, not managing multiple polling queries.

Option C, entering the two queries as comma-separated values, would not be practical or finctional as Splunk SOAR's asset
configuration does not process multiple queries in this manner for polling purposes.

When configuring a Splunk asset for SOAR to connect to a Splunk Cloud instance and there is a need to run two different on_poll
searches, the appropriate action is to configure a second Splunk asset with the second query. This allows each Splunk asset to have
its own unique on_poll search configuration, enabling them to run independently and retrieve different sets of data as required. The
other options, such as installing a second app or entering queries as comma-separated values, are not standard practices for
managing multiple on_poll searches in Splunk SOARI.

References:Splunk SOAR documentation on configuring search in Splunk SOARI.
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