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¢ Firewall policies and authentication: This section of the exam measures the skills of firewall admmnistrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

ey 71

¢ Routing; This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
ey 72 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the mitial configuration, establish basic connectivity, and integrate the
bEY 73 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system|
readiness and network uptime.
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¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate

NEw 24 spection modes, and configure web filtering policies. The ability to implement application control for

monitoring and regulating network application usage, configure antivirus profiles to detect and block

malware, and set up Intrusion Prevention Systerrs (IPS) to shield the network from threats and

vulnerabilities is also assessed.

¢ VPN: This section of the exam measures the skills of network security engineers and covers the

configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
FEY 25 mmplement SSL. VPN to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.
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R #120
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUL

SD-WAN Zone SD-WAN Rule Performance SLAs

EGUIAILE Volume Sessions

Download

@ portd
® porté
® port2

port3

Interface =
B8 &R virtual-wan-link
& Underlay

B & overlay

Based on the exhibit, which statement is true?

e A The virtual-wan-link and overlay zones can be deleted.
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¢ B. The Underlay zone contains no member.
¢ (. The Underlay zone is the zone by default.
e D. port2 and port3 are not assigned to a zone.

IEf#: B

fiE it
Underlay is not a default zone. It is user defined and not active.

HMA #121

An administrator wanted to configure an IPS sensor to block traffic that triggers a signature set number of times during a specific
time period.

How can the administrator achieve the objective?

A. Use IPS packet logging option with periodical filter option.

B. Use IPS group signatures, set rate-mode 60.

C. Use IPS filter, rate-mode periodical option.
D. Use IPS filter, rate-mode periodical option.

EM: D
s

The IPS filter with the rate-mode set to "periodical” allows the administrator to block traffic that triggers a signature a specified
number of times within a defined time period, meeting the requirement.

B #122
Refer to the exhibits.

Antivirus profile

Edit AntiVirus Profile

- HTTP_AV _Profile
HsATINET
Comments Write a comment... 01255

AntiVirus scan (0 €@ QS Monitor))

Feature set Flow-based RETEAEEE
Inspected Protocols

HTTP O

SMTP »

POP3 »

IMAP »

FTP O

CIFS »

MAPI @ O

SSH@ O
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Edit Policy

| porta
M port2|

Source & Destination Showiogc

Incoming interface

Outgoing interface

Source 8a x

User/group +

Destination &) ol x

Service @ ons x
HTTP x
HTTPS x
@ srp x|

Use Untgo

xng Interface Address

Security Profiles

AntiVirus © B HTTP AV Profile
Web filter

Video filter

DNS filter
Application control

IPS

* I I

File filter

SSL inspection BTN certificate-inspection

F:=RTINET,

Use Dynamic IP Pool




HTTPS access

«~ C oM. 100.65,00254

whload area using the stapdard protocol HTTP or secure, SSL enabled protocol HTTPS|

ficarcom ___Jlelcarcom iy Jloicar comzip ______Jeicarcom? 24

Youare asked to implement an antivirus profile for files downloaded through FTP, HTTP, and HTTPS.
While testing, you are successful with HTTP and FTP protocols, but FortiGate does not block the file download over HTTPS.
What could be the cause?

A. The SSL inspection mode in the firewall policy is not deep content inspection.

B. The action on the firewall policy is not set to deny.

C. Web filter is not enabled on the firewall policy to complement the antivirus profile.
D. The feature set in the antivirus profile is not set to Flow-based.

EfE: A

fEEH s

The SSL inspection mode in the firewall policy is set to certificate-inspection, which only examines SSL certificates without
decrypting HTTPS traffic. Because of'this, FortiGate cannot inspect or block files downloaded over HTTPS, as the content remains
encrypted. To enable antivirus scanning on HTTPS traffic, the SSL inspection mode must be set to deep-inspection, allowing the
FortiGate to decrypt, inspect, and re-encrypt the traffic.

B #123
Refer to the exhibit.



Time = Message =

063629 vd-root 0 received a packet{proto=1, 10.0.11.50:3->100.65.0.254:2048)
tun_id=0.0.0.0 from port4, type=8, code=0, id=3, seq=168

06:39:29 allocate a new session-00000ect

06:39.20 in{por-4], out-]

06:39:29 len=0

06:39:29 result skb_flags-02000000, vid-0, rét Ro-matchact-accept, flag-00000000

063029 find a route: flag=00000000,gWw=0"00.0 via port2

06:39:29 infjport-4], out-[pat=2],'Skb,_Tlags-02000000, vid-0, app_id: 0, url_cat_id: 0

06:39:29 gnum-1000089uSe addrintf hash, len=1

06:39:29 . Ehecked gnum-100004 policy-0, ret-matched. act-accepl

06:39:29 fel-matched

06:39:29 policy-0 is matched, act-drop

06:39:29 after iprope_captive_check(}. 1s_captive-0, ret-matched, act-drop, 1dx-0

063929 afler iprope_captive_check() is_captive-0, ret-malched, acl-drop, idx-0

06:39:29 ﬁeﬂﬁd Dﬁﬂﬁgwlm 0)

Why did the FortiGate device drop the packet?

A. Tt matched an explicitly configured firewall policy with the action DENY.
B. It matched the default implicit firewall policy.

C. It failed the RPF check.

D. It cannot reach the next-hop IP.

.
R

: B

B #124
Refer to the exhibit.



Edit Address

Name Fortinet

Color & Change

Interface = pof1?

Type , F::RTINE
FQDN www.fortinet.com
Routing configuration

Comments

An administrator has created a new firewall address to use as the destnation for a static route.
Why is the admmnistrator not able to select the new address in the Destination field of the new static route?

¢ A Inthe new static route, the administrator must select Named Address.

¢ B. In the new firewall address, Routing configuration must be enabled.

e C. Inthe new static route, the administrator must first set the interface to port2.
e D. In the new firewall address, the FQDN address must first beresolved.

Ef#: B

R
To use an FQDN-based address object as a destination in a static route, the "Routing configuration” option must be enabled in the
firewall address settings. Without this, the address cannot be selected for routing,

B #125
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