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PRI #99

Your on-premises network contains a VPN device.

You have an Azure subscription that contains a virtual network and a virtual network gateway.

You need to create a Site-to-Site VPN connection that has a custom cryptographic policy.

How should you complete the PowerShell script? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Spolicy = MNew-AzlpsecPol -IkeEncryprion AES2SE -IkeThtegrity SHA3B4 -DhGroup DHGroupld -IpsecEncryption AES1SE
Ipsec-, imeSeconds 14400 SADErabizedilobytes 102400000
New-AzipsecTrafficSelectorPolicy
New-Az5erviceEndpointPolicy
New-AzVpnClientipsecPolicy ]

1NE‘W-‘\."VIHUJ'NQT\WH(GD{E‘\'FB}{O”M 'j -Namg §Connectionlé -ResourceGroupMame SRG1 -VirtvalMetworkGatewayl Swnetigw
New-AzVirtualHub
Mew-AzvirtualNetworkGatewyy

New-AzVirtualNetworkGatewayConnection i 7 M I C ro S O

Nm-MVurtualNe:woltGatt\_ua yMNatRule

Henl -cnnm‘l’p& IPsec -IpsecPolicies Spolicy -5h¥ﬂl.ey fAzureAlb2C3”
)

t

M - ft
$policy = New-AzlpsecPoli k -IkeEncryption AES256 -Ikelntegrity SHA384 -DhGroup DHGroup24 -IpsecEncryption AES256
-Ipsec: INeW'A-’{PSECPDhC\' imeSeconds 14400 -SADataSizeKilobytes 102400000

New-AzipsecTrafficSelectorPolicy

New-AzServiceEndpointPolicy
New-AzVpnClientipsecPolicy v

| New-AzVirtualNetworkGatewayConnection ¥ | -Name SConnectionlé -ResourceGroupName $RG1 -VirtualNetworkGatewayl Svnetlgu
New-AzVirtualHub
New-AzVirtualNetworkGatewa
New-AzVirtualNetworkGatewayConnection

Y. Ua 0 d d athu

donl -ConnectionType IPsec -IpsecPolicies Spolicy -SharedKey ‘AzureAlb2¢3*

F 78 #100

You have an Azure subscription that contains the following resources:

- A virtual network named Vnetl

- Two subnets named subnet] and AzureFirewallSubnet

- A public Azure Firewall named FW1

- A route table named RT1 that is associated to Subnet1

- A rule routing 0£0.0.0.0/0 to FW1 n RT1

After deploying 10 servers that run Windows Server to Subnet1, you discover that none of the virtual machines were activated.
Youneed to ensure that the virtual machines can be activated.

‘What should you do?

¢ A. Add an internet route to RT1 for the Azure Key Management Service (KMS).

e B. Deploy a NAT gateway.

e C. OnFWI1, configure a DNAT rule for port 1688

e D. To Subrnetl, associate a network security group (NSG) that allows outbound access to port 1688.

BEE: A
fRREFREA

Add specific outbound rule for KMS in the FW as there is already default route points FW.
Add specific address prefix route in route table so it can by pass default route to FW.

R #101
You have an Azure subscription that contains the resources shown in the following table.
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provides access to App1 by using a URL of httpz//app1.contoso.com

You create a new web app named App2.

Youneed to configure Gateway1 to enable minimize administrative effort.

‘What should you configure on Gateway1?

A. alistener and a backend pool

B. a listener and a routing rule

C. a backend pool and a routing

D. a listener, a backend pool, and a rule
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& #102
You have an Azure virtual network named Vnetl that contains two subnets named Subnet] and Subnet2.
You have the NAT gateway shown in the NATgateway1 exhibit.

NATgatewayl |\ /1°
¢ = Mitrosoft
b D Delete (!efresh
# Essentials JSON View
Resource group (change) RGA
Location +: North Europe (Zone 1)
Subscription (change) : Subscription1
Subscription 1D : 489f2hht-se7y-987v-g571-463hw3679512
Virtual network :Vnetl
Subnets 1
Public IP addresses 10
Public IP prefixes i
Tags (change) : Click here to add tags

You have the virtual machine shown in the VM1 exhibit.



LivMm1 2

Virtual macnine

» “* Connect P start QY Restart M Stop & Capture [ Delete &) Refresh

-~ Essentials
Resource group (change) Operating system
RG1 Windows

;:;r;::;m e (Zone 2 { astZte St : c msgtlrageﬂ
pe ( ) W )

Subscription (change) Virtual network/subnet
Subscription1 Vnet1/Subnet1

Subscription ID DNS name
489f2hht-se7y-987v-g571-463hw3679512

Availability zone
2

Tags (change)
Click here to add tags

Subnetl is configured as shown in the Subnet1 exhibit.



Subneti

Vnet1

Name
Subnet1

Subnet address range * (0

| 10.100.1.0/24 — |
10.100.1.0-10.100.1.255 (251 +5 e C
RS FTEO
D Add IPv6 address space @

NAT gatt—:ﬂn.'n.r::\:g.'Gl
[ NATgateway1

Network security group
[ None

Route table
I RouteTable1

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your
virtual network over service endpoints. Learn more

Services ()
Microsoft.Storage

Service Status

Microsoft.Storage Succeeded

Service endpoint policies
| 0 selected

SUBNET DELEGATION

Delegate subnets to a service ()
[ None

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements M i Croso ft Yes

O

VM1 can communicate cutbound by using NATgatewﬁl

est.com

The virtual machines in 5ubnmn{ra51%t ound by using NATgatewayl O

All the virtual machines that use NATgatewayl to connect to the internet use the same O
public IP address

S RE A -



Statements (F7 %
I\

Yes
VM1 can communicate outhound by using NATgatewayl O

The virtual machines in Subnet2 communicaté outbound by using NATgateway1

All the virtual machines that use NATgateway1 to connect to the internet use the same O
public IP address

Explanation
Graphical user mterface, text, application Description automatically generated

Statements Yes
VM1 can communicate outbound by using NATgateway O
The virtual machines in Subnet2 communicate outbound by using NATgateway1 ‘O

All the virtual machines that use NATgatéway1 to connect to the internet use the same O
public IP address

Box 1: No

VML is in Zone2 whereas the NAT Gateway is in Zonel. The VM would need to be in the same zone as the NAT Gateway to be

able to use it. Therefore, VM1 cannot use the NAT gateway.
Box 2: Yes

NATgateway! is configured in the settings for Subnet2.

Box 3:No

The NAT gateway does not have a single public IP address, it has an IP prefix which means more than one IP address. The VMs

the use the NAT Gateway can use different public IP addresses contained within the IP prefix.
Reference:
httpsr/docs.microsoft.conven-us/azure/virtual-network/nat- gateway/nat- gateway-resource

I E #103

You have an Azure Front Door instance that provides access to a web app. The web app uses a hostname of www.contoso.com.

You have the routing rules shown in the following table.

Name Path
RuleA /abc/def
RuleB /ab

RuleC f

RuleD Jabc/*

‘Which rule will apply to each incoming request? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point



www.contoso.com/abc/def

www.contoso.com/default.htm

www.contoso.com/abc/def/default.htm

ER:
R -

www.contoso.com/abc/def | b A8

www.contoso.com/default.htm T ]v _

RuleA
RuleB
"RuleC

RuleD
N

i
-

— — 5= S —

www.contoso.com/abc/def/default.htm | A 4

RuleA
ReleB o i
_RuleC

B Microsoft W82,

Explanation



Table Description autormatically generated

www.contoso.com/abc/def \4 |
RuleA !

_ RuleB

| RuleC

RuleD

www.contoso.com/default.htm A 4

RuleA
| RuleB
" RuleC
. RuleD

www.contoso.com/abc/def/default.htm v

. RuleA
RuleB
| RuleC

. RuleD |

Reference:
httpsz/docs.microsoft.conven-us/azure/frontdoor/front-door-route-matching
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