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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q73-
Q78):

NEW QUESTION # 73

An organization is hosting a semmnar with eight individuals who need to connect to their own dedicated VM. The technician used the
following VM configurations:

IP address: DHCP

NIC: 1Gbps

Network: 10.1.10.0/29

Several users are unable to access their VMs. Which of the following best describes the reason?

A. Too much traffic is on the network.

B. Not enough addresses are available.

C. The routes are misconfigured.

D. DHCP is not working correctly on the VM.

Answer: B

Explanation:

The network is configured with a subnet of /29, which provides only 6 usable IP addresses after accounting for the network and
broadcast addresses. With eight individuals needing to connect to their own dedicated VM, there are not enough IP addresses
available to assign to each VM, leading to several users being unable to access their VM. This issue is not related to misconfigured
routes, network traffic, or DHCP functionality, but rather the limited number of TP addresses available in the given subnet.

NEW QUESTION # 74
A cloud admmistrator recently created three servers in the cloud. The goal was to create ACLs so the servers could not
commumnicate with each other. The servers were configured with the following IP addresses:

Server 1 Server 2 Server 3
IP address |172.16.12.7 172.16.12:14 172.16.13.4
:g:;Tt 255.255.255.240 |255,255.255.240 [255.255.255.240
Default
gateway 172.16.12.1 172.16.12.17 172.16.13.15

After implementing the ACLs, the administrator confirmed that some servers are still able to reach the other servers. Which of the
following should the administrator change to prevent the servers from being on the same network?

e A The IP address of Server 2 to 172.16.12.18
e B. The IP address of Server 2 to 172.16.14.14
e C. The IP address of Server 1 to 172.16.12.2

e D. The IP address of Server 1 to 172.16.12.36

Answer: A

Explanation:

This change places Server 2 in a different subnet from Server 1, preventing communication between them via ACLs based on subnet
isolation.

If servers are isolated at subnet level, ACLs can be effective in blocking cross-subnet communication.
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NEW QUESTION # 75
A company's man web application is no longer accessible via the internet. The cloud admmnistrator investigates and discovers the
application is accessible locally and only via an IP access. Which of the following was misconfigured?

A. DNS
B. DHCP
C.Ip

D. NAT

Answer: A

Explanation:

‘When a web application is accessible locally via an [P address but not via the internet, the issue likely lies with the Domain Name
System (DNS). DNS is responsible for translating domain names into [P addresses. A misconfiguration in DNS records or failure in
DNS resolution can prevent users from accessing the application through its domain name, even though the application itself is
running and accessible via its direct IP address.References: In the CompTIA Cloud+ curriculum, understanding cloud concepts and
networking findamentals, including DNS, is crucial for troubleshooting and ensuring applications are accessible and perform
optimally in cloud environments.

NEW QUESTION # 76

A user's assigned cloud credentials are locked, and the user is unable to access the project's application. The cloud administrator
reviews the logs and notices several attempts to log in with the user's account were made to a different application after working
hours. Which of the following is the best approach for the admmistrator to troubleshoot this issue?

A. Reset the user's account and implement a stronger lock-out policy.

B. Track the source of the log-in attempts and block the IP address of the source in the WAR
C. Create new credentials for the user and restrict access to the authorized application.

D. Install an IDS on the network to monitor suspicious activity

Answer: B

Explanation:

The admmnistrator should track the source of the log-in attempts and block the IP address in the Web Application Firewall (WAF).
This will prevent further unauthorized attempts from that source. It is also advisable to reset the user's account credentials as a
precautionary measure.

Reference: Incident response and addressing unauthorized access attempts, including tracking and blocking IP addresses, are
security measures addressed in the CompTIA Cloud+ material

NEW QUESTION # 77
Which of'the following is used to detect signals and measure physical properties, such as the temperature of the human body?

A. Beacon

B. Transmission protocols
C. Sensors

D. Gateways

Answer: C

Explanation:

Sensors are used to detect signals and measure physical properties, such as temperature. They are devices that respond to a
physical stimulus (like heat, light, sound, pressure, magnetisim, or a particular motion) and transmit a resulting impulse for detection
and measurement.

NEW QUESTION # 78
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