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H #25
A Citrix Engineer needs to protect a website that contains sensitive data such as employee ID numbers and customer ID numbers.
Which security check can the engineer implement to protect the sensitive data?

A. CSRF Form tagging
B. Field Formats

C. Content-type

D. Safe Object Check

H
R

: D

H #26

Scenario: During application troubleshooting, a Citrix Engineer notices that response traffic received froma protected web
application is NOT matching what the web server is sending out. The engineer is concerned that someone is trying to disrupt caching
behavior.

Which action is the Citrix Web App Firewall performing that would trigger this false positive?
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A. Modifying and adding cookies in the response
B. Removing the Accept-Encoding header

C. Inserting a hidden form field

D. Removing the Last-Modified header

Ef#: D

B #27
‘Which Front End Optimization technique causes the Citrix ADC to resize images before sending themto the client?

A. Inlining
B. Compression

C. Minify
D. Shrink to Attributes

Ef#: D

HM #28
A Citrix Engineer needs to ensure that infrastructure is PCI DSS compliant.
Which two are prerequisite actions for PCI DSS compliance? (Choose two.)

A. Regularly test security systems and processes.

B. Assign a unique ID to each person with computer access.

C. Track and monitor every transaction of the cardholder.

D. Ensure that cardholder data is sent unencrypted over public networks.

E. Use only vendor-supplied defaults for system passwords and other security parameters.

Ef: A C

B #29
A Citrix Engineer needs to configure Relaxation Rules using the learned data for SQL Injection.
Which setting can the engineer enable in order to avoid false-positive learned rules?

A. Remove all unreviewed data from Learning settings.

B. Increase Minthreshold value in Learning settings.

C. Increase database size for Learned data.

D. Decrease Minthreshold value to Default in Learning settings.

EfE: A
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