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o Measuring your Platform: This part of the exam assesses Procurement Specialists on how to measure
FEy 2 1 platform efficiency and team productivity. It includes knowledge of applying DORA metrics for platform
mitiatives and monitoring outcomes to align with organizational goals.
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¢ Platform Engineering Core Fundamentals: This section of the exam measures the skills of Supplier

Management Consultants and covers essential foundations such as declarative resource management,
FEw 22 DevOps practices, application environments, platform architecture, and the core goals of platform
engineering, It also includes continuous integration fundamentals, delivery approaches, and GitOps
principles.

¢ Continuous Delivery & Platform Engmneering: This section measures the skills of Supplier Management
Consultants and focuses on continuous integration pipelines, the findamentals of the CI

hEY 73 ¢ CD relationship, and GitOps basics. It also includes knowledge of workflows, incident response in

platform engineering, and applying GitOps for application environments.

¢ Platform Observability, Security, and Conformance: This part of the exam evaluates Procurement
Specialists on key aspects of observability and security. It includes working with traces, metrics, logs, and

FEw 24 events while ensuring secure service communication. Policy engines, Kubernetes security essentials, and
protection in CI

¢ CD pipelines are also assessed here.

¢ IDPs and Developer Experience: This section of the exam measures the skills of Supplier Management
Consultants and focuses on improving developer experience. It covers simplified access to platform

bEY 7S capabilities, API-driven service catalogs, developer portals for platform adoption, and the role of Al

¢ ML in platform automation.
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XE CNPA 35 B (Q36-Q41):

H #36
‘Which component is essential for ensuring the repeatability and consistency of builds in a Continuous Integration pipeline?

A. Customizable dashboards that visualize pipeline metrics and performance for different stakeholders.
B. Immutable artifacts with unique identifiers that are generated once and promoted across environments.
C. Dynamic resource allocation that automatically scales mfrastructure based on pipeline workload.

D. Real-time notification systemns that alert developers immediately when builds fail in any environment.

Ef#: B

R -

To achieve repeatability and consistency, CI pipelines must produce immutable artifacts that are uniquely identifiable and
reproducible. Option D is correct because immutable artifacts (such as container images tagged with digests or versioned binaries)
ensure that the same build artifact can be promoted across environments (dev, staging, production) without modification. This
eliminates discrepancies caused by rebuilding code in different environments.

Option A (notifications) improves feedback but does not guarantee consistency. Option B (dynamic scaling) optimizes resource
usage but does not address build reproducibility. Option C (dashboards) aid in visibility but are not critical to ensuring consistent
outputs.

Immutable artifacts are essential for compliance, traceability, and reliability. They ensure that what has been tested is exactly what
gets deployed, which is central to continuous delivery and GitOps practices.

References:- CNCF Platforms Whitepaper- CNCF Supply Chain Security Whitepaper- Cloud Native Platform Engineering Study
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H #37
To simplify service consumption for development teams on a Kubernetes platform, which approach combines service discovery with

an abstraction of underlying infrastructure details?

A. Shared service connection strings and network configurations document.
B. Service catalog with abstracted APIs and automated service registration.
C. Manual service dependencies configuration within application code.

D. Direct Kubernetes API access with detailed documentation.

IEf#: B

RN -

Simplifying developer access to platform services is a central goal of internal developer platforms (IDPs).

Option D is correct because a service catalog with abstracted APIs and automated registration provides a unified interface for
developers to consume services without dealing with low-level infrastructure details. This approach combines service discovery with
abstraction, offering golden paths and self-service capabilities.

Option A burdens developers with hardcoded dependencies, reducing flexibility and portability. Option B relies on manual
documentation, which is error-prone and not dynamic. Option C increases cognitive load by requiring developers to interact directly
with Kubernetes APIs, which goes against platform engineering's goal of reducing conplexity.

A service catalog enables developers to provision databases, messaging queues, or APIs with minimal input, while the platform
automates backend provisioning and wiring. It also improves consistency, compliance, and observability by embedding platform-
wide policies into the service provisioning workflows. This results in a seamless developer experience that accelerates delivery while
maintaining governance.

References:- CNCF Platforms Whitepaper- CNCF Platform Engineering Maturity Model- Cloud Native Platform Engineering
Study Guide

B #38
Why is centralized configuration management important in a multi-cluster GitOps setup?

e A It makes it impossible for different teans to customize configurations for specific clusters, reducing flexibility.

e B. It ensures consistent and auditable management of configurations and policies across clusters froma single Git repository
or set of coordinated repositories.

e C. It requires all clusters to have the exact same configuration, including secrets and environment variables, to maintain
uniformity.

e D. It eliminates the need for automated deployment tools like Argo CD or Flux since configurations are already stored
centrally.

EfE: B

R

In a GitOps-driven multi-cluster environment, centralized configuration management ensures that platform teams can maintain
consistency, governance, and security across multiple clusters, all while leveraging Git as the single source of truth. Option B is
correct because centralization allows teans to enforce policies, apply configurations, and audit changes across environments in a
traceable and reproducible way. This supports compliance, as every change is version-controlled, peer-reviewed, and automatically
reconciled by tools like Argo CD or Flux.

Option A is misleading-centralized management does not mean clusters must have identical configurations; it enables consistent
patterns while still allowing environment-specific overlays or customizations (e.g,, dev vs. prod). Option C is incorrect because
GitOps tools remain essential for continuous reconciliation between desired and actual state. Option D is also incorrect because
centralized management does not remove flexibility-it supports parameterization and customization per cluster.

By combining centralization with declarative configuration and GitOps automation, organizations gain operational efficiency, faster
recovery from drift, and improved auditability in multi-cluster scenarios.

References:- CNCF GitOps Principles for Platforms- CNCF Platfornms Whitepaper- Cloud Native Platform Engineering Study
Guide

HR #39



Which of the following best describes the primary function of an incident management system during a platform outage?

¢ A Retroactively analyze system logs and metrics after the incident resolution to identify the root cause.

¢ B. Automatically generate detailed incident documentation, including the timeline and actions taken by the response team.

¢ C. Automatically execute predefined remediation scripts on the affected systens to resolve the incident without human
mtervention.

¢ D. Centralize alerts, facilitate notification to the appropriate on-call personnel, coordinate communication, and provide
visibility into the incident status.

Ef#: D

TR

An incident management system's primary function is to coordinate response during outages, ensuring that alerts are centralized, on-
call personnel are notified, commumnication is managed, and visibility is maintained.

Option B is correct because it emphasizes the core responsibilities of incident management systens like PagerDuty, Opsgenie, or
ServiceNow. These systemns streamline response efforts, reducing mean time to recovery (MTTR).

Option A (incident documentation) is valuable but usually a secondary outcome of incident management.

Option C (root cause analysis) is part of post-incident reviews, not the primary fimction during active response. Option D
(automated remediation) may be supported by runbooks but is not the core role of incident management systemns.

By centralizing and standardizing incident response, these systens enhance collaboration, reduce confusion, and provide
stakeholders with up-to-date information on incident status, which is critical for maintaining trust and operational resilience.
References- CNCF Platforms Whitepaper- SRE Incident Management Practices- Cloud Native Platform Engineering Study Guide

HE #40
In the context of observability for cloud native platforms, which of the following best describes the role of OpenTelemetry?

e A OpenTelemetry is a proprietary solution that limits its use to specific cloud providers.

¢ B. OpenTelemetry provides a standardized way to collect and transmit observability data.
e C. OpenTelemetry is solely focused on infrastructure monitoring,

¢ D. OpenTelemetry is primarily used for logging data only.

IEf#: B

L2

OpenTelemetry is an open-source CNCF project that provides vendor-neutral, standardized APIs, SDKs, and agents for collecting
and exporting observability data such as metrics, logs, and traces. Option C is correct because OpenTelemetry's purpose is to unify
how telemetry data is generated, transmitted, and consumed, regardless of which backend (e.g., Prometheus, Jaeger, Elastic,
commercial APM tools) is used.

Option A is incorrect because OpenTelemetry supports all three signal types (metrics, logs, traces), not just logs. Option B is
incorrect because it is an open, community-driven standard and not tied to a single vendor or cloud provider. Option D is misleading
because OpenTelemetry covers distributed applications, services, and infrastructure-far beyond just infrastructure monitoring,
OpenTelemetry reduces vendor lock-in and promotes interoperability, making it a cornerstone of cloud native observability
strategies. Platform engineering teams rely on it to ensure consistent data collection, enabling better insights, faster debugging, and
improved reliability of cloud native platforms.

References:- CNCF Observability Whitepaper- OpenTelemetry CNCF Project Documentation- Cloud Native Platform Engineering
Study Guide
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