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& #48
What is a potential risk associated with hallucinations in LLMs, and how should it be addressed to ensure Responsible AI?
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A. Hallucinations can produce inaccurate or misleading information; it should be addressed by incorporating external
knowledge bases and retrieval systers.

B. Hallucinations are primarily due to overfitting; regularization techniques should be applied during training,

C. Hallucinations can lead to creative outputs, which are beneficial for all applications; hence, no measures are necessary.
D. Hallucinations cause models to slow down; optimizing hardware performance is necessary to mitigate this issue.
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Hallucinations in LLMs risk generating inaccurate or misleading outputs, undermining trust and safety.

Incorporating external knowledge bases and retrieval systemns, like RAG, grounds responses in verified data, reducing fabrications
and aligning with Responsible Al principles. Regularization helps but is secondary to factual grounding, Exact extract: "Hallucinations
produce misleading information, addressed by incorporating external knowledge bases and retrieval systems for Responsible AL"
(Reference: Cyber Security for Al by SISA Study Guide, Section on LLM Hallucination Mitigation, Page 125-128).

P& #49
What is the main objective of ISO 42001 in Al management systems?

A. To regulate hardware used in Al deployments.

B. To establish requirements for an Al management system within organizations.
C. To focus solely on technical specifications for Al algorithis.

D. To provide guidelines only for small-scale Al projects.
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ISO 42001 outlines a framework for organizations to manage Al responsibly, covering risk assessment, governance, and continual
improverment. It ensures alignment with ethical principles, promoting trustworthy Al through structured processes. Applicable across
sectors, it integrates with existing management systens like ISO 27001. Exact extract: "The main objective of ISO 42001 is to
establish requirements for an Al management system in organizations." (Reference: Cyber Security for Al by SISA Study Guide,
Section on ISO 42001 Overview, Page 260-263).

PR #50
In a financial technology company aiming to implement a specialized Al solution, which approach would most effectively leverage
existing Al models to address specific industry needs while maintaining efficiency and accuracy?

¢ A Building a new, from scratch Domain-Specific GenAl model for financial tasks without leveraging preexisting models.

¢ B. Integrating multiple separate Domain-Specific GenAl models for various financial fimctions without using a foundational
model for consistency

e C. Using a general Large Language Model (LLM) without adaptation, relying solely on its broad capabilities to handle
financial tasks.

e D. Adopting a Foundation Model as the base and fine-tuning it with domain-specific financial data to enhance its capabilities
for forecasting and risk assessiment.
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Leveraging foundation models like GPT or BERT for fintech involves fine-tuning with sector-specific data, such as transaction logs
or market trends, to tailor for tasks like risk prediction, ensuring high accuracy without the overhead of scratch-building, This
approach maintains efficiency by reusing pretrained weights, reducing training time and resources in SDLC, while domain adaptation
mitigates generalization issues. It outperforms unadapted general models or fragmented specifics by providing cohesive, scalable
solutions.

Security is enhanced through controlled fine-tuning datasets. Exact extract: "Adopting a Foundation Model and fine-tuning with
domain-specific data is most effective for leveraging existing models in fintech, balancing efficiency and accuracy." (Reference: Cyber
Security for Al by SISA Study Guide, Section on Model Adaptation in SDLC, Page 105-108).

PR #51
How does the STRIDE model adapt to assessing threats in GenAlI?



e A Byusing it unchanged from traditional software.

B. By focusing only on hardware threats in Al systens.

C. By applying Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege to Al
components.

¢ D. By excluding Al-specific threats like model inversion.
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The STRIDE model adapts to GenAl by evaluating threats across its categories: Spoofing (e.g., fake inputs), Tampering (e.g., data
poisoning), Repudiation (e.g,, untraceable generations), Information Disclosure (e.g,, leakage from prompts), Denial of Service (e.g,,
resource exhaustion), and Elevation of Privilege (e.g., jailbreaking). This systematic threat modeling helps in designing resilient GenAl
systems, incorporating Al- unique aspects like adversarial inputs. Exact extract: "STRIDE adapts to GenAl by applying its threat
categories to Al components, assessing specific risks like tampering or disclosure." (Reference: Cyber Security for Al by SISA
Study Guide, Section on Threat Modeling for GenAl, Page 240-243).

R #52
When integrating LLMSs using a Prompting Technique, what is a significant challenge in achieving consistent performance across
diverse applications?

e A. Overcoming the lack of transparency in understanding how the LLM interprets varying prompt structures.
¢ B. Handling the security concerns that arise from dynamically generated prompts

e C. The need for optimizing prompt templates to ensure generalization across different contexts.

¢ D. Reducing latency in generating responses to meet real-time application requirements.
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Prompting techniques in LLM integration, such as zero-shot or few-shot prompting, face challenges in consistency due to the need
for meticulously optimized templates that generalize across tasks. Variations in prompt phrasing can lead to unpredictable outputs,
requiring iterative engineering to balance specificity and flexibility, especially in diverse domains like legal or medical apps. This
optimization involves A/B testing, semantic alignment, and incorporating chain-of-thought to enhance reasoning, but it demands
expertise and time in SDLC phases. Unlike latency issues, which are hardware-related, prompt optimization directly affects
performance reliability. Security overlaps, as poor prompts might expose vulnerabilities, but the core challenge is generalization.
Efficient SDLC uses automated pronpt tuning tools to streamline this, reducing development overhead while maintaining efficacy.
Exact extract: "A significant challenge is optimizing prompt templates to ensure generalization across different contexts, crucial for
consistent LLM performance in varied applications." (Reference: Cyber Security for Al by SISA Study Guide, Section on
Prompting in SDLC, Page 100-103).
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