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Fortinet FCP_FML_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Email Security: This section of the exam measures skills of a Network Security Administrator and deals

with implementing security controls to filter and manage emil threats. Candidates must configure session-
Topic 1 based filtering, spam detection methods, malware protection, APT mitigation, and content filtering, The
section also includes email archiving configurations for compliance and storage.

e Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security

Admmistrator and explains how to deploy and manage FortiMail in different operation modes. It includes
Topic 2 configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

¢ Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the

iplementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
Topic 3 based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

e Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Admmnistrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing initial configurations such as selecting operation mode, system settings, and defining
protected domains. It also involves deploying FortiMail in high-availability clusters to ensure service
continuity.

Topic 4

¢ FEmail Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer

and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
Topic 5 authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.

Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q45-Q50):
NEW QUESTION # 45

Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email Archiving 2) froma FortiMail
device.

Email Archiving Policy

Email Archiving Policy

Status L &

EALIRET

Pattern marketing@example.com

Comment
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Email Archiving Exempt Policy

Email Archiving Exempt Policy

Status [ &

Account journal v 4+ &
Policy type | Spam Email -

Pattern

Comment

F="=_TIirE1

What two archiving actions will FortiMail take when email messages match these archive policies? (Choose two.)

A. FortiMail will archive email sent from marketing@example.com

B. FortiMail will save archived email in the journal account.

C. FortiMail Will allow only the marketing@example.com account to access the archived email
D. FortiMail will exempt spam email from archiving,

Answer: B,D

Explanation:

FortiMail will exempt spam email from archiving,

The Email Archiving Exempt Policy is set to "Spam Email," so any messages identified as spam are skipped.
FortiMail will save archived email in the journal account.

Both policies target the same "journal" account, so all non-exempt matching messages go into that mailbox.

NEW QUESTION # 46
Refer to the exhibit, which shows a partial antispam profile configuration.

AriSgam Profle

Mame AS_Inbound |

Comment |
Default action e rCpaaranline v + B |
amm

F<RILINET |
B FortiGuwd Action --Default- e |
L 1P Repulbtiod ALl Deelauit v 4 . |
JEL Catcgory |

D Primary oliadving - A i Dhefauslh LR
(B Secondary | uneated - Action| ~Defaik -- - i

Spam outbreak protection - Maonitor only -
‘What will happen to an email that triggers Spam outbreak protection?

A. The email is marked as clean and released to the recipient.
B. The email is logged.

C. The emnail is rejected.

D. The email is held n a deferred queue for a period of time.

Answer: B

NEW QUESTION # 47
Refer to the exhibit which shows a detailed history log view.



Log Details: 0200002400
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1
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0017337
information
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statistics

Which two actions did FortiMail take on this email message? (Choose two.)

Answer: B,D

NEW QUESTION # 48

While reviewing logs, an administrator discovers that an incoming email was processed using policy IDs 0:4:9:INTERNAL.

A. FortiMail forwarded the email to User 1 without scanning,

B. FortiMail modified the subject of the email message.

C. FortiMail sent the email message to User 1's personal quarantine.
D. Fort]Mail replaced the virus content with a message

‘Which two statements describe what this policy ID means? (Choose two.)



A. The email was processed using [P-based policy ID 4.

B. FortiMail is applying the default behavior for relaying nbound email.
C. Access control policy number 9 was used.

D. The FortiMail configuration is missing an access delivery rule.

Answer: A.B

NEW QUESTION # 49
Refer to the exhibit, which displays a topology diagram

FhiL-1
Transparent Mode

Intem port1
192+168.10.5
FGT- Switch

exampleA.com

Which two statements describe the built-in bridge fnctionality on a transparent mode FortiMail?

(Choose two.)

A. Any bridge member interface can be removed from the bridge and configured as a routed interface.
B. Ifportl. is required to process SMTP traffic, it must be configured as a routed interface.

C. All bridge member interfaces belong to the same subnet as the management IP.

D. The managenent IP is permanently tied to portl, and portl cannot be removed from the bridge.

Answer: C,D

NEW QUESTION # 50
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