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Which security framework is most appropriate for ensuring the protection of sensitive customer data in a global e-commerce
platform?
Response:
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A. NIST Cybersecurity Framework
B. HIPAA

C. PCIDSS

D. GDPR
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Which of'the following are common sources of threat intelligence used in threat analysis?
(Select TWO)

Response:

A. Marketing newsletters

B. Vendor security bulletins

C. Social media trends

D. Government cybersecurity alerts
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Which tool is typically used to identify potential threats within an organization's application infrastructure?
Response:

A. CRM (Customer Relationship Management)

B. HRMS (Human Resource Management System)

C. ERP (Enterprise Resource Planning)

D. SIEM (Security Information and Event Management)

iFf@g: D

R #87
What control should be implemented to address a business requirement for secure and efficient data backups?
Response:

A. Installing antivirus software on all computers
B. Providing employees with gym memberships
C. Inplementing a regular data backup schedule
D. Publishing an annual financial report
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Which approach is best when analyzing logs after a suspected security breach?
Response:

A. Focus on logs from the affected systems only

B. Correlate logs from multiple sources to identify patterns
C. Delete all logs to protect privacy

D. Ignore logs older than 24 hours
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