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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q142-Q147):

NEW QUESTION # 142
Drag and drop the elements from the left into the correct order for incident handling on the right.
[ + Ipreparation | | create communication guidelines for effective incident handling

| post-incident analysis document information to mitigate similar occurrences

[ containment, eradication, and recovery |4 gather indicators of compromise and restore the system |
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NEW QUESTION # 143



Destination |Protocol |Length|info

20 0.022702 106.0.2.15 192.124.249.9 TCP 56 50588443 [ACK] Seq=1 Ack=

22 0.022996 10.0.2.15 192.124.249.9 TCP 56 50586443 [ACK] Seq=1 Ack=
24 0.023373 10.0.2.15 192.124.249.9 TLSvl.2 1le

25 0.023445 192.124.249.9 10.0.2.15 TCP [ACK] Seqsl Acks
26 0.023617 192.124.249.9 10.0.2.15 TCP

27 0.037413 192.124.249.9  10.0.2.15 TLSv1. 2

A 0.0%7426 1002 18 197174 749 .9

b Frame 23: 261 bytes on wire (2088 bits), 261 bytes ol (2088 bits)

P Linux cooked capture

P Internet Protocol Versionm 4, Src: 10.0.2. ‘ . Dst: 19 al.tﬁzﬁl.e
b Transmission Control Protocol, Src Bor S588), Dst Port: . i
P Secure Sockets Layer

0000 00 04 00 3¢ 9300 00 08 60 ,....... s v e s e
0010 45 00 00 06 89 2f 0a 00 02 Of E....>0. @../....
0020 0 7c 19 db 7f f700b3IBO 02 . |...... M......
0030 50 18 72 0301 00c80L0000 P.r..l.. ........
0040 c4 03 03 2c 90 04 ee S1 16 f1 82 .....Ex. ,...0...
0050 16 43 ec d4 7b 80 a6 dl 72 d5 11 87 .C...'4) {...r...
J0060 10 57 cc 00 60 1e €O 2b O 2f cc a9 cc B €O 2 .W..... "Sh iy
0070 <0 30 cO 0a c0 09 ¢0 13 <0 14 00 3300 39 00 2f .0...... ...3.9./
0080 OO 35 00 Da 01 00 00 7d 00 00 00 16 00 14 00 60  .5.....} ........
0090 11 77 77 77 2¢ 6c 69 6e 75 78 6d 69 Ge 74 2¢ 63 ,www.lin uxmint.c
0020 6f 6d 00 17 00 00 ff 01 ©0 01 00 00 0a 00 08 00 om...... ........
00b0 06 00 17 00 18 00 19 00 Ob 00 02 01 00 00 23 00  ........ ......H.
00cO 00 33 74 00 00 00 10 00 17 00 15 02 68 32 08 73  ,3t..... O
00d0 70 64 79 2f 33 2e 31 08 68 74 74 70 2f 31 2e 31  pdy/d.1. http/i.1
00e0 00 05 00 05 01 00 00 00 00 00 0d 00 18 00 16 04  ........ ........
00f0 01 05 01 06 01 02 01 04 ©3 05 03 06 03 02 03 05  ........ ........

IDIH 02 04 02 02 02 ives

Refer to the exhibit Drag and drop the element names from the left onto the corresponding pieces of the PCAP file on the right.

100215

19214245

Answer:
Explanation:
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NEW QUESTION # 144
‘What is personally identifiable information that must be safeguarded from unauthorized access?

A. zip code

B. gender

C. driver's license number
D. date of birth

Answer: C

Explanation:

Personally Identifiable Information (PII) refers to any data that can be used to identify a specific individual.

Safeguarding P11 is critical to protect individuals' privacy and prevent identity theft. A driver's license number (B) is considered PII
because it is unique to an individual and can be used to confirm their identity.

Other examples of PII include social security numbers, passport numbers, and financial account numbers. It is important to protect
such information from unauthorized access to maintain personal privacy and security.

NEW QUESTION # 145
Refer to the exhibit.

Time Source Destination Protocol Length “Info

6.473353 | 173.37.145.84  10.0.2.1S TCP 62 gﬁ a&) Seq=14404 Ack=2987 Win=65535 Len=0
6.736855  173.37.145.84  10.0.2.15 HITP 2 Not Modified

6.736873 10.0.2.15 173.37.145.84 TCP 22-80 [ACK] Seqm=2987 Ack=14593 Win=53640 Len=0

7.245088 10.0.2.15 173.37.145.84 TCP [TCP segment of a reassembled PDU]
7.245192 10.0.2.15 173.37.145.84 GET /web/fw/i/ntpagetag.gif?js=14te=1476292607552.286ktc

7.246633 173.37.145.84 10.0.2.15 62 80-49522 [ACK] Seq=14593 Ack=4447 Win=65535 Len=0
T7.246640 173.37.145.84 10.0.2.15 62 80-49522 [ACK] Seq=14593 Ack=5%907 Win=65535 Len=0
T7.246642 173.37.145.84 10.0.2.15 62 80-49522 [ACK] Seq=14593 Ack=6871 Win=65535 Len=0
7.512750 173.37.145.84 10.0.2.15 442 HTTP/1.1 200 OK (GIF89a)

7.512781 10.0.2.15 173.37.145.84 56 49522-80 [ACK] Seq=6371 Ack=14979 Win=62480 Len=0

‘Which packet contains a file that is extractable within Wireshark?



A0
B. 1
C.2
D.3

Answer: B

NEW QUESTION # 146
A SOC analyst is investigating an incident that involves a Linux system that is identifying specific sessions. Which identifier tracks an
active program?

A. application identification number

B. process identification number

C. active process identification number
D. runtime identification number

Answer: B

Explanation:

In the context of Linux systems, each active programis tracked using a process identification number (PID). The PID is a unique
number that the system uses to refer to a specific process, which is an instance of an executed program. This allows the system and
the SOC analyst to monitor and manage different processes, including those nitiated by users, the system itself; or by applications.

NEW QUESTION # 147

In addition to the content updates, our system will also be updated for the 200-201 training materials. If you have any opinions, you
can tell us that our common goal is to create a product that users are satisfied with. After you start learning, I hope you can set a
fixed time to check emails. If the content of the 200-201 Practice Guide or systemis updated, we will send updated information to
your e-mail address. Of course, you can also consult our e-mail on the status of the product updates. I hope we can work together
to make you better use 200-201 simulating exam to pass the 200-201 exam.
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