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GIAC Critical Infrastructure Protection Sample Questions (Q170-Q175):

NEW QUESTION # 170

You are tasked with categorizing cyber systens in a large utility. One system controls real-time operations for energy distribution and
could severely impact grid reliability if compromised. Another systemis a data backup server, used for long-term storage, with
minimal operational impact. Based on NERC CIP guidelines, how would you prioritize the categorization of these systems?

(Choose three)

Response:

A. Deem the data backup server as non-critical for BES categorization

B. Classify the real-time operations system as a high-priority BES Cyber Asset
C. Prioritize the real-time system based on its impact on reliability

D. Consider operational criticality when classifying both systems

E. Categorize both systenms equally as BES Cyber Assets

Answer: B,C,D

NEW QUESTION # 171
Who is typically responsible for categorizing BES Cyber Systems?
Response:

A. External auditors during annual reviews.

B. All enployees, as part of their regular duties.

C. Designated personnel familiar with NERC CIP requirements.
D. The local government.

Answer: C

NEW QUESTION # 172
Personnel risk assessments under NERC CIP should include:
Response:

A. Favorite programming languages

B. Background checks and ongoing monitoring
C. Favorite hobbies and interests

D. Previous employers' cafeteria menus

Answer: B

NEW QUESTION # 173
What is the purpose of implementing physical access controls at BES Cyber Systemns facilities?
Response:

A. To monitor employee punctuality

B. To enhance the visual appeal of the facility

C. To ensure all employees receive sufficient exercise

D. To prevent unauthorized physical access to critical cyber assets

Answer: D

NEW QUESTION # 174
How do security management controls assist in incident detection?
Response:

¢ A. By ensuring all employees participate in annual talent shows
¢ B. By defining processes and tools for monitoring and alerting



¢ (. By creating a more relaxed work environment
¢ D. By decorating the office with themed security posters

Answer: B

NEW QUESTION # 175
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