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FusionTech, a leading tech company specializing in quantum computing, is based in downtown San Francisco, with its headquarters
situated In a multi-tenant skyscraper. Their office spans across three floors. The cutting-edge technology and the proprietary data
that FusionTech possesses make it a prime target for both cyber and physical threats. Recently, during an internal security review, it
was discovered that an unauthorized individual was spotted on one of the floors. There was no breach, but it raised an alarm The
management wants to address this vulnerability without causing too much inconvenience to its 2000+ employees and the other
tenants of the building.

Given FusionTech's unique challenges, which measure should it primarily consider to bolster its workplace security?

A. Tmplement retina scanning at every floor entrance.

B. Introduce an employee badge system with time-based access control.
C. Station security personnel on every floor.

D. Build a separate entrance and elevator for FusionTech employees.

HE: B

Y.

* Access Control:

* Implementing an employee badge system with time-based access control ensures that only authorized personnel can access
specific areas within the office, reducing the risk of unauthorized access.

HE #145

Cassius, a security professional, works for the risk management team in an organization. The team is responsible for performng
various activities nvolved in the risk management process. In this process, Cassius was instructed to select and implement
appropriate controls on the identified risks in order to address the risks based on their severity level

Which of'the following risk management phases was Cassius instructed to perform in the above scenario?

A. Risk prioritization
B. Risk identification
C. Risk analysis

D. Risk treatment

2
m

Sd: D
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Risk treatment is the risk management phase that Cassius was instructed to perform in the above scenario.

Risk management is a process that involves identifying, analyzing, evaluating, treating, monitoring, and reviewing risks that can affect
an organization's objectives, assets, or operations. Risk management phases can be summarized as follows: risk identification, risk
analysis, risk prioritization, risk treatment, and risk monitoring . Risk identification is the risk management phase that involves
identifying and documenting potential sources, causes, events, and impacts of risks. Risk analysis is the risk management phase that
mvolves assessing and quantifying the likelihood and consequences ofrisks. Risk prioritization is the risk management phase that
mnvolves ranking risks based on their severity level and determining which risks need immediate attention or action. Risk treatment is
the risk management phase that mvolves selecting and implementing appropriate controls or strategies to address risks based on their
severity level . Risk treatment can include avoiding, transferring, reducing, or accepting risks. Risk monitoring is the risk management
phase that mvolves tracking and reviewing the performance and effectiveness of risk controls or strategies over time.

EAE #1406

Ruben, a crime investigator, wants to retrieve all the deleted files and folders in the suspected media without affecting the original
files. For this purpose, he uses a method that involves the creation of a cloned copy of the entire media and prevents the
contamination of the original medi a.

Identify the method utilized by Ruben in the above scenario.

A. Drive decryption

B. Sparse acquisition
C. Logical acquisition
D. Bit-stream imaging

9. D
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AE #147

A startup firm contains various devices connected to a wireless network across the floor. An AP with Internet connectivity is placed
ina corner to allow wireless communication between devices. To support new devices connected to the network beyond the APS
range, an administrator used a network device that extended the signals of the wireless AP and transmitted it to uncovered area,
identify the network component employed by the admmnistrator to extend signals in this scenario.

A. Wireless bridge
B. Wireless repeater
C. Wireless router
D. wireless modem

He: B

MY

Wireless repeater is the network component employed by the administrator to extend signals in this scenario. A wireless network is
a type of network that uses radio waves or infrared signals to transmit data between devices without using cables or wires. A
wireless network can consist of various components, such as wireless access points (APs), wireless routers, wireless adapters,
wireless bridges, wireless repeaters, etc. A wireless repeater is a network component that extends the range or coverage ofa
wireless signal by receiving it from an AP or another repeater and retransmitting it to another area . A wireless repeater can be used
to support new devices connected to the network beyond the AP's range . In the scenario, a startup firm contains various devices
connected to a wireless network across the floor. An AP with internet connectivity is placed in a corner to allow wireless
commumnication between devices. To support new devices connected to the network beyond the AP's range, an administrator used a
network component that extended the signals of the wireless AP and transmitted it to the uncovered area. This means that he used a
wireless repeater for this purpose. A wireless bridge is a network component that connects two or more wired or wireless networks
or segments together . A wireless bridge can be used to expand the network or share resources between networks . A wireless
modem is a network component that modulates and demodulates wireless signals to enable data transmission over a network . A
wireless modem can be used to provide internet access to devices via a cellular network or a satellite network . A wireless router is
a network conponent that perforns the fimctions of both a wireless AP and a router . A wireless router can be used to create a
wireless network and connect it to another network, such as the internet

EE #148

Ruben, a crime nvestigator, wants to retrieve all the deleted files and folders in the suspected media without affecting the original
files. For this purpose, he uses a method that nvolves the creation of a cloned copy of the entire media and prevents the
contamination of the original media. Identify the method utilized by Ruben in the above scenario.

A. Drive decryption

B. Sparse acquisition
C. Logical acquisition
D. Bit-stream imaging

He. D

ME:

Bit-stream imaging is the method utilized by Ruben in the above scenario. Bit-stream imaging is a method that involves creating a
cloned copy of the entire media and prevents the contamination of the original media. Bit-stream imaging copies all the data on the
media, including deleted files and folders, hidden partitions, slack space, etc., at a bit level. Bit-stream imaging preserves the integrity
and authenticity of the digital evidence and allows further analysis without affecting the origial media. Sparse acquisition is a method
that involves creating a partial copy of the media by skipping empty sectors or blocks. Drive decryption is a method that involves
decrypting an encrypted drive or partition using a password or a key. Logical acquisition is a method that involves creating a copy of
the logical files and folders on the media using file system commands.

HAE #149
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