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Fortinet NSE6_FSM_AN-7.4 Exam Syllabus Topics:

Section ’ Objectives
- Analytics rules configuration

e 1. Configure FortiSIEM analytics rules
e 2. Use rule subpatterns, aggregation, and group by
e 3. Identify rule components

Topic 1: Rules and Subpatterns
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- Query and event analysis

1. Apply group by and data aggregation on search results
2. Build queries from search results and events

3. Perform nested query lookups

4. Perform CMDB and lookup table queries

Topic 2: Analytics

- Security configuration

1. Configure security policies

2. Configure playbooks

3. Configure communication control policy
4. Explain Fortinet Cloud Service (FCS)

Topic 3: FortiEDR Security Settings and Policies

- Incident management

¢ 1. Configure remediation options
¢ 2. Configure notification policies
¢ 3. Manage and tune incidents

Topic 4: Incidents, Notifications, and Remediation

- Advanced analytics integration

e 1. Integrate UEBA data into rules and dashboards
e 2. Configure ML configuration tasks
e 3. Describe ZTNA integration in FortiSIEM operations

Topic 5: Machine Learning, UEBA, and ZTNA
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The exam time is coming, while you are not prepared well for NSE6 FSM_AN-7.4 real test. Please do not be tense and worried,
you can pass your NSE6 FSM_AN-7.4 actual exam very simply and easily with Pass4l eader NSE6 FSM_AN-7.4 free pdf
dumps. With the help of Fortinet NSE6 FSM_ AN-7.4 fiee pdf practice, you can not only get high score in your actual test, but also
can get more technology knowledge and be more professional.

Fortinet NSE 6 - FortiSIEM 7.4 Analyst Sample Questions (Q92-Q97):

NEW QUESTION # 92
‘Which run mode takes the most time to perform machine learning tasks?

A. Forecasting
B. Regression
C. Local Auto
D. Local

Answer: C

NEW QUESTION # 93
Refer to the exhibit.
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Automation Policy

Automation Policy = I

Name  Automation

Severity: [JLew [ mediuvm [=] High

Rules: Group:Network m

Time Range: ANY %
Affected Items: ANy ™
Affected Orgs: Rule:Aviation b2

Action: [ Send Email /SM5/Webhook to the target users. B
E Run Remediation/Script. @
D Invoke an Integration Policy. Run: no pnlicym
[ Create Case when an incident is created. m

D Send SNMP message to the destination set in Admin » Settings > Analytics.
DSend XML file over HTTP(S) to the destination set in Admin > Sete 5.
[0 Open Remedy ticket using the configuration wat in i etti alytics.
[ Invoke Fortial and update Comments d )
ean matically.

cleared manually.

Settings: D Da not notify

DDo not n

Remediati P
Automation Policy > Define Script/Remediation B x
Type: O Legacy Script

@ Remediation Script
Script:  Fortinet FortiOS - Block Source IP FortiOS via API ~
Fi:=RTINET
- g ||
Protocol: HTTPS —_—
Enforce On:  Device:FortiGate508, Device:FortiGate$00 >

Run On: w -

VDOM:

£ Savc < Cancel

Ifa rule containing the autormation policy shown in the exhibit triggers, what will happen?

A. Associated source IP addresses will be blocked on two FortiGate firewalls.

B. Associated source IP addresses will be blocked on devices in the Aviation organization.

C. Associated source IP addresses will be blocked on all FortiGate firewalls.

D. Associated source IP addresses will be blocked on devices in the Network CMDB group.

Answer: A



Explanation:

The automation policy is configured to run a remediation script named "Fortinet FortiOS - Block Source IP FortiOS via API". It
specifies enforcement on two FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will
be blocked on those two FortiGate firewalls only.

NEW QUESTION # 94
Which three types of data can you use to train FortiSIEM machine learning (ML)? (Choose three.)

A. SQL database

B. CSV files

C. FortiSIEM analytical reports

D. FortiSIEM ML job

E. Configuration management database (CMDB)

Answer: A,B,C

Explanation:
FortiSIEM machine learning models can be trained using structured data from CSV files, FortiSIEM analytical reports, and SQL
database sources. These sources provide the historical datasets needed to prepare, train, and evaluate the ML model.

NEW QUESTION # 95
Refer to the exhibit.

Automation Policy 0 x

Name  Automation
Severity: Low [4 Medium High
Rules: -

Time Range: -
Affected Items: F HTInE1

Affected Orgs: -

Action: Send Email/SMS/Webhpok to'the target users. @
Run Rémediation/Script. @
Invoke an Integration Policy. Run: no policy @
Create Case when an incident is created. @
D Send SNMP message to the destination set in Admin > Settings > Analytics.
D Send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
D Open Remedy ticket using the configuration set in Admin > Settings > Analytics.

[ invoke FortiAl and update Comments

According to the automation policy configuration shown in the exhibit, what happens if an associated rule triggers?

A. FortiSIEM performs all selected actions.

B. FortiSIEM runs the remediation script, because that takes precedence over all other options.
C. FortiSIEM fails to the integration policy, because no policy is defined.

D. FortiSIEM sends an emnail, because that is first on the list.

Answer: A

Explanation:

When an associated rule triggers, FortiSIEM perforns all selected actions in the automation policy. In this case, it will send an
email/SMS/webhook, run the remediation script, invoke the integration policy (even if none is currently defined), and create a case.
All checked actions are executed.



The correct answer is B because FortiSIEM automation policies are designed to execute the actions selected in the policy when the
policy criteria match. The FortiSIEM Study Guide states that autormation policy actions define what occurs when policy criteria
match. It lists possible autormation actions such as sending an alert, invoking an integration policy, sending SNMP or HTTPS XML
notifications, opening a remedy ticket or creating a FortiSIEM case, sending email or SMS, and running a remediation script. The
same Study Guide explains that users can configure "any combination of actions." Therefore, there is no single-action precedence
rule where remediation overrides all other selected actions or email runs only because it appears first. If multiple action checkboxes
are selected, FortiSIEM executes the configured selected actions according to the autormation policy. In the exhibit, multiple actions
are selected, including email/SMS

/webhook, remediation/script, integration policy, and case creation. Option C is incorrect because the absence of a defined
integration policy does not make FortiSIEM ignore the other selected actions. The policy runs the selected configured actions.

NEW QUESTION # 96
An analyst wants to create a rule froma new analytic search they just performed. Which method is the most efficient way for you to
create the rule?

A. Copy and paste the raw analytics search text into a rule subpattern.

B. Make a new rule using the Create Rule option in the Actions menu.

C. Manually re-create the analytics search in the rule configuration.

D. Save the search as a template, and create a new rule from the template.

Answer: B

Explanation:
Using the Create Rule option directly from the Actions menu is the most efficient method because it automatically converts the
existing analytic search into a rule structure without requiring manual reconfiguration.

NEW QUESTION # 97

There are a lof of the advantages for you to buy our NSE6 FSM_AN-7.4 exam questions safely. First, our NSE6 FSM_AN-7.4
study braindumps are free from computer virus. You can download or install our NSE6 FSM_ AN-7.4 study material without
hesitation. Second, we will protect your private information. No other person or company will get your information fromus. You
won't get any telephone harassment or receiving junk E-mails after purchasing our NSE6 FSM_ AN-7.4 training guide. You don't
have to worry about anything with our NSE6 FSM_ AN-7.4 learning quiz.
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