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NEW QUESTION # 262
Which security protocol should a network engineer select to ensure packet authentication and data integrity across an IP network
without encrypting the underlying payload?
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A. GRE tunnel

B. GRE over IPsec
C. IPsec AH

D. IPsec ESP

Answer: C

Explanation:

# Explanation:

D: IPsec Authentication Header (AH) provides integrity and authentication, but not encryption. It's ideal when data confidentiality is
handled at the application layer and minimal overhead is desired.

Incorrect options:

A: GRE s a tunneling protocol, but it does not provide integrity or security.

B: GRE over IPsec is more complex and includes encryption (not needed here).

C: IPsec ESP provides encryption and integrity-overkill for this use case.

#

NEW QUESTION # 263

Refer to the exhibit. -

Equipment Cost ISP Cost Licenses Cost

SD-WAN over L3VPN ss g8 588
SD-WAN over L2VPN ss 5 g gs8
Managed SD-WAN $ _ 5SS -
DMVPN over LIVPN S8 g8 S

The WAN network of the General Bank of Greece has experienced several outages. It takes too long to activate a new branch site.
The networking department of the bank plans to upgrade the legacy end-of-lift WAN network with a new flexible, manageable, and
scalable in-house solution. The number of branches will increase exponentially in the next fiscal year. The CTO states that the bank's
main goal is OPEX reduction.

The network engineering team prepares a table to evaluate the available options. Which WAN technology can be used for the
solution?

A. DMVPN over L3VPN
B. SD-WAN over L2VPN
C. SD-WAN over L3VPN
D. Managed SD-WAN

Answer: C

Explanation:

The scenario prioritizes:

In-house management (not managed services)

Scalability (exponential branch growth)

OPEX reduction (low operational cost)

SD-WAN over L3VPN offers a balance of:

Mid-level ISP cost (leveraging L3VPN as transport)

Centralized management and autormation (ZTP, templates)

Support for segmentation, application-aware routing, and path control

Lower OPEX due to simplified configuration and monitoring

Managed SD-WAN has higher ISP and OPEX cost, and DMVPN is more manual and complex to scale. SD- WAN over L2VPN
might reduce ISP cost but is less common and not optimal for rapid scalability.

NEW QUESTION # 264

Software-defined network and traditional networks might appear the same to the end-user, but behind the scenes, each has unique
sets of characteristics. Drag and drop these characteristic found on the left to the corresponding category on the right in no particular
order?






NEW QUESTION # 265
According to the CIA triad principles for network security design, which principle should be priority for a Zero Trust network?

e A requiremment for data-in-motion encryption and 2FA authentication

¢ B. ensuring that authorized users have high-availability system access from defined zones to defined systens or zones

e (. categorization of systens, data, and enterprise BYOD assets that are connected to network zones based on individual
privacy needs

¢ D. requirement for data-at-rest encryption for user identification within the VPN termination hardware

Answer: D

NEW QUESTION # 266



Bank Region-A

Major Site

Branch Site Branch Site
Application
Servers

Refer to the exhibit. An architect has been tasked to design an ISIS solution for a medium-size financial customer. The resulting
design must meet these requirements:

*Traffio from the branches toward major sites is limitéd to 500 Mbps.
*Traffic froni the major sites toward HQ is limitédto 1Gbps.
*The number of branch sites will increase to 30 within the next three years.

*Link and node failures in a regionmust only have an impact within that region.
Which two ISIS design aspects must be included? (Choose two.)

A. Region-A and Region-B major routers establish passive ISIS peering with HQ router.

B. Branch site routers establish L1 adjacencies and major site routers establish L1/[.2 adjacencies.
C. Region-A and Region-B major routers advertise a default route toward the other region.

D. Branch site routers and major site routers establish .2 adjacency.

¢ E. Different ISIS mstances on HQ router to separate Region-A and Region-B.

Answer: B,E

NEW QUESTION # 267
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