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A parser needs to preserve the original third-party field name and also map it to an ECS-compatible field.
What is the best approach?
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A. Store both values only in (@rawstring

B. Keep the original Vendor field and assign its value to a new ECS field
C. Delete the original field after mapping

D. Rename the original field to the ECS field

IEf#: B

R -

A CPS-compliant approach keeps the original Vendor field while also assigning the value to a normalized ECS field. This preserves
source fidelity and enables standardized search and detections. Renaming away the original field loses source context, and storing
only in (@rawstring prevents structured analysis.

HE#41
The parseJson() function would be used to parse which log message format from the list below?

e A {'level" "info", "msg": "User login", "user": "john doe" }

¢ B. level=debug nsg="Disconnected" host=app01

e C.2024-05-10T1423:11Z INFO Service started

e D. 192.168.1.1 [192.168.1.1] - - [10/May/2024:14:23:11 +0000] "GET/index.html"

EfE: A

A -

The correct answer is C . CrowdStrike documents parseJson() as the function used to parse data or a field as JSON , converting
JSON objects into named fields. The JSON example in the docs matches the structure of option C.

The other options are not JSON. A is key-value style text, B is access-log style text, and D is plain text with a timestanp and
message. Those would require other parsing approaches, not parseJson().

H #42
Which command helps visualize in real time whether sources and sinks are working properly in the Log Collector?

¢ A logscale-collector check

¢ B. journalct] -u logscale-collector
e C. logscale-collector --status

¢ D. logscale-collector monitor

IEf#: D
fRE

The correct answer is B

CrowdStrike's Falcon LogScale Collector debug documentation says the monitor command launches a monitor terminal application
and can be used to see a live view of the running state of'the collector. It explicitly states that the running sources, queues and sinks
can be inspected in real time . That exactly matches the question.

Why the other options are incorrect:

A can help review service logs, but it is not the documented real-time visualization command for sources and sinks.

C and D do not match the documented command for this purpose in the collector troubleshooting documentation.

HE #43

You find a Falcon Log Collector instance on a Linux system that is not connected to Fleet Management.
What command would you use to enroll the Falcon Log Collector?

e A "C:\Program Files (x86)\CrowdStrike\Humio Log Collector\humio-log-collector.exe" enroll < TOKEN
>

¢ B. sudo humio-log-collector enroll < TOKEN >
e (. sudo humio-log-collector --token < TOKEN > enroll
e D. sudo logscale-collector enroll < TOKEN >

IEf#: D
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The correct answer is B. sudo logscale-collector enroll < TOKEN > .

Current CrowdStrike LogScale Collector documentation shows the enroliment command using the logscale- collector binary. For
example, the macOS custom installation page explicitty shows:

sudo logscale-collector enroll enrolitoken

The Fleet Management enroliment documentation also explains that you copy the enroliment command from the UI and run it on the
machine hosting the collector.

Why the other options are incorrect:

A is a Windows path, not Linux. C reflects the older humio-log-collector naming that existed in earlier versions and release history,
but the current docs use logscale-collector for the enroliment command. D does not match the documented command syntax.
CrowdStrike's current documentation centers the enroliment workflow on logscale-collector enroll < token> .

HA #44
You need to ingest data froma custom internal application hosted on-prem. The application writes logs to a file on a syslog server.

Which data connector would you use?

e A, HTTP Event Connector

e B. Azure Virtual Machines Data Connector
e C. Amazon S3 Data Connector

¢ D. Google Cloud Pub / Sub Data Connector

Ef: A

A -

The correct answer is B. HTTP Event Connector .

CrowdStrike describes the HTTP Event Connector (HEC) as the generic mechanism used to bring third- party data into Falcon
Next-Gen SIEM when you need to onboard logs from sources that are not tied to a specific cloud-native connector. CrowdStrike's
own Next-Gen SIEM materials highlight pre-built connectors and HTTP Event Collectors as the way to extend visibility to many
different third-party sources.

Because this question describes a custom internal application hosted on-prem, the cloud-specific connectors in options A , C , and
D do not fit. The broad, flexible comnector option intended for custom or non-native sources is the HITP Event Connector . Also,
CrowdStrike's vCenter example shows an architecture where logs are first centralized and then onboarded to Falcon Next-Gen
SIEM through an HTTP Event Connector , which aligns with this kind of custom+source pattern.
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