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A. Security design principles
B. Data Flow Diagrams
C. Threat classification based on six categories
D. Attack Trees

Answer: C

NEW QUESTION # 136 
What is the purpose of setting up baselines in threat hunting?

A. To establish a point of reference for normal network activity
B. To ignore any suspicious behavior detected
C. To lock down access to critical systems
D. To only focus on external threats

Answer: A

NEW QUESTION # 137 
What is the purpose of conducting penetration testing as part of threat hunting techniques?

A. To penetrate an organization's defenses
B. To analyze financial data
C. To simulate real-world attacks and identify vulnerabilities
D. To monitor employee behavior

Answer: C

NEW QUESTION # 138 
Refer to the exhibit.
A company recently was breached and decided to improve their security posture going forward. A security assessment was
ordered, specifically intended to test weak points exploited during the breach. A security analyst reviews server logs to identify
activities related to the aforementioned security assessment. Which entry suggests a delivery method associated with authorized
assessment?

A. Login test at scale using "AuthCheck/4.1" and leaked credentials.
B. Using "SecurityScan/2.5" to access all /admin endpoints.
C. Exploitation via "ExploitTest/2.0" using a shutdown command.
D. Scan via "WebCrawler/1.0" to gather public-facing information.

Answer: B

Explanation:
The correct answer isB. Using "SecurityScan/2.5" to access all /admin endpoints. This log entry most clearly aligns with anauthorized
security assessmentactivity designed to test weaknesses previously exploited during a breach.
Authorized security assessments-such as penetration tests or red team exercises-are typicallycontrolled, scoped, and intentional.
They focus on validating security controls by probing sensitive areas (like administrative interfaces) while avoiding destructive
actions. The user-agent string"SecurityScan/2.5" strongly suggests a purpose-built security scanning tool, which is commonly used by
internal security teams or third-party assessors during sanctioned testing.
Option A is incorrect because performing login attempts at scale usingleaked credentialswould constitute real-world malicious
behavior unless explicitly approved and tightly controlled. Even in authorized tests, credential stuffing with known leaked credentials
is highly sensitive and would be explicitly documented; the wording here implies adversary behavior rather than assessment activity.
Option C is clearly malicious and inappropriate for an authorized assessment. Executing ashutdown commandis a destructive action
and would violate standard rules of engagement for professional security testing. Such activity would be classified as adversarial
exploitation, not a controlled delivery method.
Option D represents benign reconnaissance. A genericweb crawler gathering public-facing informationis typically associated with
search engines or basic reconnaissance and does not directly test weaknesses related to a prior breach. While reconnaissance is part
of assessments, it is not a strong indicator of a targeted, authorized delivery method.



From a threat hunting and SOC perspective, recognizing authorized assessment activity is critical to avoid misclassifying tests as
incidents. Indicators include identifiable scanner user agents, predictable request patterns, limited scope targeting (such as /admin
paths), and non-destructive behavior. This scenario reinforces an important operational lesson:context, intent, and tooling matter.
Among the options, SecurityScan/2.5 targeting administrative endpointsbest reflects a legitimate, authorized security assessment
delivery method.

NEW QUESTION # 139 
What is the purpose of threat modeling in cybersecurity?

A. To enhance customer service
B. To assess employee training programs
C. To identify potential threats and vulnerabilities in a system
D. To fix security issues after they have caused damage

Answer: C

NEW QUESTION # 140
......
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