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1.Which of tha following |s tha primary benafit of using the CIM in Splunk?
AL allews for easier cormelation of data from dilfferent sourcas.

B It mproves the perdormance of search quenos on raw data,

. N enables the use of advanced maching legeming algorihms.

0. It suternalically detects ard blocks cybar thraats,

Answor 5

2. Which of the foliowing data scurces would be mes! usalul to determine if a user visited o recenily
lenbified mabtous wabsne?

A Aclive Direclory Logs

8. Web Prozy Logs

C. Inlrugion Debecton Logs

0. Wob Senvar Logs

Answer: B

3.WWhich of tha following is. a taciie used by atlackers, rathar dhan a techrague?
A Gatharing information abaut b farge!

8. Establishing persistance with a scheduled task

C. Using & phishing email %o gain iniial Sccass.

0. Escataling privileges. vin WAC bypass

Answor: A

4. EMedprise Secunty nas bean canfigured 1o ganarale a Nolatle Evant when a used has quickly
auihenticaléd [rom multiphe locations betwean which avel would be mpossibis,

This would bo conskhared what kind of an anomaty?

A Access Anomaly

8. Identity Anomaly

G, Endpaint Anomaly

D. Thresl Ancmaly

Answar 4

S.4n pnalyst is investigating & natwork alen for suspected tteral movement from ong Windows host 1o
ancher Windows hosl

Accarding 10 Splunk CiM documénlalion, the IP address of the host frem which tha altackar is moving
would ba in which figid?

A host

8. dest

C. gn:_m_host

D.sic_ip

Angwar: D

&.5Which pro-packaged app delivers securily content and detections on a regular, ongeing basss for
Ermeprise Secunty and SOART
A SSE
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Splunk SPLK-5001 Priifungsplan:

Thema Einzelheiten

¢ Installation and Configuration: In the Installation and Configuration section, the focus is on the procedures
for installing and setting up Splunk Enterprise. This includes the installation process across different

Therm 1 operating systems and the configuration of necessary components to ensure proper functionality. Key

topics include installing the Splunk software, setting up the Deployment Server, and configuring Data Inputs

for data collection and indexing.

e User Management and Security: The User Management and Security section focuses on controlling user

access and securing the Splunk environment. It covers how to set up roles and permissions to manage
Therma 2 access to Splunk features and data. This includes user authentication methods, such as integrating with
external systems and managing user accounts. The section also discusses security best practices to protect
against unauthorized access and ensure data confidentiality and integrity.

¢ Data Integration and Apps: The Data Integration and Apps section explores how to mtegrate Sphunk with
other systems and utilize Splunk apps to extend its fimctionality. This includes mtegrating Sphunk with

Thema 3
e external data sources and third-party applications, as well as configuring data nputs and outputs.

¢ Troubleshooting and Mamntenance: The Troubleshooting and Maintenance section focuses on diagnosing
Therm 4 and resolving issues within a Splunk deployment. This involves using diagnostic tools and logs to
troubleshoot common problens such as data ingestion issues, search performance, and system errors.

¢ Monitoring and Performance Tuning; The Monitoring and Performance Tuning section addresses strategies
Thema 5 for overseeing and optimizing the performance ofa Splunk deployment.
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18. Frage

A threat hunter is analyzing incoming emails during the past 30 days, looking for spam or phishing campaigns targeting many users.
This mvolves finding large numbers of similar, but not necessarily identical, emails. The hunter extracts key datapoints from each
email record, including the sender's address, recipient's address, subject, embedded URLs, and names of any attachments. Using the
Splunk App for Data Science and Deep Learning, they then visualize each of these messages as points on a graph, looking for large
numbers of points that occur close together. This is an example of what type of threat-hunting technique?

A. Time Series Analysis

B. Most Frequency of Occurrence Analysis
C. Least Frequency of Occurrence Analysis
D. Clustering

Antwort: D

19. Frage

A Risk Rule generates events on Suspicious Cloud Share Activity and regularly contributes to confirmed incidents from Risk
Notables. An analyst realizes the raw logs these events are generated from contain information which helps them determine what
might be malicious.

‘What should they ask their engineer for to make their analysis easier?

e A Create a field extraction for this information.
e B. Allowlist more events based on this mformation.


https://de.fast2test.com/SPLK-5001-practice-test.html

¢ (. Add this information to the risk message.
e D. Create another detection for this information.

Antwort: A

20. Frage
An analyst learns that several types of data are being ingested into Splunk and Enterprise Security, and wants to use the metadata
SPL command to list them in a search. Which of the following arguments should she use?

A. metadata type=sourcetypes
B. metadata type=hosts

C. metadata type=cdn

D. metadata type=assets

Antwort: A

21. Frage
Which of the following is not considered a type of default metadata in Splunk?

A. Source of data
B. Host name

C. Event description
D. Timestamps

Antwort: C

22. Frage
An analyst is investigating a network alert for suspected lateral moverment from one Windows host to another Windows host.
According to Splunk CIM docummentation, the IP address of the host from which the attacker is moving would be in which field?

A. host

B. dest
C.src p

D. src_nt host

Antwort: C
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