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CrowdStrike Certified Cloud Specialist Sample Questions (Q136-Q141):
NEW QUESTION # 136 
A cloud security team needs to monitor infrastructure as code (IaC) deployments and container image assessments to ensure
compliance with cloud security policies. They want to create an automated workflow that sends alerts to DevOps engineers if a
newly deployed container image fails a security assessment or if an IaC configuration violates industry compliance benchmarks.
Which Falcon Fusion SOAR capability should they use to accomplish this?

A. Falcon Spotlight for Vulnerability Management
B. Falcon XDR for Data Correlation
C. Falcon Prevent (NGAV) for Malware Prevention
D. Event-Based Workflow Triggers

Answer: D

Explanation:
Option A: Falcon Fusion SOAR can automatically trigger workflows based on specific events, such as failed image assessments or
infrastructure as code policy violations. These workflows can notify DevOps teams via email, Slack, or ticketing systems (e.g., Jira)
and enforce compliance in real time.
Option B: Falcon Spotlight helps identify vulnerabilities in workloads, but it does not automate compliance reporting or notify
DevOps teams of failed assessments. It focuses on patch management recommendations rather than workflow automation.
Option C: Falcon Prevent helps block malware and known threats, but it does not monitor cloud compliance or trigger alerts for
failed security assessments related to container images or IaC configurations.
Option D: Falcon XDR provides advanced correlation of security data from multiple sources, but it does not trigger automated
workflows for DevOps alerts or IaC security compliance monitoring.

NEW QUESTION # 137 
You are tasked with manually scanning container images for vulnerabilities using the CrowdStrike Falcon command-line tool.
Which command correctly initiates the scan?

A. falconctl scan --type image --file <image_file>
B. falconctl image-scan --scan-path <path_to_image>
C. falcon container-scan --registry <registry_url> --image <image_tag>
D. falcon image-scan --repository <repository_url> --image <image_tag>

Answer: D

Explanation:
Option A: The falcon container-scan command is not a valid command in the CrowdStrike Falcon CLI. The correct command for
scanning images is falcon image-scan.
Option B: The falconctl command is used for managing endpoint agents, not for scanning container images. The --type image and --
file flags are not valid in this context.
Option C: While falconctl is a valid tool, the --scan-path flag and image-scan subcommand do not exist. Image scanning requires
specifying the repository and image tag, not a file path.
Option D: This command follows the proper syntax to manually scan container images using the CrowdStrike Falcon command-line
tool. It specifies the repository URL and image tag, which are required parameters for the scan.

NEW QUESTION # 138 
You are using the CrowdStrike Cloud Infrastructure Entitlement Manager (CIEM) to audit cloud accounts.
Which of the following accounts should be flagged for unnecessary access privileges?

A. An account with "read-only" permissions to production resources but no login activity in 90 days.
B. An account with permissions scoped to the "least privilege" principle and limited to specific resources.
C. An account with "write" access to storage buckets and "admin" access to IAM policies but only performs read operations.
D. An account with "limited" access to staging resources used for development purposes.

Answer: C

Explanation:



Option A: This account adheres to best practices for privilege management. It is unlikely to be flagged for unnecessary access
privileges.
Option B: This account has unnecessary access privileges because its operations are limited to reading, yet it has higher permissions
(write and admin). These excess privileges increase the attack surface and violate the principle of least privilege. This account should
be reviewed and adjusted to remove unnecessary permissions.
Option C: While inactivity might warrant review, "read-only" permissions do not pose a significant risk in terms of access privilege
misuse. This account would more likely be flagged for inactivity rather than unnecessary privileges.
Option D: This account aligns with the principle of least privilege and has access limited to a specific scope. It does not demonstrate
unnecessary privileges.

NEW QUESTION # 139 
What is a key benefit of Falcon Cloud Security's integration of its components within a single platform?

A. It reduces the need for manual threat analysis by leveraging AI-powered threat detection and response.
B. It provides a built-in firewall to secure cloud environments against external attacks.
C. It allows for seamless encryption of all cloud data, ensuring compliance with GDPR and CCPA.
D. It eliminates the need for traditional SIEM tools by storing all security logs in the Falcon platform.

Answer: A

Explanation:
Option A: While encryption is a critical aspect of cloud security, Falcon Cloud Security does not perform data encryption. Instead, it
provides unified visibility, detection, and protection across cloud workloads and environments.
Option B: Falcon Cloud Security integrates with SIEM tools to enhance security operations but does not replace them entirely. It
collects telemetry and threat data, which can be shared with SIEM solutions for deeper analysis.
Option C: Falcon Cloud Security integrates AI and machine learning to automate threat detection and response, reducing the manual
workload for security teams. This is a primary benefit of its unified platform approach.
Option D: Falcon Cloud Security is not a firewall. Instead, it focuses on endpoint protection, workload security, and threat
detection, which complement network-based tools like firewalls.

NEW QUESTION # 140 
What is the best practice when configuring an assessment schedule in CrowdStrike's Cloud Security Posture Management (CSPM)
module?

A. Run assessments only during off-peak hours to avoid performance degradation in cloud resources.
B. Schedule assessments for each cloud account individually to avoid overlaps.
C. Configure assessments at a frequency that aligns with compliance or business requirements.
D. Use default settings without reviewing scope and frequency, as they are pre-optimized by CrowdStrike.

Answer: C

Explanation:
Option A: Default settings may not always align with an organization's specific compliance needs or operational cadence. Reviewing
and customizing scope and frequency ensures the assessments are optimized for the specific environment.
Option B: Aligning assessment frequency with compliance or business requirements is the best practice. For example, compliance
frameworks like SOC 2 or ISO 27001 may mandate daily or weekly assessments, while more frequent scans may be needed in
dynamic environments.
Option C: Scheduling assessments individually for each cloud account can be unnecessarily complex and prone to errors.
CrowdStrike allows centralized scheduling for multiple accounts, simplifying management and ensuring comprehensive coverage.
Option D: While off-peak scheduling may reduce resource contention in certain cases, CSPM assessments are non-intrusive and
should prioritize security and compliance needs over resource availability. Waiting for off-peak hours may delay detection of
vulnerabilities.

NEW QUESTION # 141
......
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