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EE #435

A high-severity vulnerability was found on a web application and introduced to the enterprise. The vulnerability could allow an
unauthorized user to utilize an open-source library to view privileged user information. The enterprise is unwilling to accept the risk,
but the developers cannot fix the issue right away.

Which of the following should be implemented to reduce the risk to an acceptable level until the issue can be fixed?
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A. Scan the code with a static code analyzer, change privileged user passwords, and provide security training.
B. Change privileged usernames, review the OS logs, and deploy hardware tokens.

C. Implement MFA, review the application logs, and deploy a WAF.

D. Deploy a VPN, configure an official open-source library repository, and performa full application review for
vulnerabilities.

HE: C
ME:

Specifying a repository serves no purpose. You already know the library has a vulnerability. You need something which mitigates the
unauthorized access, which MFA does, and a properly configured WAF would also provide protection.

EE #436

A junior security researcher has identified a buffer overflow vulnerability leading to remote code execution in a former employer's
software. The security researcher asks for the manager's advice on the vulnerability submission process. Which of the following is the
best advice the current manager can provide the security researcher?

A. Visit a bug bounty website for the latest information.

B. Collect proof'that the exploit works in order to expedite the process.
C. Recommend legal consultation about the process.

D. Publish proof-of-concept exploit code on a personal blog.

e C

MY

When a security researcher identifies a vulnerability, especially one involving remote code execution, they must navigate a process
that protects them legally and ethically. The best advice here is to consult with legal professionals to understand any liabilities, such as
potential violations of non-disclosure agreements (NDAs) or intellectual property concerns. Legal consultation ensures that the
researcher follows responsible disclosure practices and avoids legal repercussions, which aligns with CASP+ guidance on managing
vulnerabilities and the responsible handling of sensitive security information. CompTIA CASP+ emphasizes the importance of
adhering to legal and regulatory frameworks when reporting vulnerabilities, especially when dealing with former employers or clients.
Reference:

CASP+ CAS-004 Exam Objectives: Domain 1.0 - Risk Management (Responsible Disclosure, Legal Concerns) CompTIA
CASP+ Study Guide: Handling Vulnerabilities and Legal Considerations

EE #437
A company's Chief Information Security Officer wants to prevent the company from being the target of ransomware. The company's
IT assets need to be protected. Which of the following are the most secure options to address these concerns? (Select three).

A. Antivirus

B. Host-based firewall
C. Strong authentication
D. IDS

E. SIEM

F. Application control
G. Sand boxing

H. EDR

HY: FGH

=R

To prevent ransonware attacks and protect IT assets, the most secure options are:

Endpoint Detection and Response (EDR): Provides advanced threat detection, real-time monitoring, and response capabilities,

which can help identify and mitigate ransonmware attacks before they spread.

Sandboxing; Isolates suspicious files or software in a controlled environment where they can be analyzed for malicious behavior
without affecting production systerns.

Application Control: Ensures that only whitelisted, trusted applications can run, which can prevent ransomware from executing

unauthorized or malicious code. Together, these controls provide a robust defense against ransonmware by addressing detection,
isolation, and prevention. CASP+ enphasizes the importance of combining detection and prevention strategies to mitigate



sophisticated attacks like ransomware.

References:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Endpoint Protection, Ransormware Mitigation)
CompTIA CASP+ Study Guide: Mitigating Ransonmware with EDR, Sandboxing, and Application Control

EE #438

A CRM company leverages a CSP PaaS service to host and publish its SaaS product. Recently, a large customer requested that all
infrastructure components must meet strict regulatory requirements, including configuration management, patch management, and life-
cycle management. Which of the following organizations is responsible for ensuring those regulatory requirements are met?

A. The regulatory body

B. The CSP

C. The CRM company's custormer
D. The CRM company

02
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HE #439
A security architect Is analyzing an old application that is not covered for maintenance anymore because the software company is no
longer in business. Which of the following techniques should have been Implemented to prevent these types of risks?

A. Code reviews

B. Source code escrows
C. Supply chain visibility
D. Software audits

He: B

MH.

Explanation

A source code escrow is a legal agreement that involves a third party holding the source code of a software application on behalf of
the software vendor and the software licensee. The source code escrow ensures that the licensee can access the source code in case
the vendor goes out of business, fails to provide maintenance or support, or breaches the contract terms.

A source code escrow would have prevented the risk of having an old application that is not covered for maintenance anymore
because the software company is no longer in business, because it would:

Allow the licensee to obtain the source code and continue to update, fix, or modify the application according to their needs.

Protect the vendor's intellectual property rights and prevent unauthorized disclosure or use of the source code.

Provide a legal framework and a trusted mediator for resolving any disputes or issues between the vendor and the licensee.

EE #440
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