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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1650-Q1655):
NEW QUESTION # 1650 
A network administrator receives complaints from users that the network appears to be running slow around 5 PM every day. Upon
that a backup process starts around the same time. Which of the following is the BEST technique to alleviate the user performance
issue?

A. Blocking
B. Redirecting
C. Throttling
D. Snooping

Answer: C

NEW QUESTION # 1651 
Which of the following authorization standards is built to handle Application Programming Interface (API) access for Federated
Identity Management (FIM)?

A. Security Assertion Markup Language (SAML)
B. Open Authentication (OAUTH)
C. Remote Authentication Dial-in User service (RADIUS)
D. Terminal Access Control Access Control System Plus (TACACS+)

Answer: B

NEW QUESTION # 1652 
Devices that supply power when the commercial utility power system fails are called which of the following?

A. uninterruptible power supplies
B. power dividers
C. power conditioners
D. power filters

Answer: A

Explanation:
From Shon Harris AIO Fifth Edition:
Protecting power can be done in three ways: through UPSs, power line conditioners, and backup
sources.
UPSs use battery packs that range in size and capacity. A UPS can be online or standby.
Online UPS systems use AC line voltage to charge a bank of batteries. When in use, the UPS has
an inverter that changes the DC output from the batteries into the required AC form and that
regulates the voltage as it powers computer devices.
Online UPS systems have the normal primary power passing through them day in and day out.
They constantly provide power from their own inverters, even when the electric power is in proper
use. Since the environment's electricity passes through this type of UPS all the time, the UPS
device is able to quickly detect when a power failure takes place. An online UPS can provide the
necessary electricity and picks up the load after a power failure much more quickly than a standby
UPS.
Standby UPS devices stay inactive until a power line fails. The system has sensors that detect a
power failure, and the load is switched to the battery pack. The switch to the battery pack is what
causes the small delay in electricity being provided.
So an online UPS picks up the load much more quickly than a standby UPS, but costs more of
course.

NEW QUESTION # 1653 



Which of the following protocols offers native encryption?

A. IPSEC, SSH, SSL, TLS
B. IPSEC, SSH, PPTP, SSL, MPLS, L2F, and L2TP
C. IPSEC, SSH, PPTP, SSL, MPLS, and L2TP
D. IPSEC, SSH, SSL, TFTP

Answer: A

Explanation:
The following answers are incorrect:
IPSEC, SSH, PPTP, SSL, MPLS, and L2TP is incorrect because L2TP and PPTP does NOT offer
encryption.
IPSEC, SSH, SSL, TFTP is incorrect because TFTP does not offers encryption.
IPSEC, SSH, PPTP, SSL, MPLS, L2F, and L2TP is incorrect because MPLS, L2F, and L2TP do
NOT offer encryption.
NOTE:
PPTP did not provide Encryption natively. It is MPPE from Microsoft that would provide encryption.
MPPE is an encryption technology developed by Microsoft to encrypt point-to-point links. These
PPP connections can be over a dialup line or over a VPN tunnel. MPPE works as a subfeature of
Microsoft Point-to-Point Compression (MPPC)
MPPC is a scheme used to compress PPP packets between client devices. The MPPC algorithm
is designed to optimize bandwidth utilization in order to support multiple simultaneous
connections.
MPPE is negotiated using bits in the MPPC option within the Compression Control Protocol (CCP)
MPPC configuration option (CCP configuration option number 18).
MPPE uses the RC4 algorithm with either 40- or 128-bit keys. All keys are derived from the
cleartext authentication password of the user. RC4 is stream cipher; therefore, the sizes of the
encrypted and decrypted frames are the same size as the original frame. The Cisco
implementation of MPPE is fully interoperable with that of Microsoft and uses all available options,
including historyless mode. Historyless mode can increase throughput in lossy environments such
as VPNs, because neither side needs to send CCP Resets Requests to synchronize encryption
contexts when packets are lost.
The following reference(s) were/was used to create this question:
Official (ISC)2 Guide to the CISSP CBK, Third Edition , pages 874 and 355 (IPSEC), 360 (SSH),
359 (PPTP), 362 (SSL), 361 (SOCKS), 360 (L2TP).
and
http://www.cisco.com/en/US/products/ps6587/products_white_paper09186a008019bf38.shtml#15

NEW QUESTION # 1654 
Which answer below is true about the difference between TCP and UDP?

A. UDP acknowledges the receipt of packets, and TCP does not.
B. TCP is considered a connectionless protocol, and UDP is connectionoriented.
C. UDP is considered a connectionless protocol and TCP is connectionoriented.
D. TCP is sometimes referred to as an unreliable protocol.

Answer: C

Explanation:
The correct answer is "UDP is considered a connectionless protocol and TCP is connectionoriented". As opposed to the
Transmission Control Protocol (TCP), the User
Datagram Protocol (UDP) is a connectionless
protocol. It does not sequence the packets, acknowledge the
receipt of packets, and is referred to as an unreliable protocol.

NEW QUESTION # 1655
......
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