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¢ Introduction to Advanced Troubleshooting; This section of the exam measures the skills of Check Point

Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
FE 1 It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.

e Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
N0 Point Security Administrators and covers the analysis of logs and events for troubleshooting. Candidates
will learn how to interpret log data to identify issues and security threats effectively.

¢ Advanced Management Server Troubleshooting: This section of the exam measures the skills of Check
53 Point System Admmistrators and focuses on troubleshooting management servers. It emphasizes
understanding server architecture and diagnosing problens related to server performance and connectivity.

e Advanced Client-to-Site VPN Troubleshooting: This section of the exam measures the skills of
FE 4 CheckPoint System Administrators and focuses on troubleshooting client-to-site VPN issues.
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¢ Advanced Site-to-Site VPN Troubleshooting: This section of the exam measures the skills of Check Point
FRES System Administrators and covers troubleshooting site-to-site VPN connections.
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What are the three main component of Identity Awareness?

A. User, Active Directory and Access Role

B. Identity Source, Identity Server (PDP) and Identity Enforcement (PEP)

C. Client, SMS and Secure Gateway

D. Identity Awareness Blade on Security Gateway, User Database on Security Management Server and Active Directory

Z%: B

RS #82
SmartEvent utilizes the Log Server, Correlation Unit and SmartEvent Server to aggregate logs and identify security events. The three
main processes that govern these SmartEvent components are:

A. eventiasv, eventiarp,eventiacu
B. cpeu, cplog, cpse

C. cpsemd, cpsead, and DBSync
D. fivd, secu, sesrv

ER: C

PR #83
‘Which of'the following commands can be used to see the list of processes monitored by the Watch Dog process?

A. ps -ef| grep watchd
B. cpwd_admin list

C. fw ctl get str watchdog
D. cpstat fw -f watchdog

EX: B

it REER B -

To see the list of processes monitored by the WatchDog process (CPWD), you use the cpwd _admin list command.

* Option A (cpstat fw -fwatchdog): Shows firewall status and statistics for the "fw" context, not necessarily the list of monitored
processes.

* Option B (fw ctl get str watchdog): Not a valid parameter for retrieving the list of monitored processes; "fw ctl" deals with kernel
parameters.

* Option C (cpwd_admin list): Correct command that lists all processes monitored by CPWD, their status, and how many times
they have been restarted.

* Option D (ps -ef | grep watchd): This will list any running process that matches the string "watchd" but will not specifically detail
which processes are being monitored by CPWD.

Therefore, the best answer is cpwd _admin list.

Check Point Troubleshooting References

* sk97638: Explains Check Point WatchDog (CPWD) usage and the cpwd_admin utiity.

* R81.20 CLI Reference Guide: Describes common troubleshooting commands including cpwd _admin list.

* Check Pomnt Gaia Administration Guide: Provides mstructions for monitoring system processes and verifying CPWD.

i RE #84
The management configuration stored in the Postgres database is partitioned into several relational database domains. What is the
purpose of the Global Domain?



A. This domain is used as the global database to track the changes made by multiple administrators on the same objects prior
to publishing,

B. This domain is used as the global database for MDSM and contains global objects and policies.

e C. This domain is used as the global database to back up the objects referencing the corresponding object attributes from the
System Domain.

D. Global Domains is used by the IPS software blade to map the IDs to the corresponding countries according to the
IpToCountry.csv file.

EX: B

R -

The Global Domain is one of the relational database domains in the Postgres database that stores the management configuration. The
purpose of the Global Domain is to serve as the global database for Multi- Domain Security Management (MDSM) and contain the
global objects and policies that are shared across all domains. The Global Domain also stores the global settings, such as the
administrator roles, the LDAP servers, the IPS profiles, and the SmartEvent views. The Global Domain can be managed by the
Global Domain Admmnistrator or the Super User Administrator using the SmartConsole. The Global Domain can be backed up and
restored using the mds_backup and mds_restore commands.

References:

* 1: Architecture and Processes - Check Point Software

* 2: Multi- Domain Security Management R81.10 Administration Guide

* 3: How to backup and restore Multi- Domain Security Management Server

)R8 #85

If SmartLog is not active or failed to parse results from server, what commands can be run to re- enable the service?

A. smartloginit and smartlogstop

B. smartlogrestart and smartlogstart
C. smartlogstart and smartlogstop
D. smartlogstart and smartlogsetup

EX: B
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