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Fortinet NSE 6 - FortiEDR 7.0 Administrator Sample Questions (Q31-Q36):
NEW QUESTION # 31 
Refer to the Exhibit:

Based on the incident details shown in the exhibit, which two statements about this incident are true? (Choose two answers)

A. The incident occurred on only one device.
B. The incident has already been fully handled.
C. The destination IP address is blocked by FortiGate.
D. The incident is classified by the FortiEDR Core.
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Answer: C,D

Explanation:
The correct answers are A and C .
The exhibit shows an audit/response action stating that IP address 74.125.235.20 was added to malicious IP addresses on firewall
FortiGate . This matches the FortiEDR playbook action Block address on Firewall .
The guide states that this action ensures connections to remote malicious addresses associated with the security event are blocked,
and that a firewall connector must already be configured for this action. It also explains that a checkmark in a classification column
means communication with the affected destination is automatically blocked when a security event with that classification is triggered.
Option C is the second best answer because FortiEDR events are initially classified by FortiEDR detection logic/Core, and the guide
states that classifications are initially determined by the Core but can later be changed automatically by FortiEDR Cloud Service or
manually. The exhibit shows "Classification Changed To: Suspicious (By Fortinet)" , but it does not say the event was manually
classified by an administrator. So the event classification process is FortiEDR-driven, with later Fortinet/FCS-style automatic
classification possible.
Option B is wrong. The exhibit shows one raw-data row with device cwinserv-32 +2 , which indicates more than one affected
device/raw item is represented in the aggregation. So it did not occur on only one device.
Option D is wrong because the incident rows clearly show Unhandled . The guide states that security events are initially marked as
unread and unhandled, and the unread/unhandled status helps users track whether anyone has read and handled the event.
=========

NEW QUESTION # 32 
Which two Python commands are supported when using FortiEDR Connect to directly access a protected device shell? (Choose
two answers)

A. %psexec
B. %ipconfig_all
C. %timestamp
D. %upload_file

Answer: B,D

Explanation:
The correct answers are A. %upload_file and B. %ipconfig_all .
The FortiEDR 7.0.0 Administration Guide states that FortiEDR Connect opens a console that provides direct access to a
FortiEDR-protected device through a remote shell connection. This allows administrators to respond to incidents, run commands
and scripts, collect and download forensic data, and remediate threats.
The guide also states that the FortiEDR Connect terminal has a prompt where commands can be typed, and the Help button
displays the supported commands and their parameters.
The guide further confirms that FortiEDR Connect supports FortiEDR-specific commands, Windows command-line access through
%cmd , and Python commands.
For the exact command list, Fortinet's official FortiEDR Connect technical tip lists the supported commands.
In that list, %ipconfig_all is explicitly described as returning extended IP information, and %upload_file is explicitly described as
uploading a file to the specified path. ( Fortinet Community ) Options C. %psexec and D. %timestamp are not listed as supported
FortiEDR Connect commands in the official Fortinet command list. Therefore, they must not be selected.
=========
=========

NEW QUESTION # 33 
Refer to the exhibit.



An event exception is shown. Which two statements about the exception are true? (Choose two answers)

A. FCS playbooks are enabled by Fortinet support.
B. The system owner can modify the trigger rules parameters.
C. The exception is applied only on device C8092231196.
D. A partial exception is applied to this event.

Answer: A,B

Explanation:
The correct answers are C and D .
The exhibit shows an exception created/updated by FortinetCloudServices after the file Update.exe was classified as Good . This
aligns with the FortiEDR Cloud Service behavior described in the guide. The guide states that once FCS is connected, it can enable
Tuning , which means automated security event exception
/allowlisting. After a triggered security event is reclassified as Safe, an automated cross-environment exception can be pushed
downstream and the event expires, preventing it from triggering again.
Option C is correct because the Event Exceptions window includes Triggered Rules , and the guide states that when editing an
exception, the administrator can modify the Collector Groups , Destinations , Users , and the pairs of rules and processes that define
the exception in the Triggered Rules area.
Option D is the Fortinet/FCS-related statement supported by the guide's FCS behavior. The guide says FCS can enable follow-up
actions, including Tuning through automated exceptions and Playbook Actions , and that playbook policy remediation actions are
based on the final FCS determination.
Option A is wrong because the exhibit explicitly states "All the Raw Data Items are covered." A partial exception would mean not all
raw data items are covered. The guide explains that if an exception does not cover all raw data items, FortiEDR displays a different
indicator and distinguishes covered from non-covered raw data items.
Option B is wrong because the exception scope in the exhibit is set to All groups , All destinations , and All users . The comment
references device C8092231196, but that is not the same as saying the exception applies only to that device.
=========

NEW QUESTION # 34 
A company requires a global communication policy for a FortiEDR multi-tenant environment. Which recommendation must you
make? (Choose one answer)

A. Create a separate communication control policy for each organization.
B. Create a new communication control policy and apply it to multiple organizations.
C. Create a new communication control policy and delegate it to other organizations.
D. Create a new communication control policy and assign it globally to all organizations.

Answer: A

Explanation:
The correct answer is A. Create a separate communication control policy for each organization .



The key point is that Communication Control is not available in Hoster view . In a FortiEDR multi-tenant environment, Hoster view
is the view used to display information for all organizations together. However, the guide clearly states under the Hoster view section:
"Communication Control - The Communication Control window is not available in Hoster view." That means you cannot create one
global Communication Control policy from Hoster view and assign it across all organizations. Options B , C , and D all assume
cross-organization/global Communication Control policy assignment, but the guide does not support that capability. The practical
recommendation is to configure Communication Control policies separately inside each organization.
The guide contrasts this with Security Policies, where in Hoster view the Security Policies page displays all policies from all
organizations and supports cloning a security policy from one organization to another. That statement is for Security Policies , not
Communication Control policies.
=========

NEW QUESTION # 35 
A collector attempts to access a known malicious website. FortiEDR is configured for eXtended detection with FortiAnalyzer. What
two roles does Fortinet Cloud Services (FCS) perform in this process? (Choose two answers)

A. FCS correlates and analyzes the collected logs.
B. FCS sends OS metadata to the FortiEDR manager.
C. FCS sends a log record to FortiAnalyzer.
D. FCS identifies if a malicious event has taken place and reports the detection incident.

Answer: A,D

Explanation:
The correct answers are C and D .
The guide states that for eXtended Detection Source integration, FortiEDR connects to external systems to collect activity logs. The
aggregated data is then sent to Fortinet Cloud Services (FCS) , where it is correlated and analyzed to detect malicious indications.
Those malicious indications result in security events for eXtended Detection policy rule violations .
For FortiAnalyzer/FortiAnalyzer Cloud specifically, the guide states that this integration is used to correlate data between FortiEDR
and the Fortinet Security Fabric and issue eXtended Detection alerts .
Option A is wrong because FCS does not send the original log record to FortiAnalyzer. FortiAnalyzer is the external source whose
data is correlated with FortiEDR data. Option B is wrong because OS metadata is collected by the Collector and handled through
FortiEDR components; the FCS role here is cloud-side enrichment, correlation, and detection, not sending OS metadata back to the
manager.
=========

NEW QUESTION # 36
......
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