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Palo Alto Networks XDR Analyst Sample Questions (Q37-Q42):
NEW QUESTION # 37 
Cortex XDR Analytics can alert when detecting activity matching the following MITRE ATT&CKTM techniques.

A. Exfiltration, Command and Control, Impact
B. Exfiltration, Command and Control, Privilege Escalation
C. Exfiltration, Command and Control, Lateral Movement
D. Exfiltration, Command and Control, Collection

Answer: C

Explanation:
Cortex XDR Analytics is a feature of Cortex XDR that leverages machine learning and behavioral analytics to detect and alert on
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malicious activity across the network and endpoint layers. Cortex XDR Analytics can alert when detecting activity matching the
following MITRE ATT&CKTM techniques: Exfiltration, Command and Control, Lateral Movement, Execution, Persistence,
Privilege Escalation, Defense Evasion, Credential Access, Discovery, and Collection. However, among the options given in the
question, the correct answer is D, Exfiltration, Command and Control, Lateral Movement. These are three of the most critical
techniques that indicate an advanced and persistent threat (APT) in the environment. Exfiltration refers to the technique of
transferring data or information from the compromised system or network to an external location controlled by the adversary.
Command and Control refers to the technique of communicating with the compromised system or network to provide instructions,
receive data, or update malware. Lateral Movement refers to the technique of moving from one system or network to another within
the same environment, usually to gain access to more resources or data. Cortex XDR Analytics can alert on these techniques by
analyzing various data sources, such as network traffic, firewall logs, endpoint events, and threat intelligence, and applying behavioral
models, anomaly detection, and correlation rules. Cortex XDR Analytics can also map the alerts to the corresponding MITRE
ATT&CKTM techniques and provide additional context and visibility into the attack chain1234 Reference:
Cortex XDR Analytics
MITRE ATT&CKTM
Cortex XDR Analytics MITRE ATT&CKTM Techniques
Cortex XDR Analytics Alert Categories

NEW QUESTION # 38 
Where would you view the WildFire report in an incident?

A. under the gear icon --> Agent Audit Logs
B. under Response --> Action Center
C. on the HUB page at apps.paloaltonetworks.com
D. next to relevant Key Artifacts in the incidents details page

Answer: D

Explanation:
To view the WildFire report in an incident, you need to go to the incident details page and look for the relevant key artifacts that are
related to the WildFire analysis. A key artifact is a piece of evidence that is associated with an alert or an incident, such as a file
hash, a registry key, an IP address, a domain name, or a full path. If a key artifact is related to a WildFire analysis, you will see a
WildFire icon next to it, indicating that there is a WildFire report available for that artifact. You can click on the WildFire icon to
view the report, which will show you the detailed information about the artifact, such as the verdict, the behavior, the severity, the
signatures, and the screenshots12.
Let's briefly discuss the other options to provide a comprehensive explanation:
B . under Response --> Action Center: This is not the correct answer. The Action Center is a feature that allows you to create and
manage actions that you can perform on your endpoints, such as isolating, scanning, collecting files, or executing scripts. The Action
Center does not show you the WildFire reports for the incidents, but it can help you to remediate the incidents by applying the
appropriate actions3.
C . under the gear icon --> Agent Audit Logs: This is not the correct answer. The Agent Audit Logs are logs that show you the
activities and events that occurred on the Cortex XDR agents, such as installation, upgrade, connection, policy update, or
prevention. The Agent Audit Logs do not show you the WildFire reports for the incidents, but they can help you to troubleshoot the
agent issues or verify the agent status4.
D . on the HUB page at apps.paloaltonetworks.com: This is not the correct answer. The HUB page is a web portal that allows you
to access and manage your Palo Alto Networks applications, such as Cortex XDR, Cortex XSOAR, Prisma Cloud, or AutoFocus.
The HUB page does not show you the WildFire reports for the incidents, but it can help you to navigate to the different applications
or view the notifications and alerts5.
In conclusion, to view the WildFire report in an incident, you need to go to the incident details page and look for the relevant key
artifacts that are related to the WildFire analysis. By viewing the WildFire report, you can gain more insights and context about the
incident and the artifact.
Reference:
View Incident Details
View WildFire Reports
Action Center
Agent Audit Logs
HUB

NEW QUESTION # 39 



What does the following output tell us?

A. There is one low severity incident.
B. Host shpapy_win10 had the most vulnerabilities.
C. This is an actual output of the Top 10 hosts with the most malware.
D. There is one informational severity alert.

Answer: C

Explanation:
The output shows the top 10 hosts with the most malware in the last 30 days, based on the Cortex XDR data. The output is sorted
by the number of incidents, with the host with the most incidents at the top. The output also shows the number of alerts, the number
of endpoints, and the percentage of endpoints for each host. The output is generated by using the ACC (Application Command
Center) feature of Cortex XDR, which provides a graphical representation of the network activity and threat landscape. The ACC
allows you to view and analyze various widgets, such as the Top 10 hosts with the most malware, the Top 10 applications by
bandwidth, the Top 10 threats by count, and more .
Reference:
Use the ACC to Analyze Network Activity
Top 10 Hosts with the Most Malware

NEW QUESTION # 40 
In the deployment of which Broker VM applet are you required to install a strong cipher SHA256-based SSL certificate?

A. Agent Installer and Content Caching
B. CSV Collector
C. Agent Proxy
D. Syslog Collector

Answer: A

Explanation:
The Agent Installer and Content Caching applet of the Broker VM is used to download and cache the Cortex XDR agent
installation packages and content updates from Palo Alto Networks servers. This applet also acts as a proxy server for the Cortex
XDR agents to communicate with the Cortex Data Lake and the Cortex XDR management console. To ensure secure
communication between the Broker VM and the Cortex XDR agents, you are required to install a strong cipher SHA256-based
SSL certificate on the Broker VM. The SSL certificate must have a common name or subject alternative name that matches the
Broker VM FQDN or IP address. The SSL certificate must also be trusted by the Cortex XDR agents, either by using a certificate
signed by a public CA or by manually installing the certificate on the endpoints. Reference:
Agent Installer and Content Caching
Install an SSL Certificate on the Broker VM

NEW QUESTION # 41 
To create a BIOC rule with XQL query you must at a minimum filter on which field in order for it to be a valid BIOC rule?

A. threat_event
B. causality_chain
C. event_type
D. endpoint_name

Answer: C

Explanation:
To create a BIOC rule with XQL query, you must at a minimum filter on the event_type field in order for it to be a valid BIOC rule.
The event_type field indicates the type of event that triggered the alert, such as PROCESS, FILE, REGISTRY, NETWORK, or
USER_ACCOUNT. Filtering on this field helps you narrow down the scope of your query and focus on the relevant events for your
use case. Other fields, such as causality_chain, endpoint_name, threat_event, are optional and can be used to further refine your
query or display additional information in the alert. Reference:
Palo Alto Networks Certified Detection and Remediation Analyst (PCDRA) Study Guide, page 9 Palo Alto Networks Cortex
XDR Documentation, BIOC Rule Query Syntax
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