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HRE #152

A conpany is using Amazon Macie, AWS Firewall Manager, Amazon Inspector, and AWS Shield Advanced in its AWS account.
The company wants to receive alerts if a DDoS attack occurs against the account.

‘Which solution will meet this requirement?

A. Use Macie to detect an active DDoS event. Create Amazon CloudWatch alaris that respond to Macie findings.
B. Create an Amazon CloudWatch alarm that monitors Shield Advanced metrics for an active DDoS event.

C. Use Amazon Inspector to review resources and to invoke Amazon CloudWatch alarns for any resources that are
vulnerable to DDoS attacks.

¢ D. Create an Amazon CloudWatch alarm that monitors Firewall Manager metrics for an active DDoS event.

EfE: B

A -

AWS Shield Advanced is specifically made to prevent DDoS attacks. AWS Firewall Manager is used to manage firewall roles, got
nothing to do with the DDoS.

https7/docs.aws.amazon.com/waf/latest/developerguide/ddos- cloudwatch-metrics. html


https://drive.google.com/open?id=1X9jCrhk0XHYHjCsxhzy6WKfMjxV7i_Tp
https://www.japancert.com/SCS-C02.html
https://www.passtest.jp/SCS-C02-exam.html
https://www.passtest.jp/Amazon/SCS-C02-shiken.html
https://www.passtest.jp/Amazon/SCS-C02-shiken.html

H #153

A Security Architect has been asked to review an existing security architecture and identify why the application servers cannot
successfully initiate a connection to the database servers. The following summary describes the architecture:

1 An Application Load Balancer, an internet gateway, and a NAT gateway are configured in the public subnet

2. Database, application, and web servers are configured on three different private subnets.

3 The VPC has two route tables: one for the public subnet and one for all other subnets The route table for the public subnet has a 0
0 0 0/0 route to the internet gateway The route table for all other subnets has a 0 0.0.0/0 route to the NAT gateway. All private
subnets can route to each other

4 Each subnet has a network ACL implemented that limits all inbound and outbound connectivity to only the required ports and
protocols

5 There are 3 Security Groups (SGs) database application and web Each group limits all inbound and outbound connectivity to the
minimum required Which of the following accurately reflects the access control mechanisims the Architect should verify1?

¢ A. Inbound and outbound SG configuration on database servers Inbound and outbound SG configuration on application
servers Inbound network ACL configuration on the database subnet Outbound network ACL configuration on the application
server subnet

¢ B. Outbound SG configuration on database servers Inbound SG configuration on application servers inbound and outbound
network ACL configuration on the database subnet Inbound and outbound network ACL configuration on the application
server subnet

e C. Inbound SG configuration on database servers
Outbound SG configuration on application servers
Inbound and outbound network ACL configuration on the database subnet
Inbound and outbound network ACL configuration on the application server subnet

¢ D. Inbound SG configuration on database servers Outbound SG configuration on application servers Inbound network ACL
configuration on the database subnet Outbound network ACL configuration on the application server subnet.

Ef#: B
L2

this is the accurate reflection of the access control mechanisis that the Architect should verify. Access control mechanisims are
methods that regulate who can access what resources and how. Security groups and network ACLs are two types of access control
mechanisis that can be applied to EC2 instances and subnets. Security groups are stateful, meaning they remember and return
traffic that was previously allowed. Network ACLs are stateless, meaning they do not remember or return traffic that was previously
allowed. Security groups and network ACLs can have inbound and outbound rules that specify the source, destination, protocol,
and port of the traffic. By verifying the outbound security group configuration on database servers, the inbound security group
configuration on application servers, and the inbound and outbound network ACL configuration on both the database and
application server subnets, the Architect can check if there are any misconfigurations or conflicts that prevent the application servers
from initiating a connection to the database servers. The other options are either inaccurate or incomplete for verifying the access
control mechanisns.

HR #154

A System Administrator is unable to start an Amazon EC2 instance in the eu-west-1 Region using an IAM role The same System
Administrator is able to start an EC2 instance in the eu-west-2 and eu-west-3 Regions.

The IAMSystemAdministrator access policy attached to the System Administrator JAM role allows unconditional access to all [AM
services and resources within the account Which configuration caused this issue?

A) An SCP is attached to the account with the following permission statement:

B)

A permission boundary policy is attached to the System Administrator role with the following permission statement:

0

A permission boundary is attached to the System Administrator role with the following permission statement:

D)

An SCP is attached to the account with the following statement:

A. Option A
B. Option C
C. Option D
D. Option B
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A company's Security Engineer is copying all application logs to centralized Amazon S3 buckets. Currently, each of the company's
applications is in its own [AM account, and logs are pushed into S3 buckets associated with each account. The Engineer will deploy
an JAM Lambda function into each account that copies the relevant log files to the centralized S3 bucket.

The Security Engineer is unable to access the log files in the centralized S3 bucket. The Engineer's IAM user policy from the
centralized account looks like this:

The centralized S3 bucket policy looks like this:

Why is the Security Engineer unable to access the log files?

A. The s3:PutObject and s3:PutObjectAcl permissions should be applied at the S3 bucket level

B. The S3 bucket policy does not explicitly allow the Security Engineer access to the objects in the bucket.

C. The Security Engineers [AM policy does not grant permissions to read objects in the S3 bucket

D. The object ACLs are not being updated to allow the users within the centralized account to access the objects

EfE: C
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A company used AWS Organizations to set up an environment with multiple AWS accounts. The company's organization currently
has two AWS accounts, and the company expects to add more than 50 AWS accounts during the next 12 months The company
will require all existing and future AWS accounts to use Amazon GuardDuty. Each existing AWS account has GuardDuty active.
The company reviews GuardDuty findings by logging into each AWS account individually.

The company wants a centralized view of the GuardDuty findings for the existing AWS accounts and any future AWS accounts. The
company also must ensure that any new AWS account has GuardDuty automatically turned on.

Which solution will meet these requirements?

e A. Enable AWS Security Hub in the organization's management account. Designate the management account as the delegated
admmistrator account for Security Hub. Add existing accounts as member accounts. Select the option to automatically add
new AWS accounts to the organization. Send all Security Hub findings to the organization's GuardDuty account.

¢ B. Create a new AWS account in the organization. Enable GuardDuty in the new account. Designate the new account as the
delegated administrator account for GuardDuty. Configure GuardDuty to add existing accounts as member accounts. Select
the option to automatically add new AWS accounts to the organization

e C. Enable AWS Security Hub in the organization's management account. Configure GuardDuty within the management
account to send all GuardDuty findings to Security Hub.

e D. Create a new AWS account in the organization. Enable GuardDuty in the new account. Enable AWS Security Hub in each
account. Select the option to automatically add new AWS accounts to the organization.

EfE: B
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For a company using AWS Organizations that requires centralized management and automatic activation of Amazon GuardDuty
across all current and future AWS accounts, setting up a delegated administrator account for GuardDuty is the optimal solution. By
enabling GuardDuty in a new account and designating it as the delegated administrator, the company can centrally manage
GuardDuty findings and automatically enroll new AWS accounts into GuardDuty as they are created within the organization. This
approach ensures consistent threat detection and continuous monitoring across all accounts, aligning with best security practices.
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