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GIAC Enterprise Incident Response 8 78 GEIR & B [5/H (Q51-Q56):

HA #51
When investigating a cloud-based attack, why is it important to understand the architecture of the cloud environment?
Response:

A. To identify points of vulnerability
B. To manage employee productivity
C. To enhance marketing strategies
D. To optimize cost management

R
®

: A

H #52
What is the role of the f5_usage command in macOS?
Response:

A. Tt monitors all file system activity in real-time.
B. It repairs corrupted files.

C. It formats new storage devices.

D. It increases storage space efficiency.

Ef: A

B #53
Which of'the following are common data sources in an enterprise environment that can aid in incident scoping?
Response:

A. Email transaction logs

B. Application logs

C. Antivirus logs

D. Network flow data

E. HR management systems

IEf#: A. B.C. D

E R #54
Which of'the following is a recommended manual technique for identifying malicious activity in a cloud environment?
Response:

A. Installing new cloud instances
B. Running antivirus software

C. Reviewing audit logs

D. Automated script analysis

IEf: C

HH #55
What role does 'contextual awareness' play in incident response to moder attacks?
Response:

A. Tt refers to understanding the nature of the attack and its impact on business operations.

B. It deals exclusively with legal compliance and regulations.

C. It involves regular updates to the organization's website to inform stakeholders about the ongoing threats.
D. It is about keeping the antivirus systems up to date.
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