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Topic

Details

Topic 1

Author and Maintain Workflows: This section of the exam measures skills of DevOps Engineers and
Automation Specialists and covers building and managing workflows triggered by events such as pushes,
scheduled times, manual triggers, and webhooks. It includes understanding workflow components like
jobs, steps, actions, and runners, syntax correctness, environment variables, secrets management, and
dependencies between jobs. Candidates will also demonstrate practical abilities to create workflows for
various purposes, including publishing packages, using service containers, routing jobs, and deploying
releases to cloud providers.

Topic 2

Author and Maintain Actions: This domain evaluates the abilities of Action Developers and Automation
Engineers to select and create suitable types of GitHub Actions, such as JavaScript, Docker containers, or
run steps. It emphasizes troubleshooting action code, understanding the components and file structures of
actions, and using workflow commands within actions to commumnicate with runners, including exit code
management.

Topic 3

Consume Workflows: This domain targets Software Developers and Quality Assurance Engineers and
focuses on interpreting workflow runs and their outcomes. It covers identifying triggering events, reading
workflow configurations, troubleshooting failures by analyzing logs, enabling debug logging, managing
environment variables, caching dependencies, and passing data between jobs. Candidates also manage
workflow runs, artifacts, approvals, and status badges, as well as locating workflows within repositories
and leveraging organizational templated workflows.

Topic 4

Manage GitHub Actions in the Enterprise: This section measures the expertise of Enterprise Administrators
and Platform Engineers in distributing and managing GitHub Actions and workflows at the organizational
level. It includes reuse and sharing of templates, strategies for managing reusable components via
repositories and naming conventions, controlling access to actions, setting organization-wide usage policies,
and planning maintenance to ensure efficient enterprise-wide deployment of GitHub Actions.
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Everybody wants success, but not everyone has a strong mind to persevere in study. If you feel unsatisfied with your present status,
our GH-200 actual exam can help you out. Our GH-200 learning guide always boast a pass rate as high as 98% to 100%, which is
unique and unmatched in the market. Using our GH-200 Study Materials can also save your time in the exam preparation for the
content is all the keypoints covered.

Microsoft GitHub Actions Sample Questions (Q29-Q34):

NEW QUESTION # 29
In GitHub Actions, where should you declare custom environment variables so they are accessible across all jobs and steps in a

single workflow run?

Answer: D

Explanation:

A. Environment secrets
B. Reposttory variables
C. Runner command line arguments
D. Set env in the workflow YAML

The correct option is Set env in the workflow YAML because defining environment variables at the top level of a workflow makes
them available to every job and step in that single run.

In a workflow file you can declare a top level mapping for environment variables with key value pairs. This top level scope
propagates the values to all jobs and steps in the run and you can override themat job or step scope when necessary. This is the
most direct way to share non secret configuration across the entire workflow execution.
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NEW QUESTION # 30

As a developer, you need to make sure that only actions from trusted sources are available for use in your GitHub Enterprise Cloud
organization. Which of the following statements are true?

(Each correct answer presents a complete solution. Choose three.)

A. Specific actions can individually be enabled for the organization, including version information.

B. Actions can be published to an internal marketplace.

C. Actions can be restricted to only those available in the enterprise.

D. GitHub-verified actions can be collectively enabled for use in the enterprise.

E. Individual third-party actions enabled with a specific tag will prevent updated versions of the action from introducing
vulnerabilities.

¢ F. Actions created by GitHub are automatically enabled and cannot be disabled.

Answer: A,B,D

Explanation:

[A] Internal Actions Marketplace

The reason for having an internal actions marketplace is to have a central location for all the actions that can be used inside our
production organization. This is to prevent any actions from the public marketplace from being used in our production organization,
without being checked for security risks first.

[B] Allow Marketplace actions by verified creators: You can allow all GitHub Marketplace actions created by verified creators to
be used by workflows. When GitHub has verified the creator of the action as a partner organization, the badge is displayed next to
the action in GitHub Marketplace.

[C] You can enable specific actions for the organization by identifyng them and providing version control, ensuring only trusted
versions are used in workflows.

Reference:

https://devopsjournal.io/blog/2021/10/14/GitHub- Actions-Internal- Marketplace
https7/docs.github.com/en/enterprise-cloud@latest/organizations/managing-organization- settings/disabling-or-limiting- github-
actions-for-your-organization

NEW QUESTION # 31
Which files are required for a Docker contamner action in addition to the source code? (Each correct answer presents a partial
solution. Choose two.)

A. Actionfile

B. metadata.yml
C. action.yml

D. Dockerfile

Answer: C,D

Explanation:

Creating a Docker container action

Create a dockerfile

Dockerfile support for GitHub Actions

When creating a Dockerfile for a Docker container action, you should be aware of how some Docker instructions interact with
GitHub Actions and an action's metadata file.

Creating an action metadata file

Create a new action.yml file.

Reference:

https://docs.github.com/er/actions/tutorials/use-containerized- services/create-a-docker-container- action
https://docs.github.com/envactions/reference/workflows-and-actions/dockerfile-support

NEW QUESTION # 32
‘What can be used to set a failed status of an action fromits code?

e A JavaScript dist/ folder



B. composite run step

C. Dockerfile CMD

D. a non-zero exit code
E. @actions/github toolkit
F. output variable

Answer: D

Explanation:
A non-zero exit code is used to set the status of an action to "failed" in GitHub Actions. When the action's script or code exits with a
non-zero status, it indicates failure, and GitHub will mark the action as failed.

NEW QUESTION # 33
What are two reasons to keep an action in its own repository instead of bundling it with other application code? (Each correct
answer presents a complete solution. Choose two.)

A. Tt allows sharing workflow secrets with other users.

B. It decouples the action's versioning from the versioning of other application code.

C. It makes it easier for the GitHub community to discover the action.

D. It widens the scope of the code base for developers fixing issues and extending the action.
E. It makes the action.ym file optional.

Answer: B,C

Explanation:

Storing an action in its own repository makes it easier for the GitHub community to discover the action [B], narrows the scope [Not
C] of'the code base for developers fixing issues and extending the action, and decouples the action's versioning from the versioning
of other application code

[D].

Reference:

https/docs. github.com/en/actions/how-tos/create-and-publish-actions/manage-custom-actions

NEW QUESTION # 34

Our GH-200 learning materials not only provide you with information, but also for you to develop the most suitable for your learning
schedule, this is tailor-made for you, according to the timetable to study and review. I believe you can improve efficiency. Our GH-
200 exam prep will give you a complete after-sales experience. You can consult online no matter what problens you encounter.
You can get help anywhere, anytime in our GH-200 test material. GH-200 test questions have very high quality services in addition
to their high quality and efficiency.
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