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CompTIA Server+ Certification Exam Sample Questions (Q108-Q113):
NEW QUESTION # 108 
Users at a company work with highly sensitive dat
a. The security department implemented an administrative and technical control to enforce least-privilege access assigned to files.
However, the security department has discovered unauthorized data exfiltration. Which of the following is the BEST way to protect
the data from leaking?

A. Enforce the lock-screen feature.
B. Install a DLP solution.
C. Implement disk quotas.
D. Utilize privacy screens.

Answer: B

Explanation:
Components of a Data Loss Solution

NEW QUESTION # 109 
Users ate experiencing issues when trying to access resources on multiple servers. The servers are virtual and run on an ESX server.
A systems administrator is investigating but is unable to connect to any of the virtual servers. When the administrator connects to the
host, a purple screen with while letters appears. Which of the following troubleshooting steps should the administrator perform
FIRST?

A. Reseat the processors.
B. Reinstall the ESX server.
C. Check the power supplies
D. Review the log files.

Answer: D

Explanation:
A purple screen with white letters on an ESX server indicates a kernel panic, which is a fatal error that causes the system to crash
and stop functioning3. The first troubleshooting step that an administrator should perform is to review the log files, which may contain
information about the cause of the error, such as hardware failures, software bugs, or configuration issues4. Checking the power
supplies (A) may not be relevant, as the system is still displaying a screen. Reinstalling the ESX server or reseating the processors
(D) are drastic measures that may result in data loss or further damage, and should only be attempted after ruling out other possible
causes. References: 3 https://kb.vmware.com/s/article/1014508 4
https://www.altaro.com/vmware/vmware-esxi-purple-screen-death/

NEW QUESTION # 110 
A web server that is being deployed in the perimeter network needs to be shielded from malicious traffic.
Which of the following could help identify these threats?

A. Applying OS updates
B. Installing anti-malware
C. Implementing HIDS
D. Disabling unused services

Answer: C

Explanation:
* HIDS (Host Intrusion Detection System): Continuously monitors a system for suspicious activity and logs or raises alerts when
potential threats are identified. This proactive approach is crucial for identifying and mitigating threats on a web server exposed to the
external network.
* Applying OS updates: While essential for maintaining system security, updates address vulnerabilities and may not necessarily
identify ongoing threats.
* Disabling unused services: Reduces the attack surface by minimizing potential entry points for malicious actors, but doesn't actively
identify threats.



* Installing anti-malware: Primarily designed to detect and remove malware after infection, not for ongoing threat identification.
References:
* CompTIA Server+ Objectives (Exam codes SK0-004 or SK0-005): Search for sections on intrusion detection and prevention.

NEW QUESTION # 111 
A recent power Outage caused email services to go down. A sever administrator also received alerts from the datacenter's UPS.
After some investigation, the server administrator learned that each POU was rated at a maximum Of 12A.
INSTRUCTIONS
Ensure power redundancy is implemented throughout each rack and UPS alarms are resolved. Ensure the maximum potential PDU
consumption does not exceed 80% or 9.6A).
a. PDU selections must be changed using the pencil icon.
b. VM Hosts 1 and 2 and Mail Relay can be moved between racks.
c. Certain devices contain additional details

Answer:

Explanation:
Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION # 112 
Due to a recent application migration, a company's current storage solution does not meet the necessary requirements tor hosting
data without impacting performance when the data is accessed in real time by multiple users. Which of the following is the BEST
solution for this Issue?

A. Compress the data to increase available space.
B. Install local external hard drives for affected users.
C. Deploy a new Fibre Channel SAN solution.
D. Add extra memory to the server where data is stored.

Answer: C

Explanation:
A Fibre Channel SAN solution is a type of storage area network (SAN) that uses high-speed optical fiber cables to connect servers
and storage devices. A SAN allows for hosting data without impacting performance when the data is accessed in real time by
multiple users, as it provides fast data transfer rates, low latency, high availability, and scalability12. A local external hard drive (A)
would not be suitable for multiple users, as it would limit the accessibility and security of the data. Adding extra memory to the server
(B) would not solve the problem of data access performance, as it would not increase the bandwidth or reduce the congestion of the
network. Compressing the data © would not improve the performance either, as it would add extra overhead and complexity to the
data processing and retrieval. Reference: 1 https://www.techradar.com/best/best-cloud-storage 2 https://solutionsreview.com/data-
storage/the-best-enterprise-data-storage-solutions/
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