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Microsoft Security Operations Analyst Sample Questions (Q231-Q236):

NEW QUESTION # 231

Case Study 1 - Contoso Ltd

Overview

A company named Contoso Ltd. has a main office and five branch offices located throughout North America. The main office is in
Seattle. The branch offices are in Toronto, Miami, Houston, Los Angeles, and Vancouver.

Contoso has a subsidiary named Fabrikam, [ td. that has offices in New York and San Francisco.

Existing Environment

End-User Environment

All users at Contoso use Windows 10 devices. Each user is licensed for Microsoft 365. In addition, iOS devices are distributed to
the members of the sales team at Contoso.

Cloud and Hybrid Infrastructure

All Contoso applications are deployed to Azure.

You enable Microsoft Cloud App Security.

Contoso and Fabrikam have different Azure Active Directory (Azure AD) tenants. Fabrikam recently purchased an Azure
subscription and enabled Azure Defender for all supported resource types.
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Current Problens

The security team at Contoso receives a large number of cybersecurity alerts. The security team spends too much time identifying
which cybersecurity alerts are legitimate threats, and which are not.

The Contoso sales teamuses only iOS devices. The sales team members exchange files with customers by using a variety of third-
party tools. In the past, the sales team experienced various attacks on their devices.

The marketing team at Contoso has several Microsoft SharePoint Online sites for collaborating with external vendors. The marketing
team has had several incidents in which vendors uploaded files that contain malware.

The executive team at Contoso suspects a security breach. The executive team requests that you identify which files had more than
five activities during the past 48 hours, including data access, download, or deletion for Microsoft Cloud App Security-protected
applications.

Requirements

Planned Changes

Contoso plans to integrate the security operations of both companies and manage all security operations centrally.

Technical Requirements

Contoso identifies the following technical requirements:

* Receive alerts if an Azure virtual machine is under brute force attack.

* Use Azure Sentinel to reduce organizational risk by rapidly remediating active attacks on the environment.

* Implement Azure Sentinel queries that correlate data across the Azure AD tenants of Contoso and Fabrikam

* Develop a procedure to remediate Azure Defender for Key Vault alerts for Fabrikam in case of external attackers and a potential
compromise of its own Azure AD applications.

* Identify all cases of users who failed to sign in to an Azure resource for the first time from a given country. A junior security
admunistrator provides you with the following incomplete query.

BehaviorAnalytics
| where ActivityType = "FailedLogOn"
| where = True

You need to complete the query for failed sign-ins to meet the technical requirements.
Where can you find the column name to conmplete the whereclause?

A. the query windows of the Log Analytics workspace
B. Security alerts in Azure Security Center

C. Azure Advisor

D. Activity log in Azure

Answer: A

Explanation:

The query window will provide IntelliSense to help figure out what the column is as you type. You can also just do a broad search
for all failed logins and see which columns are returned in the output.

Reference:

httpsz/docs.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics- tutorial#write-a-query

NEW QUESTION # 232
You have the resources shown in the following table.
Name Type Description
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You have an Azure subscription that uses Mictosoft Defender for Cloud.
Youneed to use Defender for Cloud to protect VM1 and Serverl. The solution must meet the following requirements:
* Support Advanced Threat Protection and vulnerability assessment

* Register each SQL Server 2022 instance as a SQL virtual machine.

* Minimize implementation and administrative effort

‘What should you deploy to each server? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



VM1 _The Azure Monitor Agegt and an Azure virtual machine extension v

An Azure virtual maghihe extension

The Arure Mani
| The Log Ahalyfics agent and an Azure virtual machine extension

o Agent and an Azrure witual machine extension

Server | machine extension ¥

Answer:
Explanation:
Answer Area
VM1: _The Azure Monitor Adedt and an Azure virtual machine extension w
An Azuie virtual machine extension
| The Arure Monitor Agent and an Azure virtual machine extension
| The Log Ahaliytics agent and an Azure virtual machine extension
Serverl M ¢ Monitor hucnt and an Azure virtual maching extension o
Explanation:

= Microsoft

VM [ The Azure Monitty Agent and an Azure virtual machine extension - ]

The Aftmé@iMonitor Agent and an Azure virtual machine extension

Serverl

NEW QUESTION # 233
You have the Azure subscriptions shown in the following table.
Name | Resource group
Sub1 [RG1 "
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You have a Mlcrosoﬁ Entra tenant that contains the users shown in the following table.

Role
Security Operator
User2 | Security Administrator

User3 | Glo ba;nqm pistrator
The users have the Azure roles shown in the following table.

Name
User1

User

Role

| Scope

User1

Owner

Sub1

User2

Reader

Sub2

User3

Owner
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is

worth one point.
Answer Area
Statements Yes No
User1 can add an additional capacity to Capacity. O Q

User2 can view the capacity usage information/of Capacity2. J O
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Answer:
Explanation:
Answer Area .
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User1 can add an additional capacity to Capacity1. O | Q
User2 can view the capacity usage information of Capacity2. (@) rg_,
e -
User3 can configure additional plugins in Capacity2. @) r(—f)j
| -
Explanation:
Answer Area @‘
Statements S’ Yes No
User1 can add an additional capacity to Capacity1. 0 ® O
User2 can view the capacity usage mformatlore‘EapamyZ O ®

U. can MJ‘GJ&% @fﬁ apacity2. O ®

NEW QUESTION # 234

You have a Microsoft Sentinel workspace named SW1.

In SW1. you enable User and Entity Behavior Analytics (UEBA).

Youneed to use KQL to perform the following tasks:

* View the entity data that has fields for each type of entity.

* Assess the quality of rules by analyzing how well a rule perforns.

Which table should you use in KQL for each task? To answer, drag the appropriate tables to the correct tasks.

Each table may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.
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! Anomalies View entity data: |

t Auditlogs

Assess rule quality: |

f BehaviorAnalytics

| f AzureDiagnostics

! CommonSecurityLog




Explanation:
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NEW QUESTION # 235

You create a new Azure subscription and start collecting logs for Azure Monitor.

Youneed to validate that Microsoft Defender for Cloud will trigger an alert when a malicious file is present on an Azure virtual
machine running Windows Server.

‘Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the
answer area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.
Actions Answer Area

Enable Microsoft Defender for Cloud's enhanced

1
]
: s |
security features for the subscription. i @
1 ~ 1 L
Change the alert seventy threshold for emails to | “ ( : : )
Medium. I @ -. ( @

Rename the executable file as AlertTestexe.

Change the alert severity threshold for emails to I-Ogl, )

Copy an executable file on a virtual machine’ande? = : M iC FOSOft

rename the file as ASC_AlertTest_662jfifl29Nlexe.

L
Run the executable file and specify the appropriate
arguments.

Answer:
Explanation:
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Explanation:

To validate that Microsoft Defender for Cloud will trigger an alert when a malicious file is present on an Azure virtual machine
running Windows Server, you should perform the following three actions in sequence:

* Copy an executable file on a virtual machine and rename the file as ASC_AlertTest 662jfil039N.exe

* Run the executable file and specify the appropriate arguments

* Enable Microsoft Defender for Cloud's enhanced security features for the subscription.

These actions will simulate a malicious activity on the virtual machine and generate an alert in Defender for Cloud. You can then
verify the alert details and response recommendations in the Azure portal. For more information, see Alert validation - Microsoft
Defender for Cloud.

NEW QUESTION # 236
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