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¢ Search and Investigation Tools: This domain covers analyzing file and process metadata, using Investigate
hEY 71 Module tools, performing various searches, and interpreting dashboard results.

¢ Reports and References: This domain covers using built-in Hunt and Visibility reports and leveraging
ey 72 Events Full Reference documentation for event information.

¢ ATT&CK Frameworks: This domain covers understanding the cyber kill chain and using the MITRE
ATT&CK Framework to model threat actor behaviors and communicate findings to non-technical

FEY 23
7 audiences.
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H #32
What do you click to junp to a Process Timeline from many pages in Falcon, such as a Hash Search?


https://drive.google.com/open?id=1CNMU0jpz-WyNYS08QZCBSHHdcZ6XPlUw
https://www.it-passports.com/CCFH-202b.html
https://www.tech4exam.com/CCFH-202b-pass-shiken.html
https://www.jpexam.com/CCFH-202b_exam.html

A. Process ID or Parent Process ID
B. CID

C.PID

D. Process Timeline Link

Ef#: D

R -

The Process Timeline Link is what you click to jump to a Process Timeline from many pages in Falcon, such as a Hash Search. The
Process Tineline Link is an icon that looks like three horizontal bars with dots on them. It appears next to each process name or ID
on various pages in Falcon, such as Hash Search results, Detection details, Event Search results, etc. Clicking on it will open a new
tab with the Process Timeline for that process. The PID, the Process ID or Parent Process ID, and the CID are not what you click
to jump to a Process Timeline.

HM #33
Which field should you reference in order to find the system time of a *FileWritten event?

e A. ContextTimeStamp decimal
¢ B. timestanp

e C. FileTimeStamp decimal

¢ D. ProcessStartTime decimal

Ef: A

fERHL -

ContextTimeStamp decimal is the field that shows the system time of the event that triggered the sensor to send data to the cloud. In
this case, it would be the time when the file was written. FileTimeStamp decimal is the field that shows the last modified time of the
file, which may not be the same as the time when the file was written. ProcessStartTime decimal is the field that shows the start time
of'the process that performed the file write operation, which may not be the same as the time when the file was written. Timestamp is
the field that shows the time when the sensor data was received by the cloud, which may not be the same as the time when the file
was written.

B #34
Which of'the following is an example of actor actions during the RECONNAISSANCE phase of the Cyber Kill Chain?

A. Emailing the ntended victim with a malware attachment
B. Discovering internet-facing servers

C. Loading a malicious payload into a common DLL

D. Installing a backdoor on the victim endpoint

IEf#: B

R

Discovering internet-facing servers is an example of actor actions during the RECONNAISSANCE phase of the Cyber Kill Chain.
The RECONNAISSANCE phase is where the adversary researches and identifies targets, vulnerabilities, and attack vectors.
Discovering internet-facing servers is a way for the adversary to find potential entry points or weaknesses in the target network.

B #35
Which of the following is a suspicious process behavior?

e A. PowerShell launching a PowerShell script

e B. PowerShell running an execution policy of RemoteSigned

e C. Non-network processes (eg, notepad exe) making an outbound network connection
e D. An Internet browser (eg, Internet Explorer) performng multiple DNS requests

IEf: C
R -



Non-network processes are processes that are not expected to communicate over the network, such as notepad.exe. If they make
an outbound network connection, it could indicate that they are compromised or maliciously used by an adversary. PowerShell
running an execution policy of RemoteSigned is a default setting that allows local scripts to run without digital signatures. An Internet
browser performing multiple DNS requests is a normal behavior for web browsing. PowerShell launching a PowerShell script is also
a common behavior for legitimate tasks.

M #36
‘Which pre-defined reports offer information surrounding activities that typically indicate suspicious activity occurring on a system?

A. Sensor reports

B. Timeline reports

C. Scheduled searches
D. Hunt reports

Ef#: D

R -

Hunt reports are pre-defined reports that offer information surrounding activities that typically indicate suspicious activity occurring
on a system They are based on common threat hunting use cases and queries, and they provide visualizations and summaries of the
results. Hunt reports can help threat hunters quickly identify and investigate potential threats in their environment.
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