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A2 #67

An OT admmistrator has configured FSSO and local firewall authentication. A user who is part of a user group is not prompted from

credentials during authentication.
What is a possible reason?

¢ A FortiGate determined the user by passive authentication
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¢ B. FortiNAC determined the user by DHCP fingerprint method
o (. The user was determined by Security Fabric
¢ D. Two-factor authentication is not configured with RADIUS authentication method

HE: A

EE #68
Refer to the exhibit. A new operational technology rule is being created to monitor Modbus protocol traffic on FortiSIEM.
‘Which action will ensure all Modbus messages on the network match the rule?

Edit SubPattern F:LI: HTInET o x

Name industrial_protocol_monitor
Filters: Paren Attribute Operator Value Paren Next Row
[+ I - | Destination TCP/UDP Pon IN -I GroupdOT Poftg [+ I -] OR 'i o ©
Aggregate: Paren Attribute Operator Value Paren Next Row
A==
o © COUNT( Matched Events ) >= 1’1 [+ I - | AND -| o ©
Group By. Altribute Row Move
Source TCP/UDP Pog o e * 4+
Destination TCP/UGP POl o & 1+ ¥
Event Type - + |+
Reporting IP o & 1+ 3

A. Remove attributes in the Group By section that are not configured in the Filter section.
B. This rule is valid and requires no additional changes.

C. Add a new condition to filter Modbus traffic based on the Source TCP/UDP port.

D. Set the Aggregate attribute value to equal to or greater than zero.

HE. C

M.
https7//community. fortinet.com/tS/FortiSIEM/Technical- Note-How-do-I-create-and-or-customize- rules-and-alerts/ta-p/196013

A2 #69
Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic?
(Choose three.)

A. Lowest to highest policy ID number

B. Services defined in the firewall policy.

C. Source defined as internet services in the firewall policy

D. Destination defined as internet services in the firewall policy
E. Highest to lowest priority defined in the firewall policy

Y. B,CD

HEE#70
‘When device profiling rules are enabled, which devices connected on the network are evaluated by the device profiling rules?

A. Known trusted devices, each time they change location
B. Rogue devices, each time they connect

C. Rogue devices, only when they connect for the first time
D. All connected devices, each time they connect



He: C

AEE#T1

The OT network analyst runs different level of reports to quickly explore threats that exploit the network.

Such reports can be run on all routers, switches, and firewalls. Which FortiSTEM reporting method helps to identify these type of
exploits of image firmware files?

A. OT/IoT reports

B. Compliance reports
C. Threat hunting reports
D. CMDB reports
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