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Huawei H12-351_V1.0 Exam Syllabus Topics:

Section Weight Objectives

WLAN Security and Access Control 15%

- Authentication and Encryption

1. 802.1X, MAC, and Portal authentication
2. Certificate-based authentication
3. WPA/WPA2/WPA3 security

- Security Defense

1. Access control and policy management
2. Rogue AP detection and containment
3. Anti-interference and anti-spoofing

WLAN Basic Principles and Architecture 15%

- RF and 802.11 Protocol Fundamentals

1. Radio frequency characteristics
2. 802.11 physical and MAC layer
3. Frequency bands and channels

- Huawei WLAN Architecture

1. WLAN AC and AP working mechanism
2. CAPWAP protocol
3. Fat AP vs Fit AP
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WLAN Advanced Technologies and Solutions 15%

- Roaming and Location Services

1. Layer 2 and Layer 3 fast roaming
2. Wi-Fi positioning and location technology

- WLAN and IoT Convergence

1. IoT access over WLAN
2. CloudCampus and smart campus solutions

WLAN Networking and Deployment 20%

- High-Density and Large-Scale Deployment

1. AP placement and channel planning
2. IPv6 support in WLAN
3. Power adjustment and coverage design

- WLAN Networking Modes

1. Layer 3 and inter-subnet roaming
2. Direct connection and Layer 2 networking
3. CloudCampus WLAN architecture

WLAN Reliability and Radio Resource Management 20%

- Radio Resource Management

1. Dynamic channel and power adjustment
2. Interference detection and mitigation
3. Admission control and load balancing

- WLAN Redundancy and Reliability

1. AP redundancy and fast failover
2. AC backup and load balancing
3. Mesh and WDS technologies

WLAN O&M, Troubleshooting and Optimization 15%

- Troubleshooting and Optimization

1. Common fault analysis and resolution
2. RF optimization and network capacity tuning

- Monitoring and Intelligent O&M

1. WLAN performance monitoring
2. Fault diagnosis and alarm management
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Huawei HCIE-WLAN (Written) V1.0 Sample Questions (Q72-Q77):
NEW QUESTION # 72 
Which of the following statements are true about the site survey for an outdoor bridge backhaul project?

A. Aggregation nodes should be connected to as many root nodes as possible to ensure sufficient bandwidth for the wireless
bridge.
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B. Line of sight (LOS) propagation is supported between sites.
C. Focus on the leaf site installation conditions, including installation heights of APs and antennas and the power supply mode.
D. If wireless coverage is required for leaf nodes, survey the environment of the coverage area based on outdoor coverage
requirements.

Answer: B,C,D

NEW QUESTION # 73 
On a WLAN, if PoE+ + power supply is used, the distance between a PoE switch and an AP can exceed 100 m.

A. FALSE
B. TRUE

Answer: A

NEW QUESTION # 74 
Master NCE-Campuslnsight can comprehensively record and analyze Interference. Which of the following parameters are
recorded? (Select All that Apply)

A. Recommended channels
B. Air interface congestion fulfillment rate
C. Interference fulfillment rate
D. Number of interference SSIDs
E. Interference strength

Answer: A,D,E

Explanation:
Explanation
B and E are not parameters recorded by iMaster NCE-CampusInsight for interference analysis. The other options are parameters
recorded by iMaster NCE-CampusInsight to comprehensively record and analyze interference.
References: https://support.huawei.com/enterprise/en/doc/EDOC1100058940/8a8f1c9b/interference-analysis

NEW QUESTION # 75 
DHCPv6 stateful autoconfiguration enables a DHCPv6 server to automatically assign IPv6 addresses, PD prefixes, and other
network configuration parameters, such as DNS, NIS, and SNTP server address.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION # 76 
When a STA roams from API to AP2 at Layer 2, AP2 notifies its neighbors of from this STA is encapsulated in a tunnel and sent to
API for forwarding.

A. True
B. False

Answer: B

Explanation:
Explanation
When a STA roams from AP1 to AP2 at Layer 2, AP2 notifies its neighbors of the MAC address learned from this STA. The
MAC address is not encapsulated in a tunnel and sent to AP1 for forwarding. Instead, AP1 deletes the MAC address entry of the
STA and releases the IP address lease.
References: https://support.huawei.com/enterprise/en/doc/EDOC1100058940/8a8f1c9b/layer-2-roaming



NEW QUESTION # 77
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